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Application programming interface
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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (OrganisationInternationale de MetrologieLegale)
4 - Contact point

5 - Codex Alimentarius Commission
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1 -Interaction
2-Generic services
3 - Multi-sector use



— &oszxo yHlae lHle Oy pwn gidol  sldlawlg — Ll glas,ls
g v oW

(API) (65 ,39,5 ooz 95 40l 5 banwlg g g3 k0

S 39,55 dold g Bu \

5 peiome e gl o IS s Jeles (gl cmgianlp slalawly 5l glacgame i bl pl paad 5l Bua
DS 130 |y e send wiz colaiul gl eges Gloas B ol oo () (60,5 sloasl

i 1y O 0,15 aaliyy 5 (olg 1) 003 S s 63 )05 Anbiy Gt sriel 5 JLail sl IS g3l e il
S o

Ol e olabinl b as gilwosly 5l Jaine 5 cwons 3l Jatuw slaless 4 oo APL Cu o ) lasbinl )]
S 6o m)5 aslpy SO A e slaculgs o oS sl ol wiS oo adrine 1) aiiies 55l VEYAS o lels
dyime 28 Sllos g slools Jow b o i 5l o5 559k @ 35lus 23y olSal |, TCC S5 & bgyjo ogasy

o)..f)bs oolauw! é)j.n (GO0 om)..fwjj.m Lgé).»)ls Lngt\.cL’)., d.l..\..uj a “\-"5-’(5“ u)ls Lgé).,)ls Ml;).:

o7l &>l Y
Lol oals ool gl gl a4 lpl e o jlabinl pl e o aS cll Slhke gl el Sl
09 50 wgmms Olnl o 3yllial b5l (i Blske T e oy
ol e sle,linass g basMoladl ool ools gl jlisl 6 S8 L Shew 4 a5 Jyee 0
0,lgad ! 0ol 0ols gl oyl 4y Jlacil 7o, S8 e a5 Sl 0590 50 s ol (e o laslisl cpl a5 g0
sl 55 5550 b (] gamy sl 4Nl g Hai e (5]
il ol lasbiwd cpl gl 5 &zl 5l eolaiul

- peizme e gl OLlS cwngi aol p sladawly o Slulis Glas IS VEYASR ) o)leis ol Lo o lailenl Y 2 Y
Golorer Vo
- peizma e gl OLlS cwsgs asl p ladawly o olulis Gla IS W NEYAZ Y o,leds ol Lo ol Y2 ¥
OO ogee aly 1 ¥ Cood
- peize e gl Ol cwngiaely slalawly - Slulis gl ISNFYAR J ¥ o Ll olnl o o jlabinl Yo ¥
60,05 4ol Jawly ¥ oo
plo Cagn shal laas- sl ed- Sledbl 6,3l AVAVO Y oo sl 6l - gl = olpl e o laibil F= Y
Sl )85 50, 5l eolatul sla )5 g5l - ) cwen3(MAC)

2-5 ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards — Part 4: Organization, security
and commands for interchange

1-Application Programming Interface( API)
2- Client application
3-Integrated Circuit Cards (ICC)
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1 - Channel

2 - Component

3 - Confidentiality
4 - Dubious-channel
5 - Instantiation

6 - Integrity

7 - Protocol stack
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1- Loyal-channel

2 - Loyal-platform

3 - Loyal-stack

4 - Path-protection-policy
5 - Proxy

6 - Trusted-channel
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1 - Trusted-path
2 - Command-set
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ouT Status EstablishContext (
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{

SlotCapability Type SlotCapability][ ],
DisplayCapabilityType DisplayCapability[ ],
KeyPadCapapbilityType KeyPadCapability][ ],
BioSensorCapability Type BioSensorCapability[ ],
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} BioSensorCapabilityType
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OuT Status GetStatus(
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{
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SlotStatusType SlotStatus [ ],
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SimpleFUStatusType DisplayStatus [ ],
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OouT Status Transmit(
IN SlotHandleType SlotHandle,
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ouT Status VerifyUser(
IN SlotHandleType SlotHandle,
IN InputUnitType InputUnit,
IN nonNegativelnteger Displaylndex OPTIONAL,
IN AltVUMessagesType AltVUMessages OPTIONAL,
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<?xml version="1.0" encoding="UTF-8"7?>
<schema xmlns="http://www.w3.0rg/2001/XMLSchema""
targetNamespace=""urn:iso:std:iso-iec:24727:tech:schema"
xmIns:iso=""urn:iso:std:iso-iec:24727:tech:schema"
xmIns:dss="urn:oasis:names:tc:dss:1.0:core:schema"
version="1.1">
<import namespace="'urn:oasis:names:tc:dss:1.0:core:schema
schemal ocation="oasis-dss-core-schema-v1.0-0s.xsd"></import>
<l--
<element name="COMMONSchemaVersion'>
<complexType attribute name="'schemaVersion' type="'decimal
</element>
<I-- Definition of Basic Types -->
<simpleType name="'SlotHandleType''>
</simpleType>
<complexType name="ChannelHandleType">
<sequence>
<element name="Protocol TerminationPoint" type="anyURI" maxOccurs="1"
minOccurs="0"></element>
<element name="Sessionldentifier" type="string" maxOccurs="1"
minOccurs="0"></element>
<element name="Binding" type="anyURI" maxOccurs="1"
minOccurs="0" default="http://schemas.xmlsoap.org/soap/http">
</element>
</sequence>
</complexType>
<simpleType name="ContextHandleType">
<restriction base="hexBinary">
</restriction>
</simpleType>
<!-- Define Response Type -->
<complexType name="RequestType">
<complexContent>
<restriction base="dss:RequestBaseType">
</restriction>
</complexContent>
</complexType>
<complexType name="ResponseType">
<complexContent>
<restriction base="dss:ResponseBaseType">
<sequence>
<element ref="dss:Result"/>
</sequence>
</restriction>
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</complexContent>
</complexType>
</schema>

<?xml version="1.0" encoding="UTF-8"7>

<schema xmlns=""http://www.w3.0rg/2001/XMLSchema"
targetNamespace=""urn:iso:std:iso-iec:24727:tech:schema"
xmIns:iso=""urn:iso:std:iso-iec:24727:tech:schema"
version=""1.1">

<l--

<I-- Definition of Basic Types -->

<include schemaLocation="ISOCommon.xsd"></include>

<element name=""1FDSchemaVersion'>

ISOIFD.XSD awasivn Y-

<complexType attribute name="schemaVersion” type="decimal’ use="‘required"/>

</element>

<!-- Card terminal related functions -->
<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ChannelHandle"
type="iso:ChannelHandleType" maxOccurs="1" minOccurs="0"
/>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="EstablishContextResponse">
<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="0">
</element>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<l!-- ReleaseContext -->

<element name="ReleaseContext">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="ReleaseContextResponse" type="iso:ResponseType">
</element>

<!-- ListI[FDs -->

<element name="ListIFDs">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>
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<element name="ContextHandle"
type="iso:ContextHandleType" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="ListIFDsResponse'">

<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence>

<element name="IFDName" maxOccurs="unbounded"
minOccurs="0" type="string" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<!-- GetIFDCapabilities -->

<element name="GetIFDCapabilities">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" />

<element name="IFDName" type="string" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="GetIFDCapabilitiesResponse'">
<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence maxOccurs="1" minOccurs="0">

<element name="IFDCapabilities" maxOccurs="1"
minOccurs="1" type="iso:IFDCapabilitiesType" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<complexType name="IFDCapabilitiesType">

<sequence>

<element name="SlotCapability" type="iso:SlotCapabilityType"
maxOccurs="unbounded" minOccurs="1"/>

<element name="DisplayCapability" type="iso:DisplayCapabilityType"
maxOccurs="unbounded" minOccurs="0"/>

<element name="KeyPadCapability" type="iso:KeyPadCapability Type"
maxOccurs="unbounded" minOccurs="0"></element>
<element name="BioSensorCapability" type="iso:BioSensorCapabilityType"
maxOccurs="unbounded" minOccurs="0"></element>
<element name="OpticalSignalUnit" type="boolean"></element>
<element name="AcousticSignalUnit" type="boolean"></element>
</sequence>

</complexType>

<complexType name="SlotCapability Type">

<sequence>

<element name="Index" type="nonNegativelnteger" maxOccurs="1"
minOccurs="1"/>

<element name="ContactBased" type="boolean"></element>



</sequence>

</complexType>

<complexType name="DisplayCapability Type">
<sequence>

<element name="Index" type="nonNegativelnteger"
maxOccurs="1" minOccurs="1" />

<element minOccurs="1" maxOccurs="1" name="Lines"
type="nonNegativelnteger" />

<element name="Columns" type="nonNegativelnteger" />
<element name="VirtualLines" type="nonNegativelnteger"
maxOccurs="1" minOccurs="0" />

<element name="VirtualColumns" type="nonNegativelnteger"
maxOccurs="1" minOccurs="0" />

</sequence>

</complexType>

<complexType name="KeyPadCapabilityType">
<sequence>

<element name="Index" type="nonNegativelnteger"
maxOccurs="1" minOccurs="1" />

<element minOccurs="1" maxOccurs="1" name="Keys"
type="positivelnteger" />

</sequence>

</complexType>

<complexType name="BioSensorCapabilityType">
<sequence>

<element name="Index" type="nonNegativelnteger"
maxOccurs="1" minOccurs="1" />

<element minOccurs="1" maxOccurs="1" name="BiometricType"
type="nonNegativelnteger" />

</sequence>

</complexType>

<l-- GetStatus -->

<element name="GetStatus">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

<element name="IFDName" type="string"
maxOccurs="1" minOccurs="0" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="GetStatusResponse">

<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence maxOccurs="1" minOccurs="1">

<element name="IFDStatus" maxOccurs="unbounded"
minOccurs="0" type="iso:IFDStatusType" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<complexType name="IFDStatusType">

<sequence>

<element name="IFDName" type
minOccurs="0"></element>
<element name="Connected" type="boolean" maxOccurs="1"

string" maxOccurs="1"
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minOccurs="0" />

<element minOccurs="1" maxOccurs="unbounded"
name="SlotStatus" type="iso:SlotStatusType">

<annotation>

<documentation>Index of the slot.</documentation>
</annotation>

</element>

<element name="ActiveAntenna" type="boolean" maxOccurs="1"
minOccurs="0" />

<element minOccurs="0" maxOccurs="unbounded" name="DisplayStatus"
type="iso:SimpleFUStatusType">

<annotation>

<documentation>Index of the display.</documentation>
</annotation>

</element>

<element minOccurs="0" maxOccurs="unbounded" name="KeyPadStatus"
type="iso:SimpleFUStatusType">

<annotation>

<documentation>Index of the keypad.</documentation>
</annotation>

</element>

<element minOccurs="0" maxOccurs="unbounded"
name="BioSensorStatus" type="iso:SimpleFUStatusType" />
</sequence>

</complexType>

<complexType name="SlotStatusType">

<sequence>

<element name="Index" type="nonNegativelnteger"
maxOccurs="1" minOccurs="1" />

<element minOccurs="1" maxOccurs="1" name="CardAvailable"
type="boolean" />

<element name="ATRorATS" type="hexBinary" maxOccurs="1"
minOccurs="0"></element>

</sequence>

</complexType>

<complexType name="SimpleFUStatusType">

<sequence>

<element name="Index" type="nonNegativelnteger" />
<element name="Available" type="boolean" />

</sequence>

</complexType>

<!-- Wait -->

<element name="Wait">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

<element name="TimeOut" type="positivelnteger"
maxOccurs="1" minOccurs="0" />

<element name="IFDStatus"

type="iso:IFDStatusType" maxOccurs="unbounded"
minOccurs="0" />

<element name="Callback"

type="iso:ChannelHandleType" maxOccurs="1" minOccurs="0">
</element>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="WaitResponse">
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<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence maxOccurs="1" minOccurs="1">

<element name="IFDEvent" type="iso:IFDStatusType"
maxOccurs="unbounded" minOccurs="0"></element>
<element name="Sessionldentifier" type="string" maxOccurs="1"
minOccurs="0"></element>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<!-- Cancel -->

<element name="Cancel">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

<element name="IFDName" type="string" maxOccurs="1"
minOccurs="0"/><element

name="Sessionldentifier" type="string" maxOccurs="1"
minOccurs="0">

</element>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="CancelResponse" type="iso:ResponseType" />
<!-- ControllFD -->

<element name="Control[FD">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

<element name="IFDName" type="string" />

<element name="Command" type="hexBinary" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="ControlIFDResponse">
<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence>

<element name="Response" type="hexBinary" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<!-- Card related functions -->

<!-- Connect -->

<element name="Connect">

<complexType>
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<complexContent>

<extension base="iso:RequestType">
<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

<element name="IFDName" type="string" />
<element name="Slot" type="nonNegativelnteger" />
<element name="Exclusive" type="boolean"
maxOccurs="1" minOccurs="0" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="ConnectResponse">
<complexType>

<complexContent>

<extension base="iso:ResponseType">
<sequence>

<element name="SlotHandle"
type="iso:SlotHandleType">
</element>

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<!-- Disconnect -->

<element name="Disconnect">
<complexType>

<complexContent>

<extension base="iso:RequestType">
<sequence>

<element name="SlotHandle"
type="iso:SlotHandleType" />
<element name="Action" type="iso:ActionType"
maxOccurs="1" minOccurs="0" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="DisconnectResponse" type="iso:ResponseType" />
<simpleType name="ActionType">
<restriction base="string">
<enumeration value="Reset" />
<enumeration value="Unpower" />
<enumeration value="Eject" />
<enumeration value="Confiscate" />
</restriction>

</simpleType>

<!-- BeginTransaction -->

<element name="BeginTransaction">
<complexType>

<complexContent>

<extension base="iso:RequestType">
<sequence>

<element name="SlotHandle"
type="iso:SlotHandleType" />
</sequence>

</extension>

</complexContent>

</complexType>
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</element>

<element name="BeginTransactionResponse" type="iso:ResponseType" />
<!-- EndTransaction -->

<element name="EndTransaction">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="SlotHandle"

type="iso:SlotHandleType" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="EndTransactionResponse" type="iso:ResponseType" />
<!-- Transmit -->

<element name="Transmit">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="SlotHandle"

type="iso:SlotHandleType" />

<element name="InputAPDU" type="hexBinary" />
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="TransmitResponse">

<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence>

<element name="OutputAPDU" type="hexBinary"></element>
</sequence>

</extension>

</complexContent>

</complexType>

</element>

<!--User related functions -->

<!-- VerifyUser -->

<element name="VerifyUser">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="SlotHandle"

type="iso:SlotHandleType" />

<element name="InputUnit"

type="iso:InputUnitType" />

<element name="DisplayIndex"

type="nonNegativelnteger" maxOccurs="1" minOccurs="0">
</element>

<element name="AltVUMessages"
type="iso:AltVUMessagesType" maxOccurs="1" minOccurs="0"
/>

<element name="TimeoutUntilFirstKey"
type="positivelnteger" maxOccurs="1" minOccurs="0" />
<element name="TimeoutA fterFirstKey"
type="positivelnteger" maxOccurs="1" minOccurs="0" />
<element name="Template" type="hexBinary" />
</sequence>
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</extension>

</complexContent>

</complexType>

</element>

<element name="VerifyUserResponse">
<complexType>

<complexContent>

<extension base="iso:ResponseType">

<sequence>

<element name="Response" type="hexBinary"
maxOccurs="1" minOccurs="1" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<complexType name="InputUnitType">

<choice>

<element name="PinInput" type="iso:PinlnputType"></element>
<element name="BiometricInput"
type="iso:BiometricInputType">

</element>

</choice>

</complexType>

<complexType name="PinlnputType">

<sequence>

<element name="Index" type="nonNegativelnteger" />
<element name="PasswordAttributes" type="iso:PasswordAttributesType"
maxOccurs="1" minOccurs="0"/>

</sequence>

</complexType>

<simpleType name="PadCharType">

<restriction base="hexBinary">

<length value="1" fixed="true"/>

</restriction>

</simpleType>

<complexType name="PasswordAttributesType">
<sequence>

<element name="pwdFlags"
type="iso:PasswordFlagsType">

</element>

<element name="pwdType"
type="iso:PasswordTypeType">

</element>

<element name="minLength"
type="nonNegativelnteger">

</element>

<element name="storedLength"
type="nonNegativelnteger">

</element>

<element name="maxLength"
type="nonNegativelnteger" maxOccurs="1" minOccurs="0">
</element>

<element name="padChar" type="iso:PadCharType"
maxOccurs="1" minOccurs="0">
</element>

<element name="lastPasswordChange"
type="dateTime" maxOccurs="1" minOccurs="0">
</element>

</sequence>

</complexType>

<simpleType name="PasswordFlagsType">
<union memberTypes="iso:BitString">
<simpleType>
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<list>

<simpleType>

<restriction base="token">

<enumeration value="case-sensitive" />

<enumeration value="local" />

<enumeration value="change-disabled" />
<enumeration value="unblock-disabled" />
<enumeration value="initialized" />

<enumeration value="needs-padding" />

<enumeration value="unblockingPassword" />
<enumeration value="soPassword" />

<enumeration value="disable-allowed" />
<enumeration value="integrity-protected" />
<enumeration value="confidentiality-protected" />
<enumeration value="exchangeRefData" />
<enumeration value="resetRetryCounter1" />
<enumeration value="resetRetryCounter2" />
</restriction>

</simpleType>

</list>

</simpleType>

</union>

</simpleType>

<simpleType name="PasswordTypeType">
<restriction base="string">

<enumeration value="bcd" />

<enumeration value="ascii-numeric" />

<enumeration value="utf8" />

<enumeration value="half-nibble-bcd" />
<enumeration value="i1s09564-1" />

</restriction>

</simpleType>

<simpleType name="BitString">

<restriction base="string">

<pattern value="[0-1]{0,}" />

</restriction>

</simpleType>

<complexType name="BiometricInputType">
<sequence>

<element name="Index" type="nonNegativelnteger" />
<element name="BiometricSubtype" type="nonNegativelnteger" />
</sequence>

</complexType>

<complexType name="AltVUMessagesType">
<sequence>

<element name="AuthenticationRequestMessage" type="string"
maxOccurs="1" minOccurs="0" />

<element name="SuccessMessage" type="string" maxOccurs="1"
minOccurs="0" />

<element name="AuthenticationFailedMessage" type="string"
maxOccurs="1" minOccurs="0" />

<element name="RequestConfirmationMessage" type="string"
maxOccurs="1" minOccurs="0" />

<element name="CancelMessage" type="string" maxOccurs="1"
minOccurs="0" />

</sequence>

</complexType>

<!--ModifyVerificationData -->

<element name="ModifyVerificationData">
<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="SlotHandle"
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type="iso:SlotHandleType" maxOccurs="1" minOccurs="1" />
<element name="InputUnit"
type="iso:InputUnitType" maxOccurs="1" minOccurs="1" />
<element name="DisplayIlndex"
type="nonNegativelnteger" maxOccurs="1" minOccurs="0">
</element>
<element name="AltMVDMessages"
type="iso:AltMVDMessagesType" maxOccurs="1"
minOccurs="0">
</element>
<element name="0OldReferenceData"
type="hexBinary" maxOccurs="1" minOccurs="0" />
<element name="TimeoutUntilFirstKey"
type="positivelnteger" maxOccurs="1" minOccurs="0">
</element>
<element name="TimeoutA fterFirstKey"
type="positivelnteger" maxOccurs="1" minOccurs="0">
</element>
<element name="RepeatInput" type="boolean"
maxOccurs="1" minOccurs="0" />
<element name="Template" type="hexBinary"
maxOccurs="1" minOccurs="1" />
</sequence>
</extension>
</complexContent>
</complexType>

</element>
<complexType name="AltMVDMessagesType">
<sequence>
<element name="AuthenticationRequestMessage " type="string"
maxOccurs="1" minOccurs="0" />
<element name="SuccessMessage" type="string" maxOccurs="1"
minOccurs="0" />
<element name="AuthenticationFailedMessage" type="string"
maxOccurs="1" minOccurs="0" />
<element name="EnterNewAuthenticationDataMessage"
type="string" maxOccurs="1" minOccurs="0" />
<element name="RepeatInputMessage" type="string"
maxOccurs="1" minOccurs="0" />
<element name="ComparisonOfRepeatedDataFailed" type="string"
maxOccurs="1" minOccurs="0" />
<element name="RequestConfirmationMessage" type="string"
maxOccurs="1" minOccurs="0" />
<element name="CancelMessage" type="string" maxOccurs="1"
minOccurs="0" />
</sequence>
</complexType>
<element name="ModifyVerificationDataResponse">
<complexType>
<complexContent>
<extension base="iso:ResponseType">
<sequence>
<element name="Response"
type="hexBinary" maxOccurs="1" minOccurs="1">
</element>
</sequence>
</extension>
</complexContent>
</complexType>
</element>
<!-- Output -->
<element name="Output">
<complexType>
<complexContent>
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<extension base="iso:OutputType">

<sequence>

<element name="ContextHandle"
type="iso:ContextHandleType" maxOccurs="1" minOccurs="1"
/>

<element name="IFDName" type="string" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<complexType name="OutputType">

<sequence>

<element name="Timeout" type="positivelnteger" maxOccurs="1"
minOccurs="0">

</element>

<element name="Displaylndex" type
maxOccurs="1" minOccurs="0">
</element>

<element name="Message" type="string"

maxOccurs="1" minOccurs="0" />

<element name="AcousticalSignal" type="boolean"
maxOccurs="1" minOccurs="0">

</element>

<element name="OpticalSignal" type="boolean"
maxOccurs="1" minOccurs="0">

</element>

</sequence>

</complexType>

<element name="OutputResponse" type="iso:ResponseType" />
</schema>

"

nonNegativelnteger"

ISOIFD.WSDL avsie Y-o

<?xml version="1.0" encoding="UTF-8"7?>
<wsdl:definitions targetNamespace="'urn:iso:std:iso-iec:24727:tech:schema"
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmIns:iso="urn:iso:std:iso-iec:24727:tech:schema"
xmlns:xsd="http://www.w3_.0org/2001/XMLSchema""
xmlIns:soap=http://schemas.xmlsoap.org/wsdl/soap/
version="1.1">

<l--

<!-- -

<!-- Definition of types -->

<!-- (only include XSDs) -->

<l-- >

<wsdl:types>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
targetNamespace="urn:iso:std:iso-iec:24727:tech:schema">
<xsd:include schemal ocation="ISOIFD.xsd" />

</xsd:schema>

<xsd:schema xmlns:xsd="http://www.w3.0org/2001/XMLSchema">
</xsd:schema>

</wsdl:types>

<!-- -

<!-- Definition of messages -->

<!-- -

<!-- >

<!-- Card terminal related functions -->

<!-- (messages) -->

<!-- -->

<!-- EstablishContext -->

<wsdl:message name="EstablishContext">

<wsdl:part name="parameters" element="iso:EstablishContext" />
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</wsdl:message>

<wsdl:message name="EstablishContextResponse">

<wsdl:part name="parameters" element="iso:EstablishContextResponse" />
</wsdl:message>

<l!-- ReleaseContext -->

<wsdl:message name="ReleaseContext">

<wsdl:part name="parameters" element="iso:ReleaseContext" />
</wsdl:message>

<wsdl:message name="ReleaseContextResponse">

<wsdl:part name="parameters" element="iso:ReleaseContextResponse" />
</wsdl:message>

<!-- ListI[FDs -->

<wsdl:message name="ListIFDs">

<wsdl:part name="parameters" element="iso:ListIFDs" />

</wsdl:message>

<wsdl:message name="ListIFDsResponse">

<wsdl:part name="parameters" element="iso:ListIFDsResponse" />
</wsdl:message>

<!-- GetIFDCapabilities -->

<wsdl:message name="GetIFDCapabilities">

<wsdl:part name="parameters" element="iso:GetIFDCapabilities" />
</wsdl:message>

<wsdl:message name="GetIFDCapabilitiesResponse">

<wsdl:part name="parameters" element="iso:Get[FDCapabilitiesResponse" />
</wsdl:message>

<!-- GetStatus -->

<wsdl:message name="GetStatus">

<wsdl:part name="parameters" element="iso:GetStatus" />

</wsdl:message>

<wsdl:message name="GetStatusResponse">

<wsdl:part name="parameters" element="iso:GetStatusResponse" />
</wsdl:message>

<l-- Wait -->

<wsdl:message name="Wait">

<wsdl:part name="parameters" element="iso:Wait" />
</wsdl:message>

<wsdl:message name="WaitResponse">

<wsdl:part name="parameters" element="iso:WaitResponse" />
</wsdl:message>

<!-- Cancel -->

<wsdl:message name="Cancel">

<wsdl:part name="parameters" element="iso:Cancel" />
</wsdl:message>

<wsdl:message name="CancelResponse">

<wsdl:part name="parameters" element="iso:CancelResponse" />
</wsdl:message>

<!-- ControllFD -->

<wsdl:message name="Control[FD">

<wsdl:part name="parameters" element="iso:Controll[FD" />
</wsdl:message>

<wsdl:message name="Control[FDResponse">

<wsdl:part name="parameters" element="iso:ControllFD" />
</wsdl:message>

<I-- >
<!-- Card related functions -->

<!-- (messages) -->

<!-- >
<!-- Connect -->

<wsdl:message name="Connect">
<wsdl:part name="parameters" element
</wsdl:message>

<wsdl:message name="ConnectResponse'">
<wsdl:part name="parameters" element="iso:ConnectResponse" />
</wsdl:message>
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<!-- Disconnect -->

<wsdl:message name="Disconnect">

<wsdl:part name="parameters" element="iso:Disconnect" />
</wsdl:message>

<wsdl:message name="DisconnectResponse">

<wsdl:part name="parameters" element="iso:DisconnectResponse" />
</wsdl:message>

<!-- BeginTransaction -->

<wsdl:message name="BeginTransaction">

<wsdl:part name="BeginTransaction" element="iso:BeginTransaction" />
</wsdl:message>

<wsdl:message name="BeginTransactionResponse">

<wsdl:part name="BeginTransactionResponse"
element="iso:BeginTransactionResponse" />

</wsdl:message>

<!-- EndTransaction -->

<wsdl:message name="EndTransaction">

<wsdl:part name="parameters" element="iso:EndTransaction" />
</wsdl:message>

<wsdl:message name="EndTransactionResponse">

<wsdl:part name="parameters" element="iso:EndTransactionResponse" />
</wsdl:message>

<!-- Transmit -->

<wsdl:message name="Transmit">

<wsdl:part name="parameters" element="iso:Transmit" />
</wsdl:message>

<wsdl:message name="TransmitResponse'">

<wsdl:part name="parameters" element="iso: TransmitResponse" />
</wsdl:message>

<!-- -->

<!-- User related functions -->

<!-- (messages) -->

<!-- ->

<!-- VerifyUser -->

<wsdl:message name="VerifyUser">

<wsdl:part name="parameters" element="iso:VerifyUser" />
</wsdl:message>

<wsdl:message name="VerifyUserResponse">

<wsdl:part name="parameters" element="iso:VerifyUserResponse" />
</wsdl:message>

<!-- ModifyVerificationData -->

<wsdl:message name="ModifyVerificationData">

<wsdl:part name="parameters" element="iso:ModifyVerificationData" />
</wsdl:message>

<wsdl:message name="ModifyVerificationDataResponse'">
<wsdl:part name="parameters" element="iso:ModifyVerificationDataResponse"
/>

</wsdl:message>

<!-- Output -->

<wsdl:message name="Output">

<wsdl:part name="parameters" element="iso:Output" />
</wsdl:message>

<wsdl:message name="OQutputResponse">

<wsdl:part name="parameters" element="iso:OutputResponse" />
</wsdl:message>

<l-- -—>

<!-- Definition of portType -->

<l-- >
<wsdl:portType name="IFD">

<!-- -->

<!-- Card terminal related functions -->

<l-- (portType) -->

<l-- >
<!-- EstablishContext -->
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<wsdl:operation name="EstablishContext">
<wsdl:input message="iso:EstablishContext" />
<wsdl:output message="iso:EstablishContextResponse" />
</wsdl.operation>

<l!-- ReleaseContext -->

<wsdl:operation name="ReleaseContext">
<wsdl:input message="iso:ReleaseContext" />
<wsdl:output message="iso:ReleaseContextResponse" />
</wsdl:operation>

<!-- ListI[FDs -->

<wsdl:operation name="ListIFDs">

<wsdl:input message="iso:ListIFDs" />
<wsdl:output message="iso:ListIFDsResponse" />
</wsdl.operation>

<l!-- GetIFDCapabilities -->

<wsdl:operation name="GetIFDCapabilities">
<wsdl:input message="is0:GetIFDCapabilities" />
<wsdl:output message="iso:GetIFDCapabilitiesResponse" />
</wsdl.operation>

<l-- GetStatus -->

<wsdl:operation name="GetStatus">

<wsdl:input message="iso0:GetStatus" />
<wsdl:output message="iso:GetStatusResponse" />
</wsdl:operation>

<!-- Wait -->

<wsdl:operation name="Wait">

<wsdl:input message="iso:Wait" />

<wsdl:output message="iso: WaitResponse" />
</wsdl.operation>

<!-- Cancel -->

<wsdl:operation name="Cancel">

<wsdl:input message="iso:Cancel" />

<wsdl:output message="iso:CancelResponse" />
</wsdl:operation>

<!-- ControllFD -->

<wsdl:operation name="Control[FD">

<wsdl:input message="iso:Control[FD" />
<wsdl:output message="iso:ControlIFDResponse" />
</wsdl.operation>

<!-- -->

<!-- Card related functions -->

<!-- (portType) -->

<I-- >

<!-- Connect -->

<wsdl:operation name="Connect">

<wsdl:input message="iso:Connect" />
<wsdl:output message="iso:ConnectResponse" />
</wsdl:operation>

<!-- Disconnect -->

<wsdl:operation name="Disconnect">

<wsdl:input message="iso:Disconnect" />
<wsdl:output message="iso:DisconnectResponse" />
</wsdl.operation>

<!-- BeginTransaction -->

<wsdl:operation name="BeginTransaction">
<wsdl:input message="iso:BeginTransaction" />
<wsdl:output message="iso:BeginTransactionResponse" />
</wsdl:operation>

<!-- EndTransaction -->

<wsdl:operation name="EndTransaction">
<wsdl:input message="iso:EndTransaction" />
<wsdl:output message="iso:EndTransactionResponse" />
</wsdl.operation>

<l-- Transmit -->
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<wsdl:operation name="Transmit">

<wsdl:input message="iso: Transmit" />
<wsdl:output message="iso:TransmitResponse" />
</wsdl.operation>

<!-- -->

<!-- User related functions -->

<l-- (portType) -->

<!-- -->

<!-- VerifyUser -->

<wsdl:operation name="VerifyUser">

<wsdl:input message="iso:VerifyUser" />
<wsdl:output message="iso:VerifyUserResponse" />
</wsdl:operation>

<!-- ModifyVerificationData -->

<wsdl:operation name="ModifyVerificationData">
<wsdl:input message="iso:ModifyVerificationData" />
<wsdl:output message="iso:ModifyVerificationDataResponse" />
</wsdl:operation>

<!-- Qutput -->

<wsdl:operation name="Output">

<wsdl:input message="iso:Output" />

<wsdl:output message="iso:OutputResponse" />
</wsdl:operation>

</wsdl:portType>

<l >
<!-- Definition of Binding -->

<!-- -->

<wsdl:binding name="IFD" type="iso:IFD">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http" />
<l-- >
<!-- Card terminal related functions -->

<!-- (binding) -->

<I-- >
<!-- EstablishContext -->

<wsdl:operation name="EstablishContext">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:EstablishContext" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl:operation>

<!-- ReleaseContext -->

<wsdl:operation name="ReleaseContext">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:ReleaseContext" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl:operation>

<!-- ListI[FDs -->

<wsdl:operation name="ListIFDs">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:ListIFDs" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>
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<soap:body use="literal" />
</wsdl:output>

</wsdl.operation>

<l-- GetIFDCapabilities -->
<wsdl:operation name="GetIFDCapabilities">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:GetIFDCapabilities"
/>

<wsdl:input>

<soap:body use="literal" />
</wsdl:input>

<wsdl:output>

<soap:body use="literal" />
</wsdl:output>

</wsdl.operation>

<!-- GetStatus -->

<wsdl:operation name="GetStatus">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:GetStatus" />
<wsdl:input>

<soap:body use="literal" />
</wsdl:input>

<wsdl:output>

<soap:body use="literal" />
</wsdl:output>

</wsdl.operation>

<!-- Wait -->

<wsdl:operation name="Wait">
<soap:operation soapAction="urn:iso:std:iso-iec:24727:tech:schema: Wait" />
<wsdl:input>

<soap:body use="literal" />
</wsdl:input>

<wsdl:output>

<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<!-- Cancel -->

<wsdl:operation name="Cancel">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:Cancel" />
<wsdl:input>

<soap:body use="literal" />
</wsdl:input>

<wsdl:output>

<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<!-- ControllFD -->

<wsdl:operation name="ControlI[FD">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:ControlI[FD" />
<wsdl:input>

<soap:body use="literal" />
</wsdl:input>

<wsdl:output>

<soap:body use="literal" />
</wsdl:output>

</wsdl:operation>

<I-- >
<!-- Card related functions -->

<!-- (binding) -->

<!-- -->
<!-- Connect -->

<wsdl:operation name="Connect">
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<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:Connect" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl:operation>

<!-- Disconnect -->

<wsdl:operation name="Disconnect">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:Disconnect" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl:operation>

<!-- BeginTransaction -->

<wsdl:operation name="BeginTransaction">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:BeginTransaction" />
<wsdl:input>

<soap:body use="literal"/>

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

<!-- EndTransaction -->

<wsdl:operation name="EndTransaction">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:EndTransaction" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

<!-- Transmit -->

<wsdl:operation name="Transmit">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema: Transmit" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

<!-- ->

<!-- User related functions -->

<!-- (binding) -->

<!-- ->

<!-- VerifyUser -->

<wsdl:operation name="VerifyUser">
<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema: VerifyUser" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>
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<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

<!-- ModifyVerificationData -->
<wsdl:operation name="ModifyVerificationData">
<soap:operation
soapAction="urn:iso:std:isoiec:

24727 tech:schema:ModifyVerificationData" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

<!-- Qutput -->

<wsdl:operation name="Output">
<soap:operation

soapAction="urn:iso:std:iso-iec:24727:tech:schema:Output" />

<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

</wsdl:binding>

<!-- Definition of IFD-Service -->

<wsdl:service name="IFD">

<wsdl:port name="IFDPort" binding="iso:IFD">
<soap:address location="http://127.0.0.1:18080" />
</wsdl:port>

</wsdl:service>

</wsdl:definitions>
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ISOIFDCallback.XSD aasic V-

<?xml version="1.0" encoding="UTF-8"7?>

<schema xmlns="http://www.w3.0rg/2001/XMLSchema" targetNamespace="'urn:iso:std:iso-
iec:24727:tech:schema™
xmIns:iso=""urn:iso:std:iso-iec:24727:tech:schema"
version="1.1">

<l--

<element name=""1FDCal lbackSchemaVersion'>
<complexType attribute name="'schemaVersion" type="'decimal' use="required"/>
</element>

<I-- Definition of Basic Types -->

<include schemalocation="ISOIFD.xsd"></include>

<element name="SignalEvent">

<complexType>

<complexContent>

<extension base="iso:RequestType">

<sequence>

<element name="Sessionldentifier" type="string" />

<element name="IFDEvent"

type="iso:IFDStatusType" maxOccurs="unbounded"

minOccurs="0" />

</sequence>

</extension>

</complexContent>

</complexType>

</element>

<element name="SignalEventResponse" type="iso:ResponseType" />
</schema>

ISOIFDCallback.WSDL auasivw Y-o

<?xml version="1.0" encoding="UTF-8"7?>

<wsdl :definitions targetNamespace="'urn:iso:std:iso-i1ec:24727:tech:schema"
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:iso=""urn:iso:std:iso-iec:24727:tech:schema"
xmIns:xsd=""http://www.w3.0rg/2001/XMLSchema""
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/""
version="1.1">

<l

<!-- -->

<!-- Definition of types -->

<!-- (only include XSDs) -->

<l-- >

<wsdl:types>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
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targetNamespace="urn:iso:std:iso-iec:24727:tech:schema">
<xsd:include schemal ocation="ISOIFDCallback.xsd" />
</xsd:schema>

<xsd:schema xmlns:xsd="http://www.w3.0org/2001/XMLSchema">
</xsd:schema>

</wsdl:types>

<!-- -->
<!-- Definition of messages -->
<I-- >

<wsdl:message name="SignalEvent">

<wsdl:part name="parameters" element="iso:SignalEvent" />
</wsdl:message>

<wsdl:message name="SignalEventResponse">

<wsdl:part name="parameters" element="iso:SignalEventResponse" />
</wsdl:message>

<l-- -—>
<!-- Definition of portType -->
<!-- -->

<wsdl:portType name="IFDCallback">
<wsdl:operation name="SignalEvent">

<wsdl:input message="iso:SignalEvent" />
<wsdl:output message="iso:SignalEventResponse" />
</wsdl:operation>

</wsdl:portType>

<l >
<!-- Definition of Binding -->

<!-- -->

<wsdl:binding name="IFDCallback" type="iso:IFDCallback">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="SignalEvent">

<soap:operation
soapAction="urn:iso:std:iso-iec:24727:tech:schema:SignalEvent" />
<wsdl:input>

<soap:body use="literal" />

</wsdl:input>

<wsdl:output>

<soap:body use="literal" />

</wsdl:output>

</wsdl.operation>

</wsdl:binding>

<!-- Definition of IFDCallback-Service -->

<wsdl:service name="IFDCallback">

<wsdl:port name="IFDCallbackPort" binding="iso:IFDCallback">
<soap:address location="http://127.0.0.1:18080" />
</wsdl:port>

</wsdl:service>

</wsdl:definitions>
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1S024727-4-1FDAP1 { iso(l) standard(0) 1s024727(24727) partd4(4) ifdapi (74) }
-- Version 1.5, 24-May-2010

-- IF-PROFILE value "01-

—-— *According to ISO/I1EC 24727-2, the optional I1F-PROFILE field in the CCD is
-- used to indicate that a card provides an implementation of ISO/IEC 24727-3.
-- © 1SO/1EC 2008-2010

-— All rights reserved. Unless otherwise specified, no part of this publication
-- may be reproduced or utilized in any form or by any means, electronic or

-- mechanical, including photocopying and microfilm, without permission in

-— writing from either ISO at the address below or 1SO"s member body in the

-- country of the requester.

DEFINITIONS AUTOMATIC TAGS EXTENSIBILITY IMPLIED ::=

BEGIN

-- EXPORTS (all)

IMPORTS NonNegativelnt, Positivelnt, GenericHandleType, IFDName, IFDAction,
URIType, IFDSessionldentifier, Transactionldentifier

FROM 1S024727-COMMON { iso(1) standard(0) is024727(24727) }%;
-— Major and Minor Revision values for this ASN.1 Module
revMaj 1S024727-4-1FDAP1 INTEGER ::= 1
revMinlS024727-4-1FDAP1 INTEGER ::= 5

ChannelHandleType ::= SEQUENCE {

protocolTerminationPoint URIType OPTIONAL,

sessionldentifier GenericldentifierType OPTIONAL,

binding URIType OPTIONAL

}

IFDNameList ::= SEQUENCE OF IFDName
IFDContextHandle ::= GenericHandleType
IFDSIotHandle ::= GenericHandleType

IFDCal lbackChannelHandle ::= GenericHandleType
IFDPadChar ::= NULL

IFDDateTime ::= UTCTime

IFDCapabilities ::= SEQUENCE {

slotCapability SEQUENCE (SIZE (1..1000)) OF IFDSlotCapability,
displayCapability SEQUENCE (SIZE (1..1000)) OF IFDDisplayCapability,
keypadCapability SEQUENCE (SIZE (1..1000)) OF IFDKeypadCapability,
bioSensorCapability SEQUENCE (SI1ZE (1..1000)) OF IFDBioSensorCapability
opticalSignalUnit BOOLEAN

acousticSignalUnit BOOLEAN

s

IFDInputUnit ::= CHOICE {

pinlnput IFDPINInput,

biometriclnput IFDBiometriclnput

s

IFDPINInput ::= SEQUENCE {

index NonNegativelnt,

passwordAttributes IFDPasswordAttributes

by

IFDPasswordAttributes ::= SEQUENCE {
pwdFlags IFDPasswordFlags,

pwdType IFDPasswordType,

minLength NonNegativelnt,

storedLength NonNegativelnt,

maxLength NonNegativelnt OPTIONAL,
padChar 1FDPadChar OPTIONAL,
lastPasswordChange IFDDateTime OPTIONAL
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}

IFDPasswordFlags ::= BIT STRING {
case-sensitive(0),

local (1),

change-disabled(2),
unblock-disabled(3),
initialized(4),
needs-padding(5),
unblockingPassword(6),
soPassword(7),
disable-allowed(8),
integrity-protected(9),
confidentiality-protected(10),
exchangeRefData(1l),
resetRetryCounterl1(12),
resetRetryCounter2(13)

}

IFDPasswordType ::= CHOICE {
bcd NULL,

ascii-numeric NULL,

utf8 NULL,

half-nibble-bcd

NULL,

is09564-1 NULL

}



IFDAItVUMessages ::= SEQUENCE {
authenticationRequestMessage OCTET STRING OPTIONAL,
successMessage OCTET STRING OPTIONAL,
authenticationFailedMessage OCTET STRING OPTIONAL,
requestConfirmationMessage OCTET STRING OPTIONAL,
cancelMessage OCTET STRING OPTIONAL

}

IFDBiometriclnput ::= SEQUENCE {
index NonNegativelnt,
biometricSubType NonNegativelnt
s

IFDSlotCapability ::= SEQUENCE {
index NonNegativelnt,
contactBased BOOLEAN

s

IFDSIotStatus ::= SEQUENCE {
index NonNegativelnt,
cardAvailable BOOLEAN,

aTRorATS OCTET STRING OPTIONAL

}

IFDSlotStatusList ::= SEQUENCE OF IFDSlotStatus
IFDDisplayCapability ::= SEQUENCE {

index NonNegativelnt,

lines NonNegativelnt,

columns NonNegativelnt,

virtualLines NonNegativelnt OPTIONAL,
virtualColumns NonNegativelnt OPTIONAL

by

IFDKeypadCapability ::= SEQUENCE {
index NonNegativelnt,

numKeys Positivelnt

by

IFDBioSensorCapability ::= SEQUENCE {
index NonNegativelnt,

biometricType NonNegativelnt

}

IFDStatus ::= SEQUENCE {

iFDName IFDName,

connected BOOLEAN OPTIONAL,
slotStatus IFDSlotStatusList,
activeAntenna BOOLEAN OPTIONAL,
displayStatus IFDSimpleFUStatusList,
keypadStatus IFDSimpleFUStatusList,
bioSensorStatus IFDSimpleFUStatusList

}
IFDStatusList ::= SEQUENCE OF IFDStatus
IFDSimpleFUStatus ::= SEQUENCE {

index NonNegativelnt,
available BOOLEAN

by

IFDSimpleFUStatusList ::= SEQUENCE OF IFDSimpleFUStatus
IFDOutputinfo ::= SEQUENCE {

timeout Positivelnt OPTIONAL,

displaylndex NonNegativelnt OPTIONAL,

message VisibleString OPTIONAL,

acousticSignal BOOLEAN OPTIONAL,

opticalSignal BOOLEAN OPTIONAL

H

-—- 7.4.1 IFD_API1 _EstablishContext
IFDAPIEstablishContextArgument ::= SEQUENCE {
channelHandle ChannelHandleType OPTIONAL

s

IFDAPIEstablishContextResult ::= SEQUENCE {
contextHandle 1FDContextHandle OPTIONAL

s
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IFDAPIEstablishContextReturnCode ::= VisibleString (CONSTRAINED BY {
-- "1FD_OK"

-- "IFD_TIMEOUT_ERROR"

—— "I1FD_INVALID_CHANNEL_HANDLE"

—-- "I1FD_UNKNOWN_ERROR"

1))

IFDAPIEstablishContext ::= SEQUENCE {
arugment IFDAPIEstablishContextArgument,
result IFDAPIEstablishContextResult OPTIONAL,
return IFDAPIEstablishContextReturnCode

by

IFDAPIEstablishContextCall ::= [APPLICATION 4022] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIEstablishContextArgument

¥

IFDAPIEstablishContextReturn ::= [APPLICATION 4023] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result IFDAPIEstablishContextResult OPTIONAL,

returnCode IFDAPIEstablishContextReturnCode

}

-—- 7.4.2 IFD_API1_ReleaseContext
IFDAPIReleaseContextArgument :-:= SEQUENCE {
contextHandle IFDContextHandle

3

IFDAPIReleaseContextReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-- "1FD_TIMEOUT_ ERROR"

—— "I1FD_INVALID_CHANNEL_HANDLE"

—— "I1FD_UNKNOWN_ERROR"

IFDAPIReleaseContext :-:= SEQUENCE {
arugment IFDAPIReleaseContextArgument,
result NULL OPTIONAL,

return IFDAPIReleaseContextReturnCode

}

IFDAPIReleaseContextCall ::= [APPLICATION 4027] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIReleaseContextArgument

}

IFDAPIReleaseContextReturn ::= [APPLICATION 4028] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPIReleaseContextReturnCode

s

-- 7.4.3 IFD_API_ListlIFDs
IFDAPIListIFDsArgument ::= SEQUENCE {
contextHandle IFDContextHandle

}

IFDAPIListIFDsResult :-:= SEQUENCE {

iFDNameList IFDNamelList

by

IFDAPIListIFDsReturnCode ::= VisibleString (CONSTRAINED BY {
-- "1FD_OK"

-— "IFD_TIMEOUT_ERROR"

—— "IFD_INVALID_ CONTEXT_HANDLE"
—— "IFD_UNKNOWN_ERROR"*

19

IFDAPIListIFDs ::= SEQUENCE {
arugment IFDAPIListlIFDsArgument,
result IFDAPIListIFDsResult OPTIONAL,
return IFDAPIListIFDsReturnCode

}

IFDAPIListIFDsCall ::= [APPLICATION 4032] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIListIFDsArgument

}
Al



IFDAPIListIFDsReturn ::= [APPLICATION 4033] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPIListIFDsResult OPTIONAL,

returnCode IFDAPIListlFDsReturnCode

¥

-- 7.4.4 IFD_API_GetlIFDCapabilities
IFDAPIGetIFDCapabilitiesArgument ::= SEQUENCE {
contextHandle IFDContextHandle,

iFDName IFDName

}

IFDAPI1GetIFDCapabilitiesResult ::= SEQUENCE {

iFDCapabilities IFDCapabilities

}

IFDAPIGetIFDCapabilitiesReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-- "IFD_TIMEOUT_ERROR"

- "IFD_INVALID_CONTEXT_HANDLE"
-~ "IFD_UNKNOWN_IFD"

- "IFD_UNKNOWN_ERROR"

IFDAPIGetIFDCapabilities ::= SEQUENCE {
arugment IFDAPIGetlFDCapabilitiesArgument,
result IFDAPIGetIFDCapabilitiesResult OPTIONAL,
return IFDAPIGetlIFDCapabilitiesReturnCode

s

IFDAPIGetIFDCapabilitiesCall ::= [APPLICATION 4037] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument IFDAPIGetlIFDCapabilitiesArgument

by

IFDAPIGetIFDCapabilitiesReturn ::= [APPLICATION 4038] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result IFDAPIListIFDsResult OPTIONAL,

returnCode IFDAPIGetlIFDCapabilitiesReturnCode

s

-—- 7.4.5 IFD_API_GetStatus

IFDAPIGetStatusArgument ::= SEQUENCE {

contextHandle IFDContextHandle,

iFDName IFDName OPTIONAL

by

IFDAPIGetStatusResult ::= SEQUENCE {

iFDStatus IFDStatus

}

IFDAPIGetStatusReturnCode ::= VisibleString (CONSTRAINED BY {
-- "1FD_OK"

-- "1FD_TIMEOUT_ERROR"

-— "IFD_INVALID_CONTEXT_HANDLE"
-— ""IFD_UNKNOWN_IFD"

-- ""1FD_UNKNOWN_ERROR"

1))

IFDAPIGetStatus ::= SEQUENCE {
arugment IFDAPIGetStatusArgument,
result IFDAPIGetStatusResult OPTIONAL,
return IFDAPIGetStatusReturnCode

by

IFDAPIGetStatusCall ::= [APPLICATION 4042] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIGetStatusArgument

by

IFDAPIGetStatusReturn ::= [APPLICATION 4043] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPIGetStatusResult OPTIONAL,

returnCode IFDAPIGetStatusReturnCode

H
-- 7.4.6 IFD_API_Wait
IFDAPIWaitArgument ::= SEQUENCE {

YY



contextHandle IFDContextHandle,

timeOut Positivelnt OPTIONAL,

callbackChannel I1FDCallbackChannelHandle OPTIONAL,
iFDStatusList IFDStatusList

s

IFDAPIWaitResult ::= SEQUENCE {
sessionldentifier VisibleString OPTIONAL,
iFDStatusList IFDStatusList

}

IFDAPIWaitReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-- "1FD_TIMEOUT_ ERROR"

—— "IFD_INVALID_CONTEXT_HANDLE"

—— "I1FD_UNKNOWN_IFD"

—— "1FD_UNKNOWN_ERROR"

o)

IFDAPIWait ::= SEQUENCE {
arugment IFDAPIWaitArgument,
result IFDAPIWaitResult OPTIONAL,
return IFDAPIWaitReturnCode

ks

IFDAPIWaitCall ::= [APPLICATION 4047] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIWaitArgument

¥

IFDAPIWaitReturn ::= [APPLICATION 4048] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPIWaitResult OPTIONAL,

returnCode IFDAPIWaitReturnCode

¥

-—- 7.4.7 1FD_API1_Cancel

IFDAPI1CancelArgument ::= SEQUENCE {
contextHandle IFDContextHandle,
sessionldentifier IFDSessionldentifier OPTIONAL,
iFDName IFDName

}

IFDAPICancelReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-- "IFD_TIMEOUT_ERROR"

—-— "IFD_CANCEL_NOT_POSSIBLE"

—— "IFD_INVALID_CONTEXT_HANDLE"

—— ""1FD_UNKNOWN_IFD"

—-- "1FD_UNKNOWN_ERROR"

1))

IFDAPICancel ::= SEQUENCE {

arugment IFDAPICancelArgument,

result NULL OPTIONAL,

return IFDAPICancelReturnCode

}

IFDAPICancelCall ::= [APPLICATION 4052] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPICancelArgument

s

IFDAPICancelReturn ::= [APPLICATION 4053] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPICancelReturnCode

b

-- 7.4.8 IFD_API_ControlIFD
IFDAPIControl IFDArgument ::= SEQUENCE {
contextHandle IFDContextHandle,

iFDName IFDName,

command OCTET STRING

by
IFDAPIControl IFDResult ::= SEQUENCE {
response OCTET STRING

V¥



}

IFDAPIControl IFDReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-- "IFD_TIMEOUT_ERROR"

—— "IFD_INVALID_CONTEXT_HANDLE"

—— "I1FD_UNKNOWN_IFD"

—-- "1FD_UNKNOWN_ERROR""

o)

IFDAPIControl IFD ::= SEQUENCE {
arugment IFDAPIControl IFDArgument,
result IFDAPIControlIFDResult OPTIONAL,
return IFDAPIControl IFDReturnCode

by

IFDAPIControl IFDCall ::= [APPLICATION 4057] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIControl IFDArgument

by

IFDAPIControl IFDReturn ::= [APPLICATION 4058] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPIControl IFDResult OPTIONAL,

returnCode IFDAPIControl IFDReturnCode

s

-— 7.4.9 IFD_API_Connect

IFDAPIConnectArgument ::= SEQUENCE {

contextHandle IFDContextHandle,

iFDName IFDName,

slot NonNegativelnt,

exclusive BOOLEAN OPTIONAL

}

IFDAPIConnectResult ::= SEQUENCE {

slotHandle IFDSIotHandle

}

IFDAPIConnectReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

—— "IFD_TIMEOUT_ERROR"

—— "1FD_INVALID_CONTEXT_HANDLE"
—— *"IFD_UNKNOWN_IFD"

—— *IFD_UNKNOWN_SLOT"

—— "1FD_SHARING_VIOLATION"

—— "1FD_NO_CARD"

—— "1FD_UNKNOWN_ERROR™"

1))

IFDAPIConnect ::= SEQUENCE {
arugment IFDAPIConnectArgument,
result IFDAPIConnectResult OPTIONAL,
return IFDAPIConnectReturnCode

}

IFDAPIConnectCall ::= [APPLICATION 4062] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIConnectArgument

s

IFDAPIConnectReturn ::= [APPLICATION 4063] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPIConnectResult OPTIONAL,

returnCode I1FDAPIConnectReturnCode

3

-— 7.4.10 IFD_API _Disconnect

IFDAPIDisconnectArgument ::= SEQUENCE {

slotHandle 1FDSlotHandle,

action IFDAction OPTIONAL

}

IFDAPIDisconnectReturnCode ::= VisibleString (CONSTRAINED BY {
- "IFD_OK"

- "IFD_TIMEOUT_ERROR™"

—— "I1FD_INVALID_SLOT_HANDLE"

Yo



—— "1FD_UNKNOWN_ACTION"

- "IFD_UNKNOWN_ERROR™
1))

IFDAPIDisconnect ::= SEQUENCE {
arugment IFDAPIDisconnectArgument,
result NULL OPTIONAL,

return IFDAPIDisconnectReturnCode

}

IFDAPIDisconnectCall ::= [APPLICATION 4067] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIDisconnectArgument

ks

IFDAPIDisconnectReturn ::= [APPLICATION 4068] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPIDisconnectReturnCode

-— 7.4_.11 1FD_API_BeginTransaction
IFDAPIBeginTransactionArgument ::= SEQUENCE {
slotHandle 1FDSlIotHandle

}

IFDAPIBeginTransactionReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-- "I1FD_TIMEOUT_ERROR"

—— "1FD_INVALID_SLOT_HANDLE™"

—— "1FD_UNKNOWN_ERROR"

1))

IFDAPIBeginTransaction ::= SEQUENCE {
arugment IFDAPIBeginTransactionArgument,
result NULL OPTIONAL,

return IFDAPIBeginTransactionReturnCode

3}

IFDAPIBeginTransactionCall ::= [APPLICATION 4072] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIBeginTransactionArgument

}

IFDAPIBeginTransactionReturn ::= [APPLICATION 4073] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPIBeginTransactionReturnCode

¥

-—- 7.4.12 IFD_API1_EndTransaction
IFDAPIEndTransactionArgument ::= SEQUENCE {
slotHandle IFDSlotHandle

by

IFDAPIENndTransactionReturnCode ::= VisibleString (CONSTRAINED BY {
-- "1FD_OK"

-- "1FD_TIMEOUT_ERROR"

—— "1FD_INVALID_SLOT_HANDLE"

—— "1FD_NO_TRANSACTION_STARTED"

—-- "1FD_UNKNOWN_ERROR"

1))

IFDAPIEndTransaction ::= SEQUENCE {

arugment IFDAPIEndTransactionArgument,
result NULL OPTIONAL,

return IFDAPIEndTransactionReturnCode

by

IFDAPIEndTransactionCall ::= [APPLICATION 4077] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIEndTransactionArgument

by

IFDAPIEndTransactionReturn ::= [APPLICATION 4078] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPIEndTransactionReturnCode

}
-— 7.4.13 IFD_API_Transmit
IFDAPITransmitArgument ::= SEQUENCE {
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slotHandle I1FDSlotHandle,
inputAPDU OCTET STRING

}

IFDAPITransmitResult ::= SEQUENCE {

outputAPDU OCTET STRING

}

IFDAPITransmitReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK"

-— "IFD_TIMEOUT_ERROR"

-— "IFD_INVALID_SLOT_HANDLE™
—— ""IFD_UNKNOWN_ERROR™*

1))

IFDAPITransmit ::= SEQUENCE {
arugment IFDAPITransmitArgument,
result IFDAPITransmitResult OPTIONAL,
return IFDAPITransmitReturnCode

by

IFDAPITransmitCall ::= [APPLICATION 4082] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPITransmitArgument

ks

IFDAPITransmitReturn ::= [APPLICATION 4083] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPITransmitResult OPTIONAL,

returnCode IFDAPITransmitReturnCode

¥

-- 7.4.14 IFD_API VerifyUser
IFDAPIVerifyUserArgument ::= SEQUENCE {
slotHandle IFDSlotHandle,

inputUnit IFDInputUnit,

displaylndex NonNegativelnt OPTIONAL,
altVUMessages IFDAItVUMessages OPTIONAL,
timeoutUntilFirstKey Positivelnt OPTIONAL,
timeoutAfterFirstKey Positivelnt OPTIONAL,
template OCTET STRING

}

IFDAPIVerifyUserResult ::= SEQUENCE {

response OCTET STRING

}

IFDAPIVerifyUserReturnCode ::= VisibleString (CONSTRAINED BY {
-- "1FD_OK"

-— "IFD_TIMEOUT_ERROR"

-— "IFD_INVALID_SLOT_HANDLE"

—— "1FD_UNKNOWN_INPUT_UNIT"

—-— "1FD_CANCELLATION_BY_USER"

—-— ""1FD_UNKNOWN_ERROR"

-— ""IFD_UNKNOWN_P IN_FORMAT""

-- "1FD_UNKNOWN_BIOMETRIC_SUBTYPE"
1))

IFDAPIVerifyUser ::= SEQUENCE {
arugment IFDAPIVerifyUserArgument,
result IFDAPIVerifyUserResult OPTIONAL,
return IFDAPIVerifyUserReturnCode

by

IFDAPIVerifyUserCall ::= [APPLICATION 4087] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPIVerifyUserArgument

}

IFDAPIVerifyUserReturn ::= [APPLICATION 4088] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result IFDAPIVerifyUserResult OPTIONAL,

returnCode IFDAPIVerifyUserReturnCode

}
-- 7.4.15 IFD_API_ModifyVerificationData
IFDAPIModifyVerificationDataArgument ::= SEQUENCE {

Yy



slotHandle IFDSlotHandle,

inputUnit IFDInputUnit,

displaylndex NonNegativelnt OPTIONAL,
altVUMessages IFDAItVUMessages OPTIONAL,
oldReferenceData OCTET STRING OPTIONAL,
timeoutUntilFirstKey Positivelnt OPTIONAL,
timeoutAfterFirstKey Positivelnt OPTIONAL,
repeatinput BOOLEAN OPTIONAL,

template OCTET STRING

}
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IFDAPIModifyVerificationDataReturnCode ::= VisibleString (CONSTRAINED BY {
-— "IFD_OK"

—-— "IFD_TIMEOUT_ERROR"

—— "IFD_INVALID_SLOT_HANDLE"

—— ""IFD_UNKNOWN_INPUT_UNIT"

—— "IFD_CANCELLATION_BY_USER™

—-- "1FD_REPEATED_DATA_ MISMATCH"

—— "1FD_UNKNOWN_PIN_FORMAT"

—- "1FD_UNKNOWN_BIOMETRIC_SUBTYPE"
—- ""1FD_UNKNOWN_ERROR"

1))

IFDAPIModifyVerificationData ::= SEQUENCE {
arugment IFDAPIModifyVerificationDataArgument,
result NULL OPTIONAL,

return IFDAPIModifyVerificationDataReturnCode

}

IFDAPIModifyVerificationDataCall ::= [APPLICATION 4092] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument IFDAPIModifyVerificationDataArgument

}

IFDAPIVerifyUserModifyVerificationDataReturn ::= [APPLICATION 4093] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

returnCode IFDAPIModifyVerificationDataReturnCode

}

-- 7.4.16 1FD_API_Output
IFDAPIOutputArgument ::= SEQUENCE {
contextHandle IFDContextHandle,
iFDName IFDName,

outputinfo IFDOutputinfo

3}

IFDAPIOutput ::= SEQUENCE {
arugment IFDAPI0OutputArgument,
result NULL OPTIONAL,

return 1FDAPIOutputReturnCode

IFDAPIOutputReturnCode ::= VisibleString (CONSTRAINED BY {
-- "IFD_OK™

—-- "1FD_TIMEOUT_ERROR"

—— "1FD_INVALID_CONTEXT_HANDLE"

—— ""1FD_UNKNOWN_IFD""

—— ""1FD_UNKNOWN_DISPLAY_ INDEX"

—-- ""1FD_UNKNOWN_ERROR"

1))

IFDAPIOutputCall ::= [APPLICATION 4097] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument I1FDAPIOutputArgument

}

IFDAPIOutputReturn ::= [APPLICATION 4098] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPIQutputReturnCode

3

-- 7.4.17 IFD_API_SignalEvent
IFDAPISignhalEventArgument ::= SEQUENCE {
contextHandle IFDContextHandle,

sessionlD IFDSessionldentifier OPTIONAL,

iFDEvent IFDStatusList

¥
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IFDAPISignalEvent ::= SEQUENCE {
arugment IFDAPISignalEventArgument,
result NULL OPTIONAL,

return IFDAPISignalEventReturnCode

IFDAPISignalEventReturnCode ::= VisibleString (CONSTRAINED BY {
-- "1FD_OK"

—-- "1FD_TIMEOUT_ERROR"

—— "1FD_INVALID_CONTEXT_HANDLE"

—— ""1FD_UNKNOWN_IFD"

—-- ""1FD_UNKNOWN_ERROR"

1))

IFDAPISignalEventCall ::= [APPLICATION 4102] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument IFDAPISignalEventArgument

IFDAPISignalEventReturn ::= [APPLICATION 4103] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode IFDAPISignalEventReturnCode

}
END
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1S024727-4-TCAP1 { iso(l) standard(0) is024727(24727) part4(4) tcapi (73) }
-- Version 1.4, 24-May-2010

-- IF-PROFILE value "01*

-- *According to ISO/I1EC 24727-2, the optional IF-PROFILE field in the CCD is
-- used to indicate that a card provides an implementation of 1SO/IEC 24727-3.
-- © ISO/IEC 2008-2010

-- All rights reserved. Unless otherwise specified, no part of this
publication

-— may be reproduced or utilized in any form or by any means, electronic or
-— mechanical, including photocopying and microfilm, without permission in

-— writing from either 1SO at the address below or 1SO"s member body in the
-- country of the requester.

DEFINITIONS AUTOMATIC TAGS EXTENSIBILITY IMPLIED ::=

BEGIN

-- EXPORTS (all)

IMPORTS URIType, IFDSessionldentifier, Transactionldentifier,
GenericldentifierType

FROM 1S024727-COMMON { iso(1) standard(0) 1s024727(24727) };

-- Major and Minor Revision values for this ASN.1 Module

revMaj1S024727-4-TCAP1 INTEGER ::= 1
revMinlS024727-4-TCAP1 INTEGER ::= 4
ChannelHandleType ::= SEQUENCE {

protocolTerminationPoint URIType OPTIONAL,
sessionldentifier GenericldentifierType OPTIONAL,
binding URIType OPTIONAL

3

-- 7.3.1 TC_API_Open
TCAPIOpenArgument ::= SEQUENCE {
remoteAddress OCTET STRING,
channelParams OCTET STRING

}
TCAPI0penResult ::= SEQUENCE {
channelHandle ChannelHandleType

3+

TCAPI10penReturnCode ::= VisibleString (CONSTRAINED BY {
-- "API1_OK"

-- "API1_TIMEOUT_ERROR"

-- "AP1_NODE_NOT_REACHABLE"

—— "API1_UNKNOWN_ERROR"

D)

TCAPIOpen ::= SEQUENCE {
argument TCAPIOpenArgument,
result TCAPIOpenResult OPTIONAL,
return TCAPIOpenReturnCode

+

TCAPIOpenCall ::= [APPLICATION 4003] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument TCAPIOpenArgument

}
A



TCAPI0penReturn ::= [APPLICATION 4004] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result TCAPIOpenResult OPTIONAL,

returnCode TCAPIOpenReturnCode

}

-- 7.3.2 TC_API_Close
TCAPICloseArgument ::= SEQUENCE {
channelHandle ChannelHandleType

3+

TCAPICloseReturnCode ::= VisibleString (CONSTRAINED BY {
-- “API_OK"

-- "API1_TIMEOUT_ERROR"

—— "AP1_UNKNOWN_ERROR"

—— "API1_UNKNOWN_HANDLE"

1))

TCAPIClose ::= SEQUENCE {
arugment TCAPICloseArgument,
result NULL OPTIONAL,

return TCAPICloseReturnCode

}

TCAPICloseCall ::= [APPLICATION 4007] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument TCAPICloseArgument

+

TCAPICloseReturn ::= [APPLICATION 4008] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode TCAPICloseReturnCode

}

-- 7.3.3 TC_API_Read

TCAPIReadArgument ::= SEQUENCE {

channelHandle ChannelHandleType

}

TCAPIReadResult ::= SEQUENCE {

message OCTET STRING

}

TCAPIReadReturnCode ::= VisibleString (CONSTRAINED BY {
-- "API1_OK™"

-- "API1_TIMEOUT_ERROR"

-- "API_UNKNOWN_ERROR"

-- "API_WARNING_BUFFER_LENGTH_EXCEEDED"
-- "API1_UNKNOWN_HANDLE"

1))

TCAPIRead ::= SEQUENCE {
arugment TCAPIReadArgument,
result TCAPIReadResult OPTIONAL,
return TCAPIReadReturnCode

}

TCAPIReadCall ::= [APPLICATION 4012] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument TCAPIReadArgument

}

TCAPIReadReturn ::= [APPLICATION 4013] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result TCAPIReadResult OPTIONAL,

returnCode TCAPIReadReturnCode

s
—— 7.3.4 TC_API Write
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TCAPIWriteArgument ::= SEQUENCE {
channelHandle ChannelHandleType,
message OCTET STRING

}

TCAPIWriteReturnCode ::= VisibleString (CONSTRAINED BY {
-- "API1_OK"

-- "API_TIMEOUT_ERROR™

""AP1_UNKNOWN_ERROR"

—-— "API1_UNKNOWN_HANDLE"

D)

TCAPIWrite ::= SEQUENCE {
arugment TCAPIWriteArgument,
result NULL OPTIONAL,

return TCAPIWriteReturnCode

by

TCAPIWriteCall :-:= [APPLICATION 4017] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument TCAPIWriteArgument

}

TCAPIWriteReturn ::= [APPLICATION 4018] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode TCAPIWriteReturnCode

}

-—- 7.3.5 TC_APIl_Reset
TCAPIResetArgument ::= SEQUENCE {
channelHandle ChannelHandleType

+

TCAPIResetReturnCode ::= VisibleString (CONSTRAINED BY {
-- "API_OK"

-- "AP1_TIMEOUT_ERROR"

""AP1_UNKNOWN_ERROR"

—-- "AP1_UNKNOWN_HANDLE"

D)

TCAPIReset ::= SEQUENCE {
arugment TCAPIResetArgument,
result NULL OPTIONAL,

return TCAPIResetReturnCode

by

TCAPIResetCall ::= [APPLICATION 4012] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument TCAPIResetArgument

}

TCAPIResetReturn ::= [APPLICATION 4013] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
returnCode TCAPIResetReturnCode

}

-— 7.3.6 TC_API_GetStatus
TCAPI1GetStatusArgument ::= SEQUENCE {
channelHandle ChannelHandleType

¥

TCAPIGetStatusResult ::= SEQUENCE {

statusString OCTET STRING

3}

TCAPIGetStatusReturnCode ::= VisibleString (CONSTRAINED BY {
-- "API1_OK"

-- "API1_TIMEOUT_ERROR"
—-— "API_UNKNOWN_ERROR"

AY



-- "API1_UNKNOWN_HANDLE"

TCAPIGetStatus ::= SEQUENCE {
arugment TCAPIGetStatusArgument,
result TCAPIGetStatusResult OPTIONAL,
return TCAPIGetStatusReturnCode

}

TCAPIGetStatusCall ::= [APPLICATION 4017] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument TCAPIGetStatusArgument

}

TCAPIGetStatusReturn :-:= [APPLICATION 4018] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result TCAPIGetStatusResult OPTIONAL,

returnCode TCAPIGetStatusReturnCode

}
END
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