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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (OrganisationInternationale de MetrologieLegale)
4 - Contact point

5 - Codex Alimentarius Commission
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1 -Interaction
2-Generic services
3 - Multi-sector use
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1- Client application
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1- Access control list

2 - Access permission

3 - Access rule

4 - Action

5 - Alpha Card-application
6 - Card-application-path

7 - Card-application-service
8 - Channel
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1- Client-application
2-Platform

3 - Connection

4 - Global Differential-Identity
5 - Local Differential-Identity
6 - Parameter

7 - Return Code

8 - Security Condition

9 - Boolean

10 - Session
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1 - Target

2 - Manipulate

3 - Interoperability
4 - Peer-level
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1 - Confirmations

2- Service Access Layer (SAL)

3- Application Access Identifier (AID)

4 - Connection Handle

5 - Current State

6- Data-set

7 - Named Data Service

8- Data Structure for Interoperability (DSI)
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2 - Access Control List
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g o oails )3 5 ¢ JLasl ‘_q’;lé Sl Dladeine 4 Jlas! Sl Slaseion ‘}ﬁﬁm 8350 oloil Ao 4

Oyl (60 9,15 aol p Cwons A

LS V\-A

o] by @2 5 098 Bl 5 ol wilgice D)5 05 sladeliy o] abiws 4 &5 oladee Wi ()l
Jos S o e 1) 0sd Bd> g ol Wl (D)5 00,5 Glakly gy Sleas

Yy



RUSIRVL G U R L ST SUR| S S O ERUR G- S S -3%0 B SR \@ﬁm <8 CardApplicationCreate()
e oo 5,135, CardApplicationServiceLoad() Jos alowg 4 o) (60 0,5 4l ol >

CardApplicationList Y-A

Sas \-Y-A

oy 0328 03l 5 1) LT &5 (60,15 delip j0 00l G o8 LS 50 5,5 sloasl o b Jes oyl
Aol aLils 025 g )l OIS (60 0,15 el g s J S S yed 5o b e pl (gl ool LB

Jos Y-Y-A
OUT ReturnCode CardApplicationList(
IN ConnectionHandle connectionHandle,
OUT CardApplicationNameList cardApplicationNameList
)
L yolyb Y-Y-A
Jlasl 50,5 o Lol connectionHandle
S 60,5 sloasli pb w08 cardApplicationNameList
;L s F-Y-A
el Azl 590 « pize connectionHandle G
S 3L s b-Y-A
API OK

API_INCORRECT PARAMETER
API NOT INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_ COMMUNICATION FAILURE

Sl Cardg 59 G F-Y-A

CardApplicationCreate Y¥-A

Goa V\-Y-A
WS obul i Ol 608 del p S b s oyl
Jos Y-Y-A
OUT ReturnCode CardApplicationCreate(
IN ConnectionHandle connectionHandle,
IN CardApplicationName cardApplicationName,
IN AccessControlList cardApplicationACL
);
byl )by Y-Y-A
Jlasl 50,5 ool connectionHandle
Sg Slom| Cul 13 45T 5 (60 0,15 Al y b cardApplicationName

1 - Administrative functionality
Yy



oz S5 60,5 aclp pl gl ow s S Con g cardApplicationACL
;L3 s F-Y-A
b T &8 (60,15 asl p sl s )l &5 (68,5 anl o .ol Uil 0,40 ¢ e connectionHandle <

S b glbas B-Y-A
API_OK
API_INCORRECT_PARAMETER
API_NAME_EXISTS
API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED
API_PREREQUISITE_NOT_SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Camdg 59, il F-Y-A

CardApplicationDelete ¥-A
Suas \-F-A
oaiiS plode slacugn ¢ Lpols degeme (Dloas plod ol ouls (6,108l & )IS (60 )5 4ol Wb Jos oyl

RCLIE-RCY ) QT

Jos Y-F-A
OUT ReturnCode CardApplicationDelete(
IN ConnectionHandle connectionHandle,
IN CardApplicationName cardApplicationName
)
b ool,)b Y-F-A
Jlasl ;0,5 ool connectionHandle
g B> Cewl Y13 aS )15 605 5 4l 6L cardApplicationName
Lo iy F-F-A

Db LT &8 (601,15 ael p sl o)l 5 (68 )15 anl o wcenl jUasl 0,90 ¢ ptas connectionHandle <
s b s O-F-A

API_OK

API WARNING CONNECTION DISCONNECTED

API_ INCORRECT PARAMETER

API NAMED ENTITY NOT FOUND

API_NOT _INITIALIZED

API_SECURITY_CONDITION NOT_SATISFIED

API PREREQUISITE NOT SATISFIED

API_COMMUNICATION_ FAILURE

Syl Candy 695 U F-F-A
Digd adad b coa 5,0l )5 (0 )5 aels 4 o Jlasl pled pualiaibae pladl ame 4

A1



CardApplicationServiceList A
Gua 1-0-A

Jos Y-0-A
OUT ReturnCode CardApplicationServiceList(
IN ConnectionHandle connectionHandle,
OUT CardApplicationServiceNameList card ApplicationServiceNameList
)
b olyb Y-0-A
Jlasl 50,5 ool connectionHandle

Gl O, (60,5 asliy jo OIS (60, )8 aslipy wloas oL v gd  cardApplicationServiceNameList
L jLo g F-O-A
el Azl 590 « pize connectionHandle G
S b sas B-0-A
API OK
API INCORRECT PARAMETER
API_NOT_INITIALIZED

API SECURITY CONDITION_NOT_ SATISFIED
API_ COMMUNICATION_FAILURE

Sl Caxdg 59, il F-O-A

CardApplicationServiceCreate #—A
Gua V-F-A

S olul i OG5 (60,8 aeli p Cwas G syl DL (60,5 asli o Wb s oy

Jos Y-F-A
OUT ReturnCode CardApplicationServiceCreate(
IN ConnectionHandle connectionHandle,
IN CardApplicationServiceName cardApplicationServiceName
)
b olyb Y-F-A
Jlasl 50,8 ool connectionHandle
Sgs olou !l cewl 184S SIS 60,5 4ol coas ol cardApplicationServiceName
3l iy F-F-A
el Al 590 ¢ uize connectionHandle G
S5 3L as B-F-A
API_OK

API_INCORRECT PARAMETER

API_ NAME_EXISTS

API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED

Yo



API _INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Cardg 59y il F-F-A

[
CardApplicationServiceLoad Y-A

Suax \-Y-A
Sslwosly gyl S 60,5 anli g0 |y OIS (60 )5 dslip Cons SO aS 1) Sl oS Wl Jes ol
led (6,105, S o

Jos Y-Y-A
OUT ReturnCode CardApplicationServiceLoad(
IN ConnectionHandle connectionHandle,
IN CardApplicationServiceName cardApplicationServiceName,
IN CardApplicationServiceLoadPackage code
);
b olyb Y-V-A
Jlasl 50,5 ool connectionHandle
Cowl 0oy (g3lwosly S aliwg a5 a5 3,15 (60, )15 4ol Cons 6l cardApplicationServiceName
Ceods (6,185, a code
3l F-V-A
el Al 590 ¢ uize connectionHandle G
S5l slaas B-Y-A
API OK

API_INCORRECT PARAMETER

API_ NAMED_ENTITY NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Camdg 59, L F-V-A
CardApplicationServiceDelete A—A[
Sar V\-A-A
alip 5l 1) S o gylwosls 1) o a5 (608 Jalis coals (513Kl &,l5 (60,15 Al py Cnns b Jos oyl
QS B ‘G)L.’ Q)lf Lgoﬁ)Lf
Jos Y-A-A
OUT ReturnCode CardApplicationServiceDelete(

IN ConnectionHandle connectionHandle,
IN CardApplicationServiceName cardApplicationServiceName

);

Y#



b olyb Y-A-A

Jlasl 50,5 ool connectionHandle
Sgs Bd> Cuwl J1 3 a5 LIS (60 0,15 dnli y Cons b cardApplicationServiceName
il F-A-A

el Al 550 ¢ uize connectionHandle G

S5l oS A-A-A
API_OK
API_INCORRECT PARAMETER
API_ NAMED_ENTITY NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_COMMUNICATION FAILURE

Sl Curdg 59 b F-A-A

CardApplicationServiceDescribe 4-A

S 1-1-A

Cawd & Grrogs 1,5 5 | 00y (6 Al &8 69,5 aali s Cosns ol Caoss b URL oy il Jas ol
aoli pp Sleas o 0, lailiwl dcgaze 51 51,8 (60 Shae a5 amd co Kol 005 18 gy ($3 )5 Aal s cool
Wles caiS 1) o lastiwl ol o sl oyl SIS (50,8

Jos Y-2-A
OUT ReturnCode CardApplicationServiceDescribe(
IN ConnectionHandle connectionHandle,
IN CardApplicationServiceName cardApplicationServiceName,
OUT CardApplicationServiceDescription serviceDescription
)
L ool )b ¥-2-A
Jlasl 50,8 ool connectionHandle
S5 oyl Sl J1 B34S SIS (60,5 deli y Cons oL cardApplicationServiceName
S5 60,5 ael p Cwns (Lisls) JolS casss L URL QURI serviceDescription
oo R_ASJJ 6‘)4 u.ul.w‘ S5 u‘s,..c 4 4 Cewl )L>r.o) AW Lg)‘di‘cl.a
(594 oolatwl ExecuteAction Joe alowg 45 conls
& 3L, F-2-A

el Al 590 ¢ uize connectionHandle G

S 3 sbas B-4-A
API_OK

1- Uniform Resource Locator
Yv



API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_COMMUNICATION_FAILURE

Sl Caxdg 59, sl F--A

ExecuteAction Y+—A
Gud 1-Ye—A

)y coauid Gy oyl opl jo aS OIS (60 )5 asly Cwns G0 s SO 4 cwyiwd Wb s oyl

el (o laibinl ) asls 5l ) Jas opl Aoy 4 (g s 3,90 Sloos o, Slas
Jos Y-Ve—A
OUT ReturnCode ExecuteA ction(
IN ConnectionHandle connectionHandle,
IN CardApplicationServiceName cardApplicationServiceName,
IN ActionName actionName,
IN ExecuteActionRequest request,
OUT ExecuteActionConfirmation confirmation
);
Wyl )b ¥-Ye-A
Jlasl 0,5 ool connectionHandle
Calgz 0 conl JI3 a5 Jas gyl O,5 (60 0,5 Aol cwons ol cardApplicationServiceName
39
Sgds Cuwlgmy0 Cnl 13 aS Lee pb actionName
Jos Cunlgz o slaools request
Jos 0l slrosls Confirmation
L5l sy F-Ve-A
el Al 5 g0 ¢ uize connectionHandle G
S 3b sas B-Ve-A
API_OK

API_INCORRECT PARAMETER
API_NAMED ENTITY NOT_FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Gl Cardg 59 56 F-1-A

YA



oul (5,156l srosls Cwns q

LIS 1-4

P ;D.:;x.: ‘) «.bj.w Co e cCJ)Lf Lgo]g)Lf Mtﬁs_iids)o M‘}JGA >ools LQUT dlz.wg @J‘SJL.QJAL oo L).J‘
VLY

DataSetList Y-
Sux 1-Y-4

WS Caopd |y gyl OLl5 (60 )15 anliy j0 0uls oy a5 slaosldacgasre aU WL ¢ Jas oyl

Jos ¥-Y-9
OUT ReturnCode DataSetList(
IN ConnectionHandle connectionHandle,
OUT DataSetNameList dataSetNameList
);
b ol,)b Y-Y-4
Jlasl 50,8 ool connectionHandle
OHS 60,5 anliy (9,0 oddiay poi laosls dcgezme ol Cow gd dataSetNameList
S )L’.>
Ll s F-Y-4
el Azl 5,90 ¢ uize connectionHandle G
S 3L sdas H-Y-4
API_OK

API_INCORRECT PARAMETER
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_COMMUNICATION FAILURE

Sl Caxdg (59, il F-V-1

DataSetCreate Y-9
Sud 1-Y¥-9

QS oloul iz 0ols degese S gyl DL (60 0,5 Anli o Wb Jes ol

foc Y-¥-4
OUT ReturnCode DataSetCreate(
IN ConnectionHandle connectionHandle,
IN DataSetName dataSetName,
IN AccessControlList dataSetACL
);
b ool )b ¥-Y-4
Jlasl 50,5 ool connectionHandle

Y4



ools acgozme ol dataSetName

5L iy F-Y-4
el Azl 5,90 ¢ uize connectionHandle G
S 3 vas B-Y-1
API_OK
API INCORRECT PARAMETER
API_NAME_EXISTS
API NOT _INITIALIZED
API_SECURITY CONDITION NOT SATISFIED

API INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Caxdg (59, il F-Y-1

g e (5l 0ol degerme wya 03l degams (6l DS (68 )5 Asliy 58 aeliuiise alesl 1

DataSetSelect ¥-4
Sud 1-F-4

&S ul:z.u‘ ‘) AW Lg)b.iob osls AS goro ‘LS)L'.’ C))ls Lg-)).g)lf d.cL;).g 59 b sJ.o.C U"‘

fos Y-F-4
OUT ReturnCode DataSetSelect(
IN ConnectionHandle connectionHandle,
IN DataSetName dataSetName
)
b olyb ¥-F-9
Jlasl 50,5 ool connectionHandle
osld acgazms sl dataSetName
L ey F-F-A
el Azl 590 ¢ pize connectionHandle G
S S sas b-F-1
API OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_COMMUNICATION_FAILURE

Sl Candg 59, U F-F-4
“s0 Syl 00ls Acgesme woul Sl ools dcgezme gl OIS 60,5 by o el CBdge plesl 51

g4



DataSetDelete H-9
Sud V-0-4

Ol 030 GDSI plas Jolis ()l )5 60,15 alip (9,0 odins,la5 el ools dcgaze b o Joe oyl
WS Bds ) eols acgaxe

Jos Y-0-4
OUT ReturnCode DataSetDelete(
IN ConnectionHandle connectionHandle,
IN DataSetName dataSetName
);
b olyb ¥-0-9
Jlasl 50,5 ool connectionHandle
osld acgazms sl dataSetName
L Lo i F-0-9
el Azl 590 « pize connectionHandle G
S 3L slbas b-0-1
API OK

API_INCORRECT PARAMETER
API_ NAMED_ENTITY NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT _SATISFIED
API_COMMUNICATION FAILURE

Gl Candg 59, U F-0-4
Al 5l e w0l Bas ol 1,8 a5 ail slools degezma (5 )l 0ol dcgasme (s (pl CanleS o Loy, S
Dy ddlem il (i ya5 (g4l 03ld Acgeze o Jos

DSIList #-4
Sup V-F-4

Jos Y-5-4
OUT ReturnCode DSIList(
IN ConnectionHandle connectionHandle,
OUT DSINameList dsiNameList
)
b ol b ¥-2-4
Jlasl 50,5 ool connectionHandle
S, ools dcgazma (5,0 (GLDSI ob s 103 dsiNameList
L 5L iy F-F-4

Al oals Ol Wb sl acgame SO el Al g0 « jiee connectionHandle S

Y



S 3L glaas 6-5-4
API_OK
API_INCORRECT PARAMETER
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_PREREQUISITE _NOT_SATISFIED
API_COMMUNICATION FAILURE

Sl Cardg g9, il F-F-9
DSICreate V-9

Sud \-YV-4
WS olul i DSI G (g5l 00ls degazme jo b o Jos o0l
Joe ¥-V-9
OUT ReturnCode DSICreate(
IN ConnectionHandle connectionHandle,
IN DSIName dsiName,
IN DSIContent dsiContent
);
Las).;‘.ol)l.; Y-v-1
Jlasl 50,5 ol connectionHandle
35 3l (g, 0018 Acgazms jo cnl 1,8 a5 GDSI ol dsiName
39 0,3 DSI jo el [ 3 a5 lgisxs dsiContent

Lo g F-V-9
Al oals Ol Wb sl acgasme SO el Al g0 « yiiee connectionHandle

S 3l slaas -Y-4
API_OK
API_INCORRECT PARAMETER
API_ NAME_EXISTS
API_NOT_INITIALIZED
API_SECURITY CONDITION NOT SATISFIED
API_PREREQUISITE NOT SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Camsg 59, L F-V-A

DSIDelete A-9
SGas \-A-4
WS B> 64l ool dacgezma I a6 35U DST b ¢ fos (0l
Joe Y-A-9
OUT ReturnCode DSIDelete(

IN ConnectionHandle connectionHandle,
IN DSIName dsiName

Yy



)3
Lb).u)bb ‘”-A—q

Jlasl 50,8 ool connectionHandle
Sgl Bi> Cuwl 13 a5 (g )l> ools acgasme o DSI sb dsiName
b;ls s F-A-1

Al ouds Gl Wb ool acgasme SO el Al 50 « e connectionHandle G

LS 3L glaas 6-A-4
API OK
API_INCORRECT PARAMETER
API_ NAMED ENTITY NOT FOUND
API NOT _INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API PREREQUISITE NOT SATISFIED
API_COMMUNICATION FAILURE

Sl Caxdg 59y il F-A-1

DSIWrite 4-4
Sud 1-4-9

VLNV PR W ‘-g,.asbs loslo L1, (g,l> 0ols degasme ;o 0uls (6,13%60 DSI &b gizen Wb ¢ s oyl

foc Y-4-9
OUT ReturnCode DSIWrite(
IN ConnectionHandle connectionHandle,
IN DSIName dsiName,
IN DSIContent dsiContent
)5
W ol ¥-4-4
Jlasl 0,5 ool connectionHandle
Sgus Ayl Cuwl 113 a5 (5 )l> 0ols acgerms ,o DSI sb dsiName
395 0,3 DS 9,0 cel [ )3 a5 Sl dsiContent
L5l F-1-4

Al oads Gl Wb sols acgasme SO el Al 50 « e connectionHandle G

S5 5L saas H-4-4
API OK
API_INCORRECT PARAMETER
API_ NAMED ENTITY NOT FOUND
API NOT _INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_PREREQUISITE NOT SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION FAILURE

Yy



Sl Camdg 59y il #-9-4

DSIRead Y+-4
Gonx 1-1+-14

Al S 1y gyl ools acgamzo (49,0 ol (6,1%6L DSI glgize Wb ¢ fos oyl

Jos Y144
OUT ReturnCode DSIRead(
IN ConnectionHandle connectionHandle,
IN DSIName dsiName,
OUT DSIContent dsiContent
)3
b 2l ¥-14-4
Jlasl 50,5 ol connectionHandle
Sg olg> Cowl )l,8 a5 (5 l> ools dcgexs 0 DSI 6l dsiName
DSI slgize dsiContent

Lo g F-1-1
Al oals Ol Wb sols acgame SO el Al g0 « yiiee connectionHandle S

S 3L sbas A-1+-4
API_OK
API_INCORRECT PARAMETER
API_ NAMED_ENTITY _NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_PREREQUISITE _NOT_SATISFIED
API_COMMUNICATION FAILURE

Gl Candg 59, 5 F-Ye-A

55 30 y Cons \e

LS V-

S o iy 5 g oo bl (LA Gey Slides ol alsy 4 o571 (pleJes ity 0

Cewgey 5o 45 Aslad )y (Kowy cuge 51l oSS n & bdes (nl G2 )0 oad oolinul slag ;55!
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Encipher Y-+

Sas \-V-).

Cagd (90 Lugd (Ll JSSen yo ead jatine S, Jes b @illae 1y ool &) leosls b Jes o)l
S 6 A e conds (6 il 0uS jlate

Jos ¥-Y-1.
OUT ReturnCode Encipher(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
IN CipherBuffer plainText,
OUT CipherBuffer cipherText
)
b olyb YY),
Jlasl 50,5 ool connectionHandle
0ul 6,15 pl 0aisS plaie Cugr ails didScope
el ey 98l 0ailS pal 3 0aisS pleie Cuge pb didName
Sgs SslSpe,y Cuwl 1,8 a5 Slaools plainText
odds SilSse, yie cipherText
;L gy F-V-Y
el Azl 590 « pize connectionHandle G
S 3b sas b-Y-).
API OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND
API_PROTOCOL _NOT_RECOGNIZED
API_INAPPROPRIATE_PROTOCOL _FOR_ACTION
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT _SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Candg 595 56 F-Y-)-

Decipher Y-\«

Su \-Y-).

0ai(s A%l oS plate Cugr 9,0 SSTgn 18S5e, Jes b gllae 1) oads asll slaools Wb Jes o]
S chil*ﬁ*f}“)

1 - Encipher
2 - Decipher

Yo



Jos Y-¥-\e
OUT ReturnCode Decipher(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
IN CipherBuffer cipherText,
OUT CipherBuffer plainText

);

L ol )b YY)
Jlasl 50,8 ool connectionHandle
0uls (6,1l cuisS plaie Cogr dials didScope
el ey 98l 0ailS pal 3 0aisS pleie Cugp pb didName
dgs i o, el H,8 a5 Slaosls cipherText
ol Sl ye, cye plainText
Lo g F-Y-)e
el Azl 590 « jize connectionHandle G
i 3 slaas B-Y-).

API OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND
API_PROTOCOL _NOT_RECOGNIZED
API_INAPPROPRIATE_PROTOCOL FOR_ACTION
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT _SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Cardg g9, il F-Y -0

GetRandom Y-\

San \-F-).
Al 8 1) sad (6 )lA6L cuisS plede Cug IS0 b ollas ool 0y u.eol,a; Sadte SO Wb Jos oy
Jos Y—F-\e
OUT ReturnCode GetRandom(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
OUT RandomDataBuffer random
)5
b olyb ¥-F-).
Jlasl 50,8 ool connectionHandle
0uls (6, cuisS plaie Cogr diale didScope

A4



e 1y Bolas ke o] Sliogas 45 sloaisS plate Cuga ol didName
solai laae Random
;L3 s F-F-1.
el Azl 5,90 ¢ uize connectionHandle G
i 3 slaas B-F-).
API_OK
API INCORRECT PARAMETER
API_ NAMED_ENTITY _NOT _FOUND
API_PROTOCOL_NOT RECOGNIZED
API_INAPPROPRIATE PROTOCOL FOR_ACTION
API_NOT _INITIALIZED
API_SECURITY CONDITION NOT SATISFIED

API INSUFFICIENT RESOURCES
API COMMUNICATION_FAILURE

Sl Ccordg 59y il F-F-Ne

Hash &-Y+
Sox -0

‘owd)bfﬁb IRCELY )JLO.AA wa_a: )L)f w)l.c 9 wsib )‘J}‘ J&asf La d;Ua.o ‘) o 43‘)‘ ﬁL.a o.,b JA.C u.:‘

)
WS gl o
Joe Y-0-1
OUT ReturnCode Hash(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
IN MessageBuffer message,
OUT HashBuffer hash
)
L olyb ¥-0-Y.
Jlasl 50,5 ol connectionHandle
0dls (6,1l cuisS plaie Cagr dials didScope
Sl adsi 5o eolatul (gl Jlai 5 50 0ailS plade Coga b didName
S5 (S jlwpRyd el 13 a5 oly message
ouls &l ply (gilwpe o ass hash
bl s F-0-V
el Azl 5,90 ¢ jize connectionHandle G
1 - Hash

Yv



ST 3 as B-b-Y
API_OK
API_INCORRECT PARAMETER
API_ NAMED ENTITY NOT FOUND
API_PROTOCOL NOT_RECOGNIZED
API_INAPPROPRIATE_PROTOCOL FOR_ACTION
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

Sl Cardg (59 mil POV

Sign £-\+
Gox \-F-)e
0 (6,lA8L cuiiS plede Cogr JIAS Cadle g Cugr ] ISTgpn b @illae 1) ool &l sy b Jee oyl
S elasl
Jos Y-F-1.
OUT ReturnCode Sign(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
IN MessageBuffer message,
OUT SignatureBuffer signature
)
W el ¥-5-1
Jlasl 50,5 ool connectionHandle
00 (5,1l 00sS plaie Cogr diald didScope
slasl ol adg o eolaiwl glp Hha 0,50 saiS plete Coga pb didName
Jiezs
ogd sbael cuwl 1,8 a5 oly message
ous &1yl ply (sl signature

L 500 g P51
el Azl 5,90 ¢ ize connectionHandle G

S sbas -5 -1
API_OK
API_INCORRECT PARAMETER
API_ NAMED_ENTITY_NOT FOUND
API PROTOCOL NOT RECOGNIZED
API_INAPPROPRIATE_PROTOCOL FOR_ACTION
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE

YA



Sl Camisg g9, il F-F-Ye

VerifySignature Y-+

S 1-YV-).

lasl SG 9l ad (65I500 sasS” pleie Cuga S8 cdle 5 Cuga ol JSSg 5 5l esliinl b b Jos
Ao plol 1y iz

Jos Y-V-1
OUT ReturnCode VerifySignature(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
IN SignatureBuffer signature,
IN MessageBuffer message
)
W yolyb Y-V-).
Jlasl 0,5 o)l connectionHandle
0dls (6,1l cuisS plaie Cogr dials didScope
clael T ool jo eolaul (gl Ha5 0,50 oS ploie Cugn ol didName
oei 5l el )13 a5 oladl signature
0dl sbael glaosls message
L gy F-V-Y
el Azl 5,90 ¢ uize connectionHandle G
S5 3k dvas b-V-).
API OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND
API_INVALID SIGNATURE
API_PROTOCOL NOT RECOGNIZED
API_INAPPROPRIATE PROTOCOL FOR_ACTION
API NOT _INITIALIZED

API SECURITY CONDITION NOT SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION FAILURE

Sl Cardg g9y yili PN

Y4



VerifyCertificate A—\+

Gua V-A-).

15T S 9l w0 (5,5l oS folate Cusn 35 Cuadle 5 Cagn iyl ISSsy 5 eslitiel b sl Jos ol
oo pll |, Jlisws

~Ceslg )d by o0t slael ()5 (g9, 0uiiS plate Cuge S alisg 4 (Jy 9bl e 0ol &Ll alsS S
@ oals &l 2leF aS Jley U el sbul ( 8 2lsS ouiiS slasl 1S 0,8 &L allg o gom o
oaS plete Zuga l sleiel o paniy IS Gl LS5 il ol slasl ()5 (55, 00 plete Cuge S Al
Alad oo a1y o &l Lol 2l colo b )5 (59,

foc Y-A-Ye
OUT ReturnCode VerifyCertificate(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName rootCert,
IN CertificateType certificateType,
IN Certificate certificate
);
b olyb ¥-A-Y.
Jlasl 50,5 ool connectionHandle
05,08 ol ouiiS Lot Cu g dald didScope
S3y slad ol Gy i 0,50 il oS pleie Cogr 6l rootCert
®ls
s o Alwlid 5 il SO Jolls  oalsS LJB certificateType
S5 doli Canl 1,3 45T aleS certificate
L 5L sy F-A-Ye
el Azl 5,90 ¢ uize connectionHandle G
=S 3k sas Bb-A-Y.
API OK

API_INCORRECT PARAMETER
API_NAMED ENTITY NOT_FOUND
API_INVALID KEY

API_INVALID SIGNATURE

API PROTOCOL NOT RECOGNIZED
API_INAPPROPRIATE_PROTOCOL _FOR_ACTION
API NOT INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION FAILURE
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Joe ¥-Y-1)
OUT ReturnCode DIDList(
IN ConnectionHandle connectionHandle,
IN DIDQualifier filter,
OUT DIDNameList didNameList
)
b ol )b ¥-Y-1)
Jlasl 50,5 ool connectionHandle
shls &5 cal SDID ] slepl Joli laaé didNameList filter
L Null ol G sl pls b slas lads cuiS sy sboals
Syl cillas ¢ polie plod g caiiS oy sloald plos
O, 60,5 asliy 9,0 caiS plee slacuse slasl cuwgd didNameList

é)l-?
L 505 g F-Y-1)
el Azl 590 ¢ uize connectionHandle

S 3 slbas B-Y-1)
API_OK
API_INCORRECT PARAMETER
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_COMMUNICATION_FAILURE
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DIDCreate Y-\
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S olml oz aiS plete Cagr S )l )5 605wl 5,0 RL Jes
el ool iy call g 0 (Cugr il SGgp o sl didUpdateData il b CJG
Jos Y-Y-1)

OUT ReturnCode DIDCreate(
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IN ConnectionHandle connectionHandle,
IN DIDName didName,

IN Objectldentifier authProtocolOID,

IN DIDUpdateData didUpdateData,

IN AccessControlList didACL

);

Wyl F-Y-))

Jlasl 0,5 ool connectionHandle

Sgis dlowl el 1,8 a5 sloassS plese Coga U didName

3 oad glolls Cogae sl ST, SO 4 Gl s o alull authProtocolOID
o lels lpl o o sl o 6,550 Gl o eud i b Al g
\FYAS

O by waiSplos Cogr obxl Gy ol el Jols sl didUpdataData

authProtocolOID alows 4 ool aseive Cugs >l JSGg

oS’ poloe Cugh dr (gu i p S (guw lawd JYUS Ce 0 didACL
L 500 g F-Y-1)
el Azl 590 « jize connectionHandle

iS5l slaas A-Y-))
API_OK
API_INCORRECT PARAMETER
API_ NAME_EXISTS
API_PROTOCOL_NOT RECOGNIZED
API NOT INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION FAILURE
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Jos Y—F-1
OUT ReturnCode DIDGet(

IN ConnectionHandle connectionHandle,

IN DIDScope didScope,

IN DIDName didName,

OUT DIDStructure didStructure

);
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Jlasl 50,5 ool connectionHandle

0dl 6 IS L ouiiS plaie Cugn aisls didScope

Canlg )0 ool 4 by @iS Sledbl a5 gloaS pleie Coga ol didName
Sl 00

0aisS plate Coga oyl caaS BB sla il )b ol sl didStructure

Lo g F-F-1)
el Azl 590 « uize connectionHandle

S 3L gas O-F-1
API_OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND

API_PROTOCOL NOT RECOGNIZED

API_NOT_INITIALIZED

API_SECURITY_CONDITION NOT_SATISFIED

API_COMMUNICATION_FAILURE
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Jos Y-0-1
OUT ReturnCode DIDUpdate(
IN ConnectionHandle connectionHandle,
IN DIDName didName,
IN DIDUpdateData didUpdateData
)
L ool )b Y-0-1)
Jlasl 0,5 ool connectionHandle
35 gl 39,4 el J1,8 a4 sloaisS plese Cugn pls didName
0uiiS plode Cogr S Slu, 9,4 sl oleesls didUpdatData

;L3 s F-0-1)
el Azl 5,90 ¢ uize connectionHandle G
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iS5l oS B-B-1)
API_OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT_FOUND

API_PROTOCOL NOT_RECOGNIZED

API NOT INITIALIZED

API_SECURITY_CONDITION NOT SATISFIED

API_INSUFFICIENT RESOURCES

API_COMMUNICATION FAILURE

Sl Caxdg (59, il F-O-1)
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eLY
Jos Y-F-1)
OUT ReturnCode DIDDelete(
IN ConnectionHandle connectionHandle,
IN DIDName didName
)
b olyb ¥-2-1)
Jlasl 50,8 ool connectionHandle
Bi> ()5 (60 )5 Aol 5l sl 1,8 a5 GloaisS lese Cuge b didName
25
Lo s F-2-1)
el Al 590 ¢ uize connectionHandle G
S b sas B-F-1
API_OK

API_INCORRECT PARAMETER

API_ NAMED_ENTITY NOT FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_COMMUNICATION FAILURE
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DIDAuthenticate Y-
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b
Joe Y-Y-1)
OUT ReturnCode DIDAuthenticate(
IN ConnectionHandle connectionHandle,
IN DIDScope didScope,
IN DIDName didName,
IN/OUT DIDAuthenticationData authenticationProtocolData,
IN ConnectionHandle samConnectionHandle
)
L ool )b ¥-V-1)
Jlasl 50,5 ool connectionHandle
05,85 al ouisS Lot Cu g dald didScope
35 3>l el J1,8 as sloaisS plese Cugn pls didName
JSSg, s ool dols slaools authenticationProtocolData
alewg 4 Sl e a5 LIS c0 5 Aol SO (& Ll oS, samConnectionHandle
g A Bhet PEANCLS ) RN GG o D
3,8 1,8 eolaiwl 950 o lasliw! ol a0
Lb}lf'su" s f_v_“
el Azl 590 ¢ pize connectionHandle G
G»u»f)b sbus b-V-1)
API OK

API_NEXT REQUEST
API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT FOUND
API_PROTOCOL _NOT_RECOGNIZED
API_INAPPROPRIATE_PROTOCOL _FOR_ACTION
API_NOT_INITIALIZED
API_SECURITY_CONDITION NOT_SATISFIED
API_INSUFFICIENT RESOURCES
API_COMMUNICATION_FAILURE
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GOl aeliy o ool (ay a5 slaosls acgemme (gl add Wb Bua (pl pb bl coldacgeze «Bun g4 5]
plae slacuse slp haad Wl Baa (pl pb il ouisS pleie Coga «Bun g9 S0y, |5 4 (g)l> )8
D9, ,8 a4 gyl LS 60 5,15 el o ould (e S

Jos Y-Y-1Y
OUT ReturnCode ACLList(
IN ConnectionHandle connectionHandle,
IN TargetType targetType,
IN TargetName targetName,
OUT AccessControlList targetACL
);
b ool,b ¥-Y-IY
Jlasl 50,8 ool connectionHandle
RN targetType
Saw sl targetName
e pawd S Cw g targetACL
bl gy F-Y-IY
el Azl 590 « pize connectionHandle G
iS5 sBaS B-Y-1Y
API_OK

API_TINCORRECT_PARAMETER
API_NAMED_ENTITY_NOT_FOUND
API_NOT_INITIALIZED
API_SECURITY_CONDITION_NOT_SATISFIED
API_COMMUNICATION_FAILURE
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Jos Y-Y-Y
OUT ReturnCode ACLModify(
IN ConnectionHandle connectionHandle,
IN TargetType targetType,
IN TargetName targetName,
IN CardApplicationServiceName cardApplicationServiceName,
IN ActionName actionName,
IN SecurityCondition securityCondition
)
L ool )b ¥-Y-Y
Jlasl 0,5 ool connectionHandle
Bas £ targetType
Sow el targetName
0dl 5 IS pl Jas (g5l SIS (60,05 Aol cons ol cardApplicationServiceName
S 0018 s el J18 1 s 0acls a5 Los b actionName
oaisS ploio lacuge ol cum p ol S & )le securityCondition
WL g F-Y 1Y
el Azl 5,90 ¢ uize connectionHandle G
=S 3b sas B-Y-1Y
API_OK

API_INCORRECT PARAMETER

API_ NAMED ENTITY NOT_FOUND

API NOT INITIALIZED
API_SECURITY_CONDITION NOT SATISFIED
API_INSUFFICIENT RESOURCES

API_ COMMUNICATION FAILURE
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marker OCTET STRING,
qualifier DiDQualifier OPTIONAL
1

s

sl 00U uu).x.» o gd )‘):;-‘
w5l ) 0 0 Ui a5 g 4 DIDStrUCtUre el Ko ol b DIDGet foe (sl amls 5

DIDStructure ::= SEQUENCE {

name DIDName,

authProtocol OBJECT IDENTIFIER,
scope DIDScope,

authenticated BOOLEAN,

marker OCTET STRING,

qualifier DiDQualifierType OPTIONAL
1

s

4 by .l 5, 1) authenticated 4 scope authProtocol mame goxo polio wub Jsla> DIDGet ool
0ails )5 1wl o o «qualifier g marker JolS' b a8l polie conl Ko ‘\Ls.imja} 5 Silwosly slac bl
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{INSO(1) standard(0) INSO 16386(16386) part3(3) annex-a(0) simple-assertion(3) }
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DIDCreate Y-Y-&JI

Sl b eolaiwl glp saiS pleie Cogr SO olm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
Cugr 3l g opl gl &Sl o ail DIDUpdateData pol )l G Jolss wb wcugn >l JSGgp
el oo Job LOCTET STRING S marker

DIDUpdate Y'-Y- !

iS5 oS Wb DIDUpdate Jos caslgs 0 S diS oo oolain] g, ol 51 aS gloaisS plaie Cugn o
ils 8 5 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

DIDGet ¥-Y-JI

Dl S oo oolinal Cyse ol JSSsn ol 5 aS GloasS plate Cuge b e DIDGet Jos sl anls
.sb DIDStructure G ol

Authentication -V -

sl G L DIDAuthenticate  Jos SO Culgmyo SO dlwy 4 Cogr Gl ISGen o0l
Dgd oo 1yl codd (@ 23 () 0 a5 90 4 o JI5 authenticationProtocolData

Jos gy SO S e eolall ISSen pl 1 a8 GhaSTpleie Cage
|, API_INAPPROPRIATE PROTOCOL FOR_ACTIO .5 ;LaswUCardApplicationStartSession
Ails )3y

a9y V-0-Y-l

authenticationProtocolData ::= empty OCTET STRING (V)

authenticationProtocolData ::= empty OCTET STRING (Y)

$3lr Copnidy 595 53 Y-D-F -l

0300 b 00 (65138l 0uiiS plate Cush 4y byyye Cuga >l Caxds (JSgn (nl jelcaibe plal I
D¢ pudaid TRUE a5 )57 (60,0 )15 4l

Encipher #-Y-&JI

iS5 3L oS Wb Encipher Jos caslgd 10 G S co oolaiwl JSgp ol 5l a8 GloaiS plaie Cugr o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher V-Y-JI

iS5 3L oS Wb Decipher Joe conlgs 0 G S o oolainl JSTg cpl 5l aS GloaisS plaie Cugp o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom A-Y-&JI

=550 oS Wb GetRandom Joe cunlss 10 G S oo ookl JSTgy ol 5l a5 GloaisS plae Cugn o
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Hash 4-Y-al!

S5 oS b Hash oo culys s o S edlital JS5pn ol 85 slaisSplate Coge o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Sign Y+-Y-JI

iS5k oS Wb Sign e cnlsm 0 G aiS o oolatnl STy cpl 1 a5 GleasS pleie Cogr o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature - -

oS &b VerifySignature Joe culss 0 G S oo ooliwl STy cpl 5l a5 loasS plaie Cugn o
il S 0 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L

VerifyCertificate \ Y-Y-call

oS b VerifyCertificate Joe coslgs 0 G S oo oolwl JSSgp cpl 5l a5 loasS plese Coga o
ils )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 530
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e E—— Nonce o3Il g
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—»| L Challenge sl
Challenge jquw0 . @
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{INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) o ob aslwlils dowg 4 JSSg, ol
g oo (o lwlils asymmetric-internal-authenticate(4) }

HlaS CwoMe Y-F- I

Dyl ly 3 IS Cwde S oo oolatwl (ST y ol 5l A sloaisS plese Cuge

MarkerAP004 ::= SEQUENCE ({
signatureAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,

CHOICE {

SEQUENCE {

publicKeyMaterial OCTET STRING,
privateKey OCTET STRING

} I’

generateFlag NULL

}

nonceSize INTEGER

}
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DIDCreate Y-¥- !

Sl b eolaiwl glp saiS pleie Cogr SO olm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
iy ,e V-F-lall o aS aigSilen a5 Jl> ,o wil DIDUpdateData ol b G ol Wb ccagn 1>l JSSg
Sl Cogr Ll IS ol ol JJAScledle amarker ouls

DIDUpdate ¥-¥f- !

Jolis by casS oo oolaiwl JSGg, cpl 5l aS sloaisS pleie Coga b s o DIDUpdate Jos Cunlys 0 SO
SaScwde marker ool Gy e V-F-Gal jo oS A4Sl a5 Jb> o il DIDUpdateData ywl )l SO
el SS9 o0l o>

DIDCreate Jos cwslsm 0 loj ,o generateFlag 4o 38 jpas alwy 4 a5 J,90 4 ol slaads S
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&l )8 |y API_INCORRECT_PARAMETER il oS wul ol
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SO bl ool wly8 0ni 1S g (69,5 by dliwg 4 wald axie DIDCreate Joe cuwlgs o
sS5L oS Wb generateFlag  auS oles 4 DIDUpdate  Joe  Caslgs o
.ls,% 5 |, API_INCORRECT _PARAMETER

DIDGet &-f -l

Jols b eS8 oo ooliiul Zuga 51l IS n cnl 5l a8 GloaS plette Cuge b Las e DIDGet Joe (sl 90U
5L DIDStructure yol,b S

Cugd 3l F-F-

sl G L DIDAuthenticate  Joe (S cwlsm 0 S ey 4 wose Il SS9 ol
D oo Lyl codds (ay 25 (33 10 a5 S s 4 authenticationProtocolData

Jos Cwlgze o WS e eslitil JSSen ol 1 &8 Ghass plee Cuge o
I, API_INAPPROPRIATE PROTOCOL_FOR_ACTIO .5 ;Luass;LCardApplicationStartSession
ails )3 5

a9, \-F-F-I

authenticationProtocolData ::= empty OCTET STRING ())

nonce = RNG (nonceSize) (V)

challenge = signatureAlgorithm [privateKey] (nonce) (Y)

response = signatureAlgorithm-1 [publicKey] (challenge) (¥)

result = (response =?= nonce) (&)

authenticationProtocolData ::= result BOOLEAN as OCTET STRING (%)
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Encipher Y-¥-JI

=S 3L oS Wb Encipher Jos caslsd 10 G aaiS co oolainl JSTgp ol 5l a8 loaS plaie Cugr o
&l 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-f- !

outBuffer = encryptionAlgorithm [privateKey] (inBuffer)
GetRandom 4-¥-JI

random = RNG (nonceSize)
Hash Y+- -l
hash = hashAlgorithm (message)
Sign \-f- !
signature = encryptionAlgorithm [privateKey] (message)
VerifySignature Y- ¥- !
message =?= encryptionAlgorithm [publicKey] (signature)
&l ,8 o |y API_INVALID_SIGNATURE (& 90 cpl e j0 10,8 o 1, API_OK b TRUE S
VerifyCertificate VY- ¥ -
(Bl ey A
hash = hashAlgorithm (certificate without signature)
hash =?= encryptionAlgorithm [publicKey] (signature from certificate)
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{INSO(1) standard(0) INSO 16386(16386) part3(3) annex-a(0) s <& ailulis dewg 4 SS9, o0l
e oo (o lwlily asymmetric-external-authenticate(5) §

HlaF e Y-0- I

Sl 1y 5 laSciedle (S o ool ( SSg ol 3l aS sloasS pleie Coga

MarkerAP005 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,

publicKeyMaterial OCTET STRING,
nonceSize INTEGER
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ol b eolaiwl glp caiS plee Coger SO obm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
By o5 Y-0-all jo a5 4eKilen a5 Jl> ;0 wil DIDUpdateData yal )by G Jolds b ccugn 3>t JSGg
Ll S g5 pl ol la5 e amarker ool

DIDUpdate f-0-&JI

WS oo okl Cugr il ISGgy cpl 5l aS leaS pleie Coga b g e DIDUpdate Jus coslgs o SO
-Zwdle aarker ol i V-0-call )0 a5 aigSiles a5 JI> o il DIDUpdateData ol b G ol ol
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DIDGet d-6-A!

20l S s ool g 3l IS5y ol 51 a5 SloasS late Cuse b L e DIDGet Jae ol sl
oL DIDStructure ol b G Jolis

Cugd > F-0- Al

sl G L DIDAuthenticate  Jos SO Cuslgmy0 SO dlwy 4 Cogr el ISGen o0l
Dgd oo [yl coads (ay 25 (33 10 45 I )50 4 authenticationProtocolData

Jos Cllgz e S S o ool SS9l 3l a8 GlaS plae Cugr o
API_INAPPROPRIATE_PROTOCOL_FOR_ACTION .5 5Las's;UCardApplicationStartSession
Al Sl

a9y \-F-0-I

authenticationProtocolData ::= privateKey OCTET STRING (V)

oslaw! DIDAuthenticate cwslgz,o ,o samConnectionHandle 4. ;5 51 empty OCTET STRING |
ik o

nonce = RNG (nonceSize) (V)

signature = encryptionAlgorithm [privateKey] (nonce) (V)

b oslastiwl pl Y il ool eolaiwl DIDAuthenticate cosly>,s ,o samConnectionHandle 435 51
L, ol a8 0 Lolss weenl Jate ol & samConnectionHandle (! alowg & a5 5,15 (60,5 aliyy
A2 pll

message = encryptionAlgorithm™ [publicKey] (signature) (f)

result = (nonce =?= message) (O)

authenticationProtocolData ::= empty OCTET STRING (%)
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Encipher Y-0-JI
outBuffer = encryptionAlgorithm [publicKey] (inBuffer)
Decipher A-H8- &I

iS5k oS Wb Decipher Joe caslgs 1o SO S oo oolainl STy cpl 5l a5 GloaisS plaie cogr o
&l 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
GetRandom 4-H- !

random = RNG (nonceSize)
Hash Y+-4-J!
hash = hashAlgorithm (message)
Sign 11— 8-l
S 3b aS Wb Sign Jee Cwlgs o SOaiS o oolaiwl JSTgpn opl 1 a5 GloasS pleie Cuge o
&l 5 5 1) API_INAPPROPRIATE _PROTOCOL_FOR_ACTION
VerifySignature \Y-0- !

message =?= encryptionAlgorithm [publicKey] (signature)
&l )8 o |y API_INVALID_SIGNATURE (& 90 cpl 8 )0 (10,8 o 1, API_OK i, TRUE S

VerifyCertificate VY- 0- !

hash = hashAlgorithm (certificate without signature)
hash =?= encryptionAlgorithm [publicKey] (signature from certificate)

&l )8 o |y APL_INVALID_SIGNATURE (& 90 cpl e )0 10,8 o 1, API_OK (i, TRUE 3
ool (A3 cugn !l £l
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oy



API GCI

@3 wsliy ol Y 6o 4ol y
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L Nonce 5,50, | @
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I gy s o ailolils V-7

{INSO(1) standard(0) INSO 16386(16386) part3(3) annex-a(0) « & ailwlis dewg 4 JSSg, (5l
e oo (o lwlil symmetric-internal-authenticate(6) }

HlaF CwoMe Y5-I

Sylaly i IS Cede S o oolatnl ( JSTgy ol 5l aS sloaisS plese Cuge
MarkerAP006 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
secretKey OCTET STRING,
nonceSize INTEGER
b

Al NONCE g key slacay olows onims ylis «cud 5 4y nonceSize g keySize sl vl b

Cwlkey sg oo all, secretKey )l
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DIDCreate ¥-#- !

Sl b eolaiwl glp saiS pleie Cogr SO olm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
@y, V-F-al jo aS aigSSlen a5 Jl> 0wl DIDUpdateData jol )b G ol b ccagn 5>l JSSg
Ll G g5 pl ol la5 e mmarker ool

DIDUpdate ¥-#- !

WS o oolaiul Coga sl ISGe s ol 5l aS GloaisS pleie Coga L Las e DIDUpdate Jos cowlgs )0 SO
-Zwde aarker ol 23 Y-F-Ql o aS 4sSiles a5 Jl> o il DIDUpdateData ol ), G Jolis b
Gl JSSgp ol o> NS

DIDGet d-F -

Jold il S o oolitul Cusa 5>l JSSon cnl 5l a8 SlowisS latte Cuga L o yo DIDGet Jos g1y als
5L DIDStructure ol b S

Co g 3l ol Pl

sl G L DIDAuthenticate  Jos SO Cuilgm,0 SO alwy 4 Cogr Ll ISGen o0l
Sed oo Lyl oy 10 00l Gy a3 &) 90 4 @uthenticationProtocolData

Jos Cllgz o S S o ool SS9 ol 3l a8 GlaSplae Cugr o
I, API_INAPPROPRIATE _PROTOCOL_FOR_ACTIO ;.5 5Luas's;LCardApplicationStartSession
Ails )3y

Qg \-F-F-I

authenticationProtocolData ::= secretKey OCTET STRING ()

oslaw! DIDAuthenticate cwslgz,o ,o samConnectionHandle 435 51 empty OCTET STRING |
ik o

nonce = RNG (nonceSize) (V)

challenge = encryptionAlgorithm [secretKey] (nonce) (V)

response = encryptionAlgorithm™ [secretKey] (challenge) (f)

result = (nonce =?= response) (O)

authenticationProtocolData ::= result BOOLEAN as OCTET STRING (¥)

Sl Candy 59, U V-F-F-l
20l (590 0038l ouiiS plate Cugp 4y bgiye Cuga Il Comdy (USSsn (nl seeliudbse plasl I g
ASGN G eSS g0 )8
Encipher Y-#- !
outBuffer = encryptionAlgorithm [secretKey] (inBuffer)
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Decipher A-#-!
outBuffer = encryptionAlgorithm™ [secretKey] (inBuffer)
GetRandom 3-%-JI
random = RNG (nonceSize)
Hash Y+-#- !
hash = hashAlgorithm (message)
Sign \\-#-&JI

digest = hashAlgorithm (message)
signature = encryptionAlgorithm [secretKey] (digest)

VerifySignature \Y-- &I

digest = hashAlgorithm (message)
digest =?= encryptionAlgorithm™ [secretKey] (signature)

&l )8 o |y API_INVALID_SIGNATURE (& 90 cpl 8,0 (10,8 oy 1, API_OK (i, TRUE S
VerifyCertificate VY- - !

=S 3L oS Wb Encipher Joe conlgsj0 SO aaiS po oolainl JSSg, ol 5l aS GlaiS pleie Cugn o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
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oWl - Nonce @
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ailo yoro wls’ :—I
. |l i,
&by Jl! ailo y2o ol :_'@

Nonce b
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o sliie o2 )5 Cyn 31,5 B -l U

IS g5 5o ailulils V-V -1

{ INSO (1) standard(0) INSO 16386(16386) part3(3) annex-a(0) o ob aslwlil dowg 4 JSSg, (5l
Sg oo (2 lwlid symmetric-external-authenticate(7) }

S Cuodle Y-V-JI

Sl 1y s laSciedle (S o ool ( SSg ol 51 aS sloasS leie Coga

MarkerAP007 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,

secretKey OCTET STRING,

nonceSize INTEGER

i
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DIDCreate ¥-VY-&JI

Sl b eolaiwl glp saiS pleke Cogr SO obm! (glp ouls a8 )3 Jlas s DIDCreate Jos Cawles 0 G
@y a5 V-V-all jo a5 4eSilen a5 Jl> ,0 wil DIDUpdateData yial )by G Jolds b ccugn 3>t JSGg
Ll S g5 pl ol la5 e amarker ool

DIDUpdate ¥-Y- !

WS oo oolaiwl Cogr sl ISTgy ol 5l aS gloaisS plese Coge b Lo e DIDUpdate Joe cowlgs )0 SO
aarker ool Gy V-V-Ql jo a5 4eSles oS JI> o il DIDUpdateData jol )y G Jolss 3l
Sl G950 pl ol IS e

DIDGet &-Y- I

20l S e el Cyga 3l IS5y ol 51 a5 SloasS late Cuse b L e DIDGet Jae ol sl
oL DIDStructure ol b G Jolis

Cugd | ol PV -

sl G L DIDAuthenticate  Jos SO Cuslgmy0 SO dlwy 4 Cogr el ISGen o0l
Dgd oo [yl coads (ay 25 (33 10 45 I )50 4 authenticationProtocolData

Jos Cllgz e S S o ool SS9 el 3l a8 GlaSplae Cugr o
I, API_INAPPROPRIATE _PROTOCOL_FOR_ACTIO ;.5 5Luas's;LCardApplicationStartSession
Ails )3y

agy\-F-V-I

authenticationProtocolData ::= secretKey OCTET STRING ()

oslaiw! DIDAuthenticate cwslg>,o ,o samConnectionHandle 4 ;5 51 empty OCTET STRING |
ik o

nonce = RNG (nonceSize) (V)

response = encryptionAlgorithm [secretKey] (nonce) (Y)

challenge = encryptionAlgorithm'1 [secretKey] (nonce) (¥)

result = (nonce =?= challenge) (&)

authenticationProtocolData ::= empty OCTET STRING (%)

Sl Camdg 59 WU V-7Vl
0 2k w0 (6,138l 0aiiS plate Coge 4 byye Cuge Sl Cundy (JSSgy onl eloaibse plail I e
Ded audais Tesult jlade 4 O,5 (60 5,15 alli
Encipher Y-Y-J!
outBuffer = encryptionAlgorithm [secretKey] (inBuffer)
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Decipher A-Y-JI
outBuffer = encryptionAlgorithm™ [secretKey] (inBuffer)
S glite JSe cwl Sew g ogbiee eoliiwl  gliSie, sl encryptionAlgorithm — (gyglal
AL “encryptionAlgorithm”
GetRandom 4-Y- !
random = RNG (nonceSize)
Hash Y+-Y-al
hash = hashAlgorithm (message)
Sign \\-V-&JI

digest = hashAlgorithm (message)
signature = encryptionAlgorithm [secretKey] (digest)

VerifySignature \Y-Y-&JI

digest = hashAlgorithm (message)
digest =?= encryptionAlgorithm™ [secretKey] (signature)

&l )8 oy |y API_INVALID_SIGNATURE (& j90 cpl 8 y0 (10,8 o0 1, API_OK (o, TRUE 51
VerifyCertificate Y-V -l

=S 3L oS Wb Encipher Jos caslsd 10 G aaiS co oolaiwl [STgp ol 5l a8 loaiS plaie Cugr o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
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S cuodle j

Sl Cansg pulild
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MLM F—dl ( l&w

I g5 5o ailll \-A-I

{ INSO (1) standard(0) INSO 16386(16386) part3(3) annex-a(0) o ob aslwlil dwg 4 JSSg, (5l
g oo (o lwlils compare (8) |

HlaSFcwdle Y-A-I

Syl ly iy IS Clde S oo oolatwl ( JSTgy ol 5l aS sloaisS plese Cuge

MarkerAP008 ::= SEQUENCE {
minDatalLength INTEGER,
maxDataLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING

}

Aiwd NONce g key slacas olaws onimoylis «oi i 4 maxDatalength g minDatalength sl» ol b
Lol Cub & S5 paddingCharacter ol ,b
DIDCreate Y-A-ad!
Sl b eolaiwl glp saiS pleie Coger SO obm! (glp ouls a8 )3 Jlas s DIDCreate Jos Cawles 0 G
@y o5 Y-A-call jo a5 4eSilen a5 Jl> ;0 wil DIDUpdateData ol )by G Jolds b ccugn 3>t JSGg
el G g5 opl ol la5 e mmarker ool
DIDUpdate ¥-A- !
WS oo okl Cugr il ISTgy cpl 5l aS leasS pleie Coga b g e DIDUpdate Jus coslgs o SO
aarker ool G V-A-Q jo oS GeSles oS JI> o il DIDUpdateData jul )y SO Jolss 3l
Sl JSSg 5 o0l ol Jla5 e

P



DIDGet d-A- I

b S oo oslinal Cuge il ISSsn cul 5l a5 sloasS pleie Cuse b Lad e DIDGet Jos sl 9
2L DIDStructure jael )l G ol

Co g ol F-A-l

sl G L DIDAuthenticate  Joe (S cwlsm 0 S ey 4 wZoge Il SS9 ol
g oo 1yl codds (123 10 4 90 4 @uthenticationProtocolData

Jos gm0 S o eolaill SGen el A GlaSplae Coge o
I, API_INAPPROPRIATE PROTOCOL_FOR_ACTIO .5 ;LussLCardApplicationStartSession
Ails )3 5

agyV-F-A-I

authenticationProtocolData ::= markerTemplate OCTET STRING (V)

SIZE(minDataLength..maxDatal.ength)
Al oadgancdB Ll o ol o b5, o5 0,5 b g big-endian <ol o 5 4 oL marker

result = (marker =?= markerTemplate) (Y)

el 0 O jg0 4 Ao

authenticationProtocolData ::= empty OCTET STRING (Y)

63l Capridg (59 336 V-5 A- il

500 Wb 0ol (6,138l 0t plate Cuge 4 by je Coge Sl Condy (JSign cnl jeelcadbse plal I e
Sed pedaii Tesult Jlade 4 &5 60, )15 alli

Encipher Y-A-!

=S 3L oS Wb Encipher Joe conlgz 0 SO aaiS co oolainl SSg, ol 5l a5 GlaiS pleie Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-A-J|

iS5k oS Wb Decipher Jos cunlgm 0 G S oo colainl JSSg ol 5l a5 loauS pleie Cugn o
&l 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 3-A-JI

iS5k oS Wb GetRandom Joe cunlss 10 G S oo ookl JSTgy ol 5l a5 GloaisS plaie Cugn o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash +-A-JI

S5k oS Wb Hash Joe culss s oS oo oolittal JSS9p ool 5l &5 lowsS nloie Zaga o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

70



Sign \\-A-dl

iS5k oS Wb Sign Jes cwlet o G caiS oo oolaiwl JSTgy ol 1 a5 GlaiS plae Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature \Y-A- !

oS &b VerifySignature Joe Cnlys 0 SO S oo oolatnl JSSgp cpl 5l a5 GloauS pleie Cuge o
&l 8 0 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L

VerifyCertificate VY- A—JI

oS Wb VerifyCertificate Jos Caslgs> ;0 G S oo oolaiwl JSSg, ol 51 a5 GloasS plain Cogn jo
«ils )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L

PIN s Uio 4= il
daslie c00iiS lae Cogh o ST o oddb 0,55 e b | o ) PIN oS5 g 5ol IS5, ool
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{ INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) s ob aslwlils dwg 4 JSSg, ol
Dgd oo ol pin-compare (9) }

HlaSCwdle Y-l

Syl ly 5 IS Cwdle wiS o oolainl (JSTg, ol 5l aST glowisS plaie Cug

MarkerAP009 ::= SEQUENCE {
minDataLength INTEGER,
maxDataLength INTEGER,
storedLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING,
maxAttempts INTEGER,
attemptsCounter INTEGER,
pinRef OCTET STRING,
pinValue VisibleString

1

]
Aiwd NOnce g key glacas olaws onimoylis «oi i 4 maxDatalength g minDatalength sl» ol b

Lol Cub & S paddingCharacter ol ,b

odds (gain B Ll yo b il o8 9,5 p» b g big-endian <ol w5 4 oL markerTemplate
b

DIDCreate Y-4-&JI

ol boeolawl gl soiS plete Cuge SO obul gl eals a5 Ll s DIDCreate Jos coslem 0 SO
iy ,e V==l o aS aigSiles a5 Jl> ,o wil DIDUpdateData ol )b G ol b ccagn 51>l JSSg
Ll S g5 pl ol la5 e amarker ool

DIDUpdate ¥-4- !

- oolaiul Cugr Ll JSGgp ol 5l A loasS pleie Coge b o e DIDUpdate Joe cuwlss 0 S
aarker «ual oy a5 V-9-all ;o a5 aigSilen a5 Jb> ;o il DIDUpdateData yol )l G Jolls ol casS
Sl G950 pl ol IS e

Wl ool ¢ a0 4 |y attemptsCounter Wb Jos ol o,

DIDGet -4- !

Dl S oo oslinal Cuse ol IS5 cul 5l aS GleasS pleie Cage b ke DIDGet Jos sl 02
ol didStructure ool b S ol

Cugd 3l F-4-JI

ylt G L DIDAuthenticate  Joe S5 Conlgmyo G dwy a4 wogr el JSSgn o)
Dgd oo Lyl oy 10 0ald Gy a3 O, 90 4 @uthenticationProtocolData

CardApplicationStartSession Jos Cewlsm 10 G S oo oolatwl JSGg, cpl 51 a5 loauS plaie Cuge o
«ls,5 2 |, APL_INAPPROPRIATE_PROTOCOL,_FOR_ACTIO 25 jLaS o,y
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a9y V\-F--I
authenticationProtocolData ::= markerTemplate OCTET STRING (V)

SIZE(minDataLength..maxDatalLength)
Lol jo col i)l o8 00,5 1 b sl ead gaiuJB8 big-endian <ol o5 )5 4 &b marker

Sg plo]

result = (marker =?= markerTemplate) (Y)

el Cm 4 Cn D90 @ Aslie

Dygo pl e )0 0ed oo meldU yao 4 attemptsCounter il TRUE Ll result 31 (Y)
b oo iols3l attemptsCounter

retries = maxAttempts — attemptsCounter
authenticationProtocolData ::= retries INTEGER OPTIONAL as OCTET STRING (®)

Sl Camdg 59, U V-F-2-l

0900 2k 0ad (6, NKel 0aiS late Cugr a4y bgrye Cosm ol Cuxdy (JSig s nl jeelciise plail I
Ded eudais Tesult jlage 4 OS5 (60 5,15 aeli

Encipher ¥-4- !

=S 3L oS Wb Encipher Jos caslsd 10 G aaiS oo oolainl JSTgp ol 5l a8 loaS plaie Cugr o
ils,8 5 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-4-!

iS5k oS Wb Decipher Joe caslgsd 10 S S oo oolainl STy cpl 5l a5 GloaisS plae Cogr o
il 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 4-4-J|

S 3L oS Wb GetRandom  Jae canlgs 1o SO aiS oo oolatwl JSSg, ol 5l a5 gloaisS plain Coga o
ils 8 5 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash Y+-4-J!

iS5k oS Wb Hash Joe calgz 0 SO S oo oolatnl STy cpl 5l a5 GloaS plaie Cugn o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Sign 11-4-J!

iS5k oS Wb Sign Jes cwlet o G aiS oo oolaiwl JSTgy ol 5l a5 GlaiS plaie Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature 1Y-4- !

oS Wb VerifySignature Jos conlgs )0 G S o coliwl JSTgp cpl 5l a5 gloasS plaie Cogn o
ils )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION _i53L
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VerifyCertificate \¥'-4-JI
oS &b VerifyCertificate  Joe cunlgs )0 6 iS oo coliwl JSTgp opl 51 a5 loaisS plede Cuge o
«ils 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L

w0aisS pleie Cugr SO IS jo oud 0,0 Jlade Ly eads @11 e SO lagr il ISGgp ol

API GCl

o5 aoliy ol ay o5 aoliy
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@ W5 1 g Cuga |

')

O
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ICgp s o ailiolils V-V —AI

{ INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) « oo ailwlis alowg 4 JSSgy (5l
g oo olwlls biometric-compare (10) }

S CwoMe Y-Yo— I

Sl ly o laSciedle (S oo ookl ( JSSg ol 5l aS GloaisS leie Cogn

MarkerAP010 ::= SEQUENCE {
bit OCTET STRING,
markerTemplate OCTET STRING

H
o)l 09 gazcdB ISOMEC 7816-11 o Juibi] rinsions; Sledbl g5 Sy & 90 45 a3l bit ol
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DIDCreate ¥-Y+— I

JSGgpm ol b oolaiul (gl onisS plaie Cugr S bl (gl oalaid 5 \las o DIDCreate Jos Canlgs 0 SO
odbcdy x5 Y-V e—all o a4 4gSilen a5 Jl> o ol DIDUpdateData yial )b G Jolss wul cCugn 5l >
Sl SS9y 0l o> 35 e amarker

DIDUpdate -+l

WS oo oolaiwl Cogr slhal ISTg ol 5l aS gloaisS pleie Coge b Lo e DIDUpdate Joe cowlgs )0 SO
aarker ool e V-V -l o a5 aigSlen a5 Jb> o il DIDUpdateData ywl )l G Jolss &b
Sl G950 pl ol IS e

DIDGet d-Y+— Al

a0l S oo 0litl Cygn >l US5gn ol 5l 45 (gleasS plate Cusa b bsye DIDGet Jaz (sl ol
oL DIDStructure ol b G Jolis

Cugd >l F-Ye— Al

sl G L DIDAuthenticate  Jos SO Culgmyo SO alwy 4 Cogr Gl ISGen o0l
Dgd oo [yl coads (ay 25 (33 10 45 I )50 4 authenticationProtocolData

CardApplicationStartSession Jos Cuwlgs ;0 G S oo oolaiwl JSGgy cpl 51 aS loaisS plain Cuge o
&l )8 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTIO ;i3 5Lasasl

agyV-F-Ve-l

authenticationProtocolData ::= MarkerAP010 as OCTET STRING (V)

result = (marker =?= markerTemplate) (V)

ol 0aly oy a5 7816-11 o lasbivs]  orw Cangy Oledbl o631 j0 a5 Cosl J )50 4 duglis
authenticationProtocolData ::= empty OCTET STRING (Y)

Sl Camdg 59y pSU Y-F-Y -

0900 Wb 0138l oS plate Cush 4 bgiye Cuge ol Cundy (S cnl jrelcudise plasl )y
Dgd audais Tesult jlade 4 OS5 (60 0,15 aeli

Encipher ¥-Y+— !

556 oS Wb Encipher Joe caslgs o G iS00 oolaiul JSTgp ol 5l a5 leaiS plaie Cuge o
il 5 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-\+—JI

=S 3L oS Wb Decipher  Joe Canlgs 10 G S o oolaiwl JSGgp ol 1 a5 GloaiS plese Cosn o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 4-Y+— !

iS5k oS Wb GetRandom Joe cuslss 1o G S oo ookl JSTgy ol 5l a5 GloaiS plae Cugn o
&by )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
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Hash Y+-)+— I

SRS 9wl Hash o oy s Ky S e solisiel JS5sy cnl S 45 slewisSplete Cagn 4o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Sign 1\-)+— !

iS5k oS Wb Sign Jes cwlet o G aiS oo oolaiwl JSTgy ol 1 a5 GlanS plae Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature \Y-Y— !

oS &b VerifySignature Joe Cnlym 0 SO S oo oolatnl JSSg cpl 5l a5 GleaS pleie Cuge o
&l S 0 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L

VerifyCertificate \¥'—)+— !

oS Wb VerifyCertificate Jos Caslgs )0 G i oo ooliiwl JSGg, ol 51 a5 GloaS plain Cogn o
ils )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L
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Kseed S
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US55 5 o Ailualids V—11— il
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Syl ly s IS Cwdle WiS o oolainl (JSTg ol 5l a5 sloaiaS plaie Cug

MarkerAPO11 ::= SEQUENCE {

encryptionAlgorithm OBJECT IDENTIFIER,

macAlgorithm OBJECT IDENTIFIER,

derivationAlgorithmK enc OBJECT IDENTIFIER,
derivationAlgorithmK mac OBJECT IDENTIFIER,
derivationAlgorithmK IFD OBJECT IDENTIFIER,
derivationAlgorithmSessionKeysAndCounters OBJECT IDENTIFIER

}
DIDCreate Y-1\- I

JSGg, ool b oolawl gl oaisS plosn Cugr G ol (gl oaiazs 3 ka5 o DIDCreate  Jos Conlgs 0 S
0dds iy e V-V V-all (o a8 4l a5 Jl> o il DIDUpdateData yil )by G ol &b ccuge 5,2
Gl JSSg 5 o0l ol ,la5 e amarker

DIDUpdate ¥-\\-JI

i85k oS Wb DIDUpdate Joe cunlss 10 G aaiS oo oolaiw] JSSgp ol 5l a5 sloaisS pleie Coga jo
&l 5 5 1) API_INAPPROPRIATE _PROTOCOL_FOR_ACTION

DIDGet &—1\- !

Jolt b eS8 oo ooliiul Zuga 51l IS n nl 5l a5 GloaS plette Cuge b Las e DIDGet Joe (sl 90U
.50 DIDStructure ol b G

Co g 3l 2l F-1V-I

sl G L CardApplicationStartSession gla fos S5 Canlgs )0 G alewg 4 «agr 5l g, o0l
Sed oo Lyl ey 40 0als (a5 authenticationProtocolData

oS &b DIDAuthenticate Jos Cawlgs )0 O S oo oolainl g opl 51 a5 GlaS plae Cuse o
&l )5 5 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION _.i55L

a9 )-F-N-

authenticationProtocolData ::= K _seed OCTET STRING (V)

K enc = derivationAlgorithmK enc (Kseed) (Y)

K mac = derivationAlgorithmK mac (Kseed)
RND.ICC = RNG (8 bytes) (V)

RND.IFD = RNG (8 bytes) (¥)

K.IFD = RNG (16 bytes)

S = RND.IFD || RND.ICC || K.IFD

E.IFD = encryptionAlgorithm [K_enc] (S)
M.IFD = macAlgorithm [K_mac] (E.IFD)

M.IFD =?= macAlgorithm [K_mac] (E.IFD) ()
S' = encryptionAlgorithm™ [K_enc] (E.IFD)
o hel 3590 b avslia g S' 5IRNDICC L5
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9 se 3l S' 5 KIFD

K.ICC = RNG (16 bytes)

R =RND.ICC || RND.IFD || K.ICC

E.ICC = encryptionAlgorithm [K _enc] (R)
M.ICC = macAlgorithm [K_mac] (E.ICC)

(SSC) Jlo,l s 5 00 jlos g dud> sloa S 5wl ()
K enc || K mac || SSC = derivationAlgorithmSessionKeysAndCounters(K.ICC)
result = ( M.ICC =?= macAlgorithm [K_mac] (E.ICC) ) (Y)

R' = encryptionAlgorithm™ [K_enc] (E.ICC)
ol kol 9550 b annlin g R' 51 5L 5L RNDLUIFD
Dgd 03l )8 e SO wisls ply S
Sed oo 2bL R GIKICC

K enc || K mac | SSC = derivationAlgorithmSessionKeysAndCounters(K.ICC)
authenticationProtocolData ::= result BOOLEAN as OCTET STRING (A)

Sl Camdg 69y G Y-F-N-I

0300 2k oad (65 NKal 0atiS et Cuge dy bagyye Cosn ol Cuxdy (JSign ol jeelcuiise plail I
Al aleS 9,0 dud> S g 048 02l TRUE jlade a4 &5 (60 5,18 4l

Encipher Y-1Y-!

iS5 3L oS Wb Encipher Joe conlgsj0 SO aiS po oolainl SSg, ol 5l a5 GloaiiS pleie Cuse o
&l 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-1\- !

iS5k oS Wb Decipher  Jos conlgm 0 G S oo colainl JSSgp ol 5l a5 loaS pleie Cugn o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 4-1)- !

iS5 3L oS Wb GetRandom Jae Canlgs 1o G caiS oo oolatnl JSGg, ol 5l a5 gloaisS plain Coga jo
&l 5 5 1) API_INAPPROPRIATE _PROTOCOL_FOR_ACTION

Hash Y+-\)-!

S5k o5 wb Hash Joe clgs ) o waiS oo osliinl JSSgn nl 5l &5 loasS plote osa 5
.3ils,5 5 |, APL_INAPPROPRIATE PROTOCOL_FOR_ACTION

Sign 1)-1)-l

iS5 aS Wb Sign Jes cwlet o G caiS o oolawl JSTgy opl 1 a5 GlaiS plae Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
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oS Wb VerifySignature Joe Canlgs 0 G S o oolatwl [SGgy cpl 1 a5 GlauS plee Cogr o
&l )5 5 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION _ui5;L

VerifyCertificate Y -1)-&JI

&S wb VerifyCertificate Joe Cunlss 0 SO waiS o oolatwl JSGgp ol 51 aS gloasS ploie Cogp o
&l )5 5 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION __ui5;L
CardApplicationEndSession Yf—-1- !

ol lp Caslez 0 Sl Caga ol S oo eslitul (JSSg nl 5l e leansS plete Cuge a5 (nl 5l
55k oS g S elas FALSE @ 1) oS ploie Coge cnl & by Cuge sl Condy b Jos
Xls 5 1, API_OK

SelS 51l b 005 1S (gt g jowr (682,15 oli 2 48 b0 g8 11 VY-l

lod laibinl ahowy 4wl il b adybgs Cuga ol JSSgn b a5l G wuge Lot SS9 0ol
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API GCI

K ST v ol v )8
RND.ICC  |g 4——— RND.ICC :l
RND.IFD o)
K.IFD
N (©
QData CI);’L';..J :
® | e T 2 1
Data || MAC SOFE 9P
K.ICC oJg
S” S oo
® 5 2l @
KICC bl ——— Data” il 5,
MAC”
sloods” LSas @ slaods” LSas
oo Lo el :-I Wrous Lo el :_I

SlS” |l b 00 1u5" g pw (69 32,15 4ol pp 4B jbogo g 1yl Ve AN JSh

IS gy s ailolls VY-

{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) o oo alulil alowg 4 JSSg, ol
g oo (o lwlids client-application-mutual-authentication-wke (12) }

S CwoMe Y1V -

Syl ly 3 IS Clde wiS oo oolawl ( JSTg, ol 5l aS sloaisS plese Cuge

MarkerAP012 ::= SEQUENCE {

encryptionAlgorithm OBJECT IDENTIFIER,

macAlgorithm OBJECT IDENTIFIER,
encryptionAlgorithmForSessionKey OBJECT IDENTIFIER,
macAlgorithmForSessionKey OBJECT IDENTIFIER,
derivationAlgorithmSessionKeysAndCounter OBJECT IDENTIFIER,
K enc OCTET STRING,

K mac OCTET STRING,

DIV_IFD OCTET STRING
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)5 Jsb ool A DIV_IFD o

DIDCreate ¥-1Y- !

b eolaiwl glp ouisS plaie Cogr SO ool (gl euls a8 5 o DIDCreate Jos Caslez,0 G
By o5 Y-1Y-al jo a5 digSilen aS° Jl> 5o ol DIDUpdateData sl )by G Jolis al cCusn 5>l JSGgy
Sl SS9y o0l o> 3 e amarker oo

DIDUpdate ¥-\Y-JI

Fally Jols b casS oo colaiwl JSGg ol 5l aS sloasS plese Coga o DIDUpdate Jos cuwlys o0 S
ol el HlaScedle marker ol Gy, Y-1V-l o a5 4sSles oS Jb> 0wl DIDUpdateData
el SS90

DIDGet &-\Y -l

Dl S oo oslinal Cyse ol JSSsn Gl 5 aS GloasS plate Cuge b e DIDGet Jos sl w2l
.aob DIDStructure ol b G Jolis

Coga 3l F-1Y-Q

L  DIDAuthenticate  Jos 5,00 bcwlss o alogd  woge Il SSen ol
Falb SO olen A Sy caiS plede Cuge 9 Jlasl 0,5 o)l L CardApplicationStartSession
g oa 1>l ey 40 00l (4 125 authenticationProtocolData

3 e V-2V Y-

3,9 Cawd @ 1y oL A DIVUICC o) al> o 5l 18wl 005 1.5 gy 690,15 aali o

a9, V-F-1Y-l

authenticationProtocolData ::= empty OCTET STRING (})

RND.ICC = RNG (8 bytes) (Y)

authenticationProtocolData ::= RND.ICC OCTET STRING (Y¥)

RND.IFD = RNG (8 bytes) (¥)

K.IFD = RNG (32 bytes)
S =RND.IFD || SN.IFD || RND.ICC || SN.ICC || K.IFD
Data = encryptionAlgorithm [K_enc] (S)
MAC = macAlgorithm [K_mac] (Data)
authenticationProtocolData ::= SEQUENCE { (&)
Data OCTET STRING,
MAC OCTET STRING
h
MAC =?=macAlgorithm [K_mac] (Data) (%)
S' = encryptionAlgorithm™ [K_enc] (Data)
g oo dunlio dayl Lol 0)lg0 b g digd oo ob3L S I DIVICC 4 RND.ICC
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Sed oo bk S' I KIFD
K.ICC = RNG (32 bytes)
S"=RND.ICC || DIV.ICC || RND.IFD || DIV.IFD || K.ICC
Data" = encryptionAlgorithm [K_enc] (S")
MAC" = macAlgorithm [K_mac] (Data")
authenticationProtocolData ::= SEQUENCE { (V)

Data" OCTET STRING,
MAC" OCTET STRING

} g oo duloe Kippiice adsl jlaie b alds” 51 ((SSC) Jlu )l o 5 005 jlads 5 aud> slaaldS” (A)
K enc || K mac || SSC = derivationAlgorithmSessionKeysAndCounters(K.ICC)
result = ( MAC" =?= macAlgorithm [K_mac] (Data") ) (1)
S"'= encryp‘[ionAlgori‘[hm'1 [K enc] (Data")
g oo dmnlie oyl Lol 5las b g 2gls o 2L3LS™ 5IDIV.IFD ¢ RND.IFD
Sed oo 2L S" SIKICC
g oo damwlxe Kipprice adgl jlaie b alds 51 «(SSC) Jlo,l s 5 00 jles g dd> slaalS
K enc || K mac || SSC = derivationAlgorithmSessionKeysAndCounters(K.ICC)
Gl Cardg 59, G V-7Vl
0900 Bk 0ad (6, NSel 0atiS Hlate Cuge dr bgrye Cogn ol Candy (JSSgn nl jreliudise plosl I
Al dlg> £ 5 > S g 098 0uas TRUE ladie 4 )57 (60 0,5 asli
Encipher Y-1Y-&JI
iS5k oS Wb Encipher Jos caslgs o SO iS00 oolainl JSTg ol 5l a5 GleaiS plaie Cuge o
.2ls,5 » |, API_ INAPPROPRIATE PROTOCOL FOR_ACTION
Decipher A-\Y -l
=S 3L oS Wb Decipher  Jos Canlgs 10 G S o oolaiwl JSTgp ol 1 a5 GloaiS plese Cosn o
&l 5 5 1) API_INAPPROPRIATE _PROTOCOL_FOR_ACTION
GetRandom 4-1Y- !
iS5 3L oS Wb GetRandom  Jae Canlgs 1o SO caiS oo oolatnl JSTg, ol 5l a5 GloaisS plaie Cogn o
.2ls, » |, API_ INAPPROPRIATE PROTOCOL_FOR_ACTION
Hash Y+-\Y-JI
iS5k oS Wb Hash  Jos conlgsyo G aiS o oolaiul JSTgp ol 5l a5 loaS pleie Cogr o
.2ls,5 » |, API_ INAPPROPRIATE PROTOCOL FOR_ACTION
Sign 11-1Y—
iS5k aS Wb Sign Jes cwlet o G waiS o oolawl JSTgy opl 1 a5 GlaiS plaie Cuge o
&l 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
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VerifySignature \Y-1Y- !

oS Wb VerifySignature Joe Canlgs 0 G S o oolatwl [SGgy cpl 5l a5 GlaS pleie Cogr o
&l )8 w1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L

VerifyCertificate VY -Y -

oS Wb VerifyCertificate Jos cunlss 10 G S oo oolawl JSTgy opl 51 a5 GhaiS plae Cuse o
&l )8 w1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L
CardApplicationEndSession Yf-1Y-J!

ol lp Caslez 0 Sl Caga ol S oo eslitul (JSSg nl 5l e leansS plete Cuge a5 (nl 5l
55k oS g WS elas FALSE 1) oS plaie Cuge ol & bgrye Cuge Sl Condy b (Jos
ils 555 1, APL OK

Oy (a9 0 (683315 Aol )Ll (22,15 ago 5l VY- A
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{INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) o ob aslwlils dwg 4 JSSg, ol
Dg oo (2 lwlid client-app-asymmetric-external-authentication (13) }

HlaS Cudle Y-1Y -

Sl 1y 5 laSciedle (S o ool ( SSg ol 1 aS sloaisS leie Cogn

MarkerAP0O13 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,

publicKeyMaterial OCTET STRING,
nonceSize INTEGER

}
DIDCreate Y-\Y -l

ol bosslatwl glp saiS plete Cuse SO ol (glp ouls aid,5 Ll s DIDCreate Joe Cuwly> 0 SO
By o5 Y-AY-al jo a5 digSilen o5 Jl> o il DIDUpdateData il )by G Jolss aub cCusn >l JSSg5
Ll SS9 opl o AT Cwde amarker ool

DIDUpdate ¥-\¥- !

WS oo ooliiul Cuge sl JSTgy cpl 3l aS sloaisS plaie Coga b ks e DIDUpdate Joe coslss o SO
aarker ool w5 Y-V\V-Gl 0 a5 45Sles a5 J> o ol DIDUpdateData jool )b G Jolss 3L
Gl SS9y 0l o> A e

DIDGet d-\Y- I

b S oo oolinal Cuge sl ISSsn cul 5l a5 sloasS” pleie Cuse b Las e DIDGet Jos sl 9
oL DIDStructure ol b G Jolis

Cugd jll Y-

sl G L DIDAuthenticate  Joe S5 Cwlgm o G dewy 4 woge el SS9 ol
Ded oo Lyl ey 40 0al (25 authenticationProtocolData

CardApplicationStartSession  Jas Coslgs ;o G S oo ooliwl g, cpl 5l aS gloaisS ploe Coga o
&l )8 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION _issbasaul

a9y V-F-1Y-

authenticationProtocolData ::= empty OCTET STRING ())

nonce = RNG (nonceSize) (V)

authenticationProtocolData ::= nonce OCTET STRING (¥)

signature = encryptionAlgorithm [privateKey] (nonce) (¥)

authenticationProtocolData ::= signature OCTET STRING (&)

message = encryptionAlgorithm™ [publicKey] (signature) (%)

result = (message =7= nonce)



authenticationProtocolData ::= empty OCTET STRING (Y)

Sl Candg 59, U Y-F-IY-I

Cogd 4 bge Cuse il Cansg il TRUE L ol o result loade ST JSGg, ol juelcaddse plosl 5l
D¢ mudais TRUE jlage a0 &L157 (60 50,15 aeli 5 59,0 b conds (6,13860 ouisS o latin

Encipher ¥-1Y -l

outBuffer = encryptionAlgorithm [publicKey] (inBuffer)
Decipher A-\Y- !

iS5k oS Wb Decipher o conlsm 0 G S oo colainl JSTg ol 5l a5 loauS pleie Cugn o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
GetRandom 4-1Y-al

random = RNG (nonceSize)
Hash Y+-\Y-JI
hash = hashAlgorithm (message)
Sign \\-\Y-&JI
iS5k oS Wb Sign Jee cnlsm 0 G aiS o oolatnl STy cpl 1 a5 GleasS pleie Cagr o
&by 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
VerifySignature \Y-1Y -

message =?= encryptionAlgorithm [publicKey] (signature)
ils )5 o0 |y API_INVALID_SIGNATURE @90 () i )0 «ls 5 0 1) API_OK i, TRUE 51

VerifyCertificate ¥ -1Y - !
(Bl g5 4 st

hash = hashAlgorithm (certificate without signature)
hash =?= encryptionAlgorithm [publicKey] (signature from certificate)

ls,5 o |, APL_INVALID_SIGNATURE &0 5l e ;5 il ,§ oo |, API_OK .5l TRUE 51

(M-EAC) (Glodgs 4l drwgi (omw yimwd J 508 JSG g VF-I
<SS olye» 4 Differential-IdentityAuthenticate  Slg>l3 aliws 4 &lgh oo 005 18 gy (69,15 acl
Cuse Ll USsn Olse a4 oald atie 6259, Coll pas b a8 bos cuse 5l >l (glls a5 DIDName

wlad el ]y JSSg, nl sl e
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o5 asl
oS
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S i el 25 gam anl

g looalsS Sloya; S Jobs IR 5 laalsS oy S anb

N
oy slaolls’ SPFE slasds qu-/l
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PuK.SAL.KA Q...Jy (/- =,
Prk.SAL.KA L E)
W
h=hash(PuK.SAL.KA) a5 r" E h
Jls -« >/
KeyID(PuK.SAL.AUT) || h PUK.SAL.AUT bl
—.. _':
. . I . .
RND.ICC Caulgs s RND.ICC aJgs :| ( 7
"'-—' R
S=[RND.ICC || S5
hash(PuK.SAL.KA)]
o+
slasl acwlo o~
' il b &)
[PrK.SAL.AUT] (S) [ :I L\

—, L . —-. Co . g .\ c
(9 | CICCAUT sl 5 Casly o 152 51 (255 il 5

)/ -— WICC
Ksauicc=PuK.ICC.KA* - hash(PuK.SAL.KA)
PrK.SAL.KA -
Jbs)! » dlxe
KeyID(PrK.ICC.KA) || Ksaricc=PuK.SAL.KA*
PuK.SAL KA - PrK.ICC.KA
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IS5 g1 5o Al V-1 F— Al

9 o0 (lwlid ) s b laailulil alwg a5 Coge 5l SS9
I- {INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) authentication-
protocol(0) Modular-extended-access-control-protocol(14) without-local-authentication(0)}
2- {INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) authentication-
protocol(0) Modular-extended-access-control-protocol(14) with-non-traceability(1)}
3- {INSO (1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) authentication-
protocol(0) Modular-extended-access-control-protocol(14) with-local-authentication(2)}

SIS cuwdle Y- -l

Syl ly w3 IS Clde S oo oolawl ( JSTg, ol 5l aS sloaisS plese Cuge

MarkerAP014 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
encryptionAlgorithmForSessionKey OBJECT IDENTIFIER,
macAlgorithmForSessionKey OBJECT IDENTIFIER,
K enc OCTET STRING,

K _mac OCTET STRING,

derivationAlgorithmK enc OBJECT IDENTIFIER,
derivationAlgorithmK mac OBJECT IDENTIFIER,
keySize INTEGER,

CHOICE ¢{

SEQUENCE {

publicKeyMaterial OCTET STRING,

privateKey OCTET STRING

5>
generateFlag NULL

}s
nonceSize INTEGER

}
DIDCreate Y¥-Y¥— I

JSGg,m ol b oolaiul (gl onisS plaie Cugr G ol (gl oalaid 5 \Las o DIDCreate Jos Canlgs 0 SO
i (e V-1 F-all o a8 aigSSlen a5 JI> ,o ol DIDUpdateData yial )b G Jolss b ccugn 5l >
Sl SS9y 0l o> 35 e amarker

DIDUpdate f-\¥- !

iS5 3L a8 Wb S e colainl SS9 opl 1 a4 GloaiiS pleis Cuge o DIDUpdate Joe cosles o0 G
&ils 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

DIDGet 8-\f-JI

Jolss Wl S oo colainl Cogn lml USSg n cpl 5l aS sloaisS pless Cuge b Las o DIDGet Jos (gl 0l
5L DIDStructure ol b S

Cogd el F-1F-Lall

sl S L DIDAuthenticate  Joe S Cwlgr 0 SO alewsds o ] S ol

g oa 1> ) 40 iy ,x5 authenticationProtocolData
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CardApplicationStartSession  Jos Cewlys )0 G S oo oolaiw] JSTgp cpl 5l a8 loaisS ploe Cuga o
&l 5 5 1, API_INAPPROPRIATE PROTOCOL_FOR_ACTIO __isjLasab

a9, )-F-1F-

authenticationProtocolData ::= publicKeyMaterial OCTET STRING ()

oges aels sl el )b (2L (V)

28 Hya by e SLIH(Y)

—= Bl g slS 0l Sl

SAL & 3laie CA 2165 5 cogas 0dS @) Loy e Root CA uub (F)

verifySiganture (PuK.RCA.AUT)
verifyCertificate [PuK.RCA.AUT](C_CV.CAsaL.CS_AUT)

SAL & 3laie Zuga 5>l (2155 9 SAL 4 by e CA Cugo 5>l (oals5 4y Blate (cages 9olS slasl uub
verifySiganture (PuK.CAga.CS_AUT)
verifyCertificate [PuK.CAsaL.CS_AUT](C_CV.SAL.AUT)

S e 05 o Bge S o |, PUK.SAL.AUT JICC

()5 ose 5> SAL coge ol
WS oo g Bolal &jp0 a ) WIS 15 WIS céx SAL (0)

PuK.SAL.KA = RNG (keySize)

PrK.SAL.KA = RNG (keySize)
hash = hashAlgorithm (PuK.SAL.KA) ()

message = (keyld (PuK.SAL.AUT) || hash)

RND.ICC = RNG (nonceSize) (V)
S = [RND.ICC || hashAlgorithm (PuK.SAL.KA)] (A)

signature = encryptionAlgorithm [PrK.SAL.AUT](S):lasl ool
digest = encryptionAlgorithm [PuK.SAL.AUT](signature)
Dg o0 duslie oyl Lol 0590 b g 0gi 0 2L 3L RNDICC
(s cugn 5D ICC cugn 51>t -
ICC & @l Cugo 521 ol a0l (V)
verifyCertificate [PuK.ICC.KA](C.ICC.AUT)
WS o duloe |y 0ldS” 38lg5 0AS SAL (V+)
Ksavice = [PuK.ICC.KA * PrK.SAL.KA]
message = (keyld(PrK.ICC.KA) || PuK.SAL.KA)
LS oo dslima |, 04lS 3815 01 ICC (V1)

hash =?= hashAlgorithm(PuK.SAL.KA)
KICC/SAL = [PUKSALKA * PI‘KICCKA]

WS o0 ddei [y MAC ails 5 ilSS5e, 5l ands> slaads ICC (YY)

K enc = derivationAlgorithmK enc ()
K _mac = derivationAlgorithmK mac ()

A5 oo g3 | MAC a5l 50, (gl dd> claodS SAL (1Y)
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K enc = derivationAlgorithmK enc ()
K _mac = derivationAlgorithmK mac ()

ol e 05 18—
authenticationProtocolData ::= result BOOLEAN as OCTET STRING (\¥)

Sl Candg g, U Y7

4l (59,0 o s Il oaiiS plaite Cugn 4 bgyye Cuga Sl Caxdg (SS9 n ol faelaise plesl |
S 03 (6 et 0,5 (60,8

Encipher Y-\f-&JI

outBuffer = encryptionAlgorithm [privateKey] (inBuffer)
outBuffer = encryptionAlgorithmForSessionKey [K enc] (inBuffer)

Decipher A-\f- !

outBuffer = encryptionAlgorithm [publicKey] (inBuffer)
outBuffer = encryptionAlgorithmForSessionKey™ [K_enc] (inBuffer)

GetRandom 4-Yf- !
random = RNG (nonceSize)
Hash Y+-\f-J!
hash = hashAlgorithm (message)
Sign 1\-1f-all
signature = encryptionAlgorithm [privateKey] (message)
VerifySignature 1Y-1f- !
message =?= encryptionAlgorithm [publicKey] (signature)
&l )8 cop |, API_INVALID_SIGNATURE & 50 ol e )0 ils 5 o0 1) API_OK il TRUE 5

VerifyCertificate \¥-1f- |
(Pl g9 4 bygis

hash = hashAlgorithm (certificate without signature)
hash =?= encryptionAlgorithm [publicKey] (signature from certificate)

Ails )5 e 1y APL_ INVALID_SIGNATURE & g0 ol jé )0 3l )8 0,0 |, APL_OK sl TRUE 31
RSA p o ad,bogd Cogn jlol b ods JULsl 1 b- I

S olye» 4 Differential-IdentityAuthenticate  JSlg>l3 aliws 4 &lgh co 005 18 gy (69,15 acl
sl USSep oleie 4 ool asie RSA 5 ciiw ad,bgs Cugn >l L adS Jll gljls a5 DIDName
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g s o ailolils V10— I

{INSO(1) standard(0) INSO 16386 (16386) part3(3) .« & alwlils alewg a4 Cugn jlal IS, o0l
e oo (olwlid annex-a(0) key-transport-with-mutual-authentication(15)}

HlaS Cuodle Y-10-I

Sl 1y 5 laSciedle (S o ool ( SSg ol 5l aS sloaisS leie Coga

MarkerAPO15 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
hashAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,

CHOICE {

SEQUENCE {

publicKey OCTET STRING,

privateKey OCTET STRING

5>
generateFlag NULL

}s
nonceSize INTEGER

}
DIDCreate Y -10- !

el bosslatwl glp saiS plete Cuse SO obnl (glp ouls aid, 5 Ly s DIDCreate Joe Cuwly> 0 SO
By o5 Y-V 0=l o oS 4565les oS Jl> 0wl DIDUpdateData ool )l G Jolls &b ccogn 1>l JSGg,
Ll SS9 opl o AT wde amarker ool

DIDUpdate ¥-\d- !

iS5k oS Wb S o oolaiul JSGgy ol 5l a5 GleaiS plaie Cuga o DIDUpdate Joe cowlys 0 SO
&l 5 5 1) API_INAPPROPRIATE PROTOCOL_FOR_ACTION

DIDGet 8-14- !

ol Wl i oo colaznl Cogr il ISSgn cpl 5l aS sloaiS pleie Cuge b Jas o DIDGet Jos (gl 5 0l
.50 DIDStructure jol,b S

Cugd 3l >l F-V0-I

sl G L DIDAuthenticate  Jos S5 Coslgd 0 SO alwgds Zugr el ST ol
Dg oo 1> ey 40 iy ,25 authenticationProtocolData

CardApplicationStartSession Jas Counlsm 0 G caiS co oolisiwl JSTg, cpl 51 a5 loasS plain Cugn (o
&l )8 0 1, API_INAPPROPRIATE_ PROTOCOL_FOR_ACTIO i3 5Lasasb

agy\-F-V0-I

authenticationProtocolData ::= empty OCTET STRING ())

SAL la2lss 5 (sog0e sloadS lal> o wiz wli (V)

ain, CA oges 0S5 LCA' als¥ 0uls (0-Y)

verifyCertificate [PuK.RCA.AUT] (C_CV.CA.CS_AUT)
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S e 03 |, 1S 45,0 PUK.CAgAL.CS_AUT Jade JCC wsli Copidge 51 o
SAL coga jl,2l oalsS ol (V-T)

verifyCertificate [PuK.CAsa1.CS_AUT] (C_CV.SAL.AUT)

S e 0 o Bge e Sy 40 |y 2lsT s, PUK.SALAUT e JCC i Cuibge 5 e

ICC slo 25T 5 cogos sloolS (glal> o aiz ol ()

1S e b6 ICC 5ISAL

CA & 3laie PUK.CA1cc.CS_AUT _oges 0lS (g5l JCC 4y 3laie C.CA.AUT CA _alsS

&l oolil 5,50 ACC 4y lete PUKICCAUT oges oS g5l JCC & slese CICC.AUT _alsS

9o 5>l
verifyCertificate [PuK.CAjcc.CS_AUT] (C.ICC.AUT)
S oo 0,058 ¢ Bge ysb 4y |y 2lsS 5,0 PUKICC.AUT Jlaie SAL b Cosidge 51 e

PrKICC.AUT ogas Cus 5>l olS Gl gl ICC (%)
o5l 50, sl PUKSALAUT SAL 4y sl ogas 15 s, ICC ()

—ICC cugn o5 52—
23S oo Jlol 5 9dss SAL (8)
SN.SAL = SAL i ;s o,Le5(8 LSB)

RND.SAL = RNG (nonceSize)
challenge = (RND.SAL || SN.SAL)

023 oo gl 5 S oo adgi esliasl S ICC (V)
Kice = ICC & et |05 ailis cleMbl

signature = encryptionAlgorithm [PrK.ICC.AUT](challenge || Kicc)
response = encryptionAlgorithm [PuK.ICC.AUT](signature)

A o 9l |, ICC Guly 5,5 slasl SAL (A)

signature = encryptionAlgorithm [PrK.ICC.AUT](response)
result =?= encryptionAlgorithm [PuK.ICC.AUT](signature)

—SAL uga 55 5l -
29 Al ICC aliwg a3 b oS o adgs sLael SAL (1)
KsaL =SAL & slee ouls ailis Sledsl
SN.ICC = ICC b ,w o,leis (8 LSB)
RND.ICC = RNG (nonceSize)
S =(RND.ICC || SN.ICC) (\ +)

signature = encryptionAlgorithm [PrK.SAL.AUT] (KsaL || S)
challenge = encryptionAlgorithm [PuK.ICC.AUT] (signature)
A.;S‘S,o Ml.» |) SAL 4.1.3“:9 QO ol aoL’;.u).é u».]b 9 S| QjLé:;-"KICC l-fKSAL aS \.X;.SLSA MbICC (\ \)
Ksar =?=Kicc
signature = encryptionAlgorithm [PrK.ICC.AUT](challenge)
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result = encryptionAlgorithm [PuK.SAL.AUT](signature)
authenticationProtocolData ::= result BOOLEAN as OCTET STRING (\Y)
}
Gl Cardg 59y G Y-F10-I
O3y0 00 (g ASel 0aiS plate Zuge 4 byyye Cusn ol Caxds (JSign ool seelcaibse plal 5l ey
Encipher Y-10- !

outBuffer = encryptionAlgorithm [privateKey] (inBuffer)
Decipher A—\d- I

outBuffer = encryptionAlgorithm [publicKey] (inBuffer)

GetRandom 4-10- !

random = RNG (nonceSize)
Hash +-\0-&JI
hash = hashAlgorithm (message)
Sign 11-10- !
signature = encryptionAlgorithm [privateKey] (message)
VerifySignature \Y-14- !
message =?= encryptionAlgorithm [publicKey] (signature)
Xl 3 s0 1, APL_INVALID_SIGNATURE & g0 () pé j0 ks 5 oo |, APL_OK b TRUE 31

VerifyCertificate Y -10- !

«certificateType & bgis

hash = hashAlgorithm (certificate without signature)
hash =?= encryptionAlgorithm [publicKey] (signature from certificate)

13,5 soys |, API_INVALID_SIGNATURE & g0 il yué o eils,S o1 |, APL_OK sy TRUE 51
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A Caodle Y-15- Ll

Al ails ) m5 IS Cdle b S o oolatnl (ST, ol 5l A SloaisS plese Cuge

MarkerAP016 ::= SEQUENCE {
dateOfBirthReference DSIReference,
attainedDate OCTET STRING

}

ol el aiS gl )l oIS (69 )15 deli (9,0 odbe ;S Al 4y WL dateofBirthReference 45 Jb> o

Dgdge Ry ) Dyge & gl
DSIReference ::= SEQUENCE {
alD APPLICATION IDENTIFIER,
dataSetName DataSetName,
dSIName DSIName

}
Bb el 0o gl )l ] 4 dateOfBirthReference alwgas a5 DST ;5 ool 0,53 Wg5 gl g attainedDate

Aok yyyymmdd & a0 4

DIDCreate ¥-\5— !

WS oo ooliwl Cuge el SSg ol 5l A GloaisS pleie Cuge b Lo e DIDCreate Jos conlss o0 SO
aarker ool w5 V-1P-Gl o oS aigS les a5 Jl> 0wl DIDUpdateData jol )l G Jolss wb



DIDUpdate ¥-17-JI

Wb WS o oolaiul Cose il IS, opl 5l a5 sloaiiS pleis Cugr jo DIDUpdate Joe casles o S
-l amarker ool Gy pad Y-VF-all (o oS aiS les oS Jl> 0wl DIDUpdateData ol b G ol
Gl SS9y ol ol NS

DIDGet 8-\5- !

ol b eS8 oo oolitul Zuga 51l IS n cnl 5l a5 GloaS plete Cuge b Las e DIDGet Joe (sl 90U
5L DIDStructure ol b G

Cogp 3l 2l F-VP -l

sl G L DIDAuthenticate  Jos (S5 Calgmy0 SO dlwy a4 wogr el JSSen o)
Deb oo Lyl ey 40 0al (x5 authenticationProtocolData

CardApplicationStartSession Jos Cewlsm 10 G S oo oolatwl JSGg, cpl 31 a5 loauS plaie Cuge o
&l )8 5 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTIO i3 5Las sl

Qg V-F-17-

authenticationProtocolData ::= attainedDate OCTET STRING (V)

yyyymmdd & s0 4 dateOfBirthReference (yg,0 ool gl )| Wov 70,6 &j90 len 4 &L attainedDate
D9l (ga B

Wagr el WSS daad Wb ands o gl 1ol said dal (ugr el Camsg aSI 1 luwdsl (V)
5L e

dateOfBirthReference o3 5,5 DSI gl> )l jo ool 0,53 &)U L attainedDate awio

Rl )0 0gh e 0ild, Sy paaliadbse azs il Wg gl ol 5l Saas L Ll attainedDate S
g g0 0518 )T 1y (S Al (O y g0

Samdg il )5 (1)

Sl Camdg 59, U Y-F-17-A

rleie Cuse ol 4 o Caga Sl Cundg (3850l b seeliadbas wosn ol US5sn cnl plasl 5 ey
- oo 9 el 00l Bl (4 Sl Cogr xS e Hlas Wb ol el edais “true” 4y Wb asS
D9l LSSl cnl gl Wlgs

Encipher Y-\#-JI

SHSE S5 wl cele S e sl s ol & gleanS plite Cesp o
&l 5 5 1) API_INAPPROPRIATE _PROTOCOL_FOR_ACTION

Decipher A-\#- !

S il cwls e oS e eslal JSSgn ol 5l &S GlaShlee Cage o
&l 5 51 API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
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S S o ooleiwl STgn ol L aS GlaiS plaie Cogr o
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&l )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
Sign 1\-\#-
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&l 5 5 1) API_INAPPROPRIATE PROTOCOL_FOR_ACTION
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G50, Al alS” JLo)|
o
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Sy ddz S 0 S 0,050 \__4_,;
laie cpoal Sluyply
i b Cardg 40,5 MAC
Aadz 0S5l eolaul b
Oled 5 Sty ils S
.o MAC
=5 5L MAC ol o
§ L 5 )
|'{{— ) ws u..\;lo)f))
Ay

dds ouls 5Ll (641,38 - V0-I JSCS

I 95 5o dilwlils V-1V -

{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) .« oo ailulil dwg 4 JSSgp oyl
e oo olwlid asymmetric-session-key-establishment(17)}

SIS e Y1V -l

Syl ly iy IS Clde S oo oolatwl ( JSTg, ol 5l aS sloaisS plese Cuge

MarkerAP017 ::= SEQUENCE {
encryptionAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
keyTransportProtectionType INTEGER,
privateTransKeyReference DIDReference
CHOICE {

SEQUENCE {

privateKey OCTET STRING,
publicKeyMaterial OCTET STRING

1

IE)
SEQUENCE ¢{
privateKeyReference DIDReference,
qy



publicKeyReference DIDReference

} b
generateFlag BOOLEAN

} b
sessionMACAlgorithm OBJECT IDENTIFIER,

sessionENCAlgorithm OBJECT IDENTIFIER
H

ol el aiS gl )1 IS (60 )15 aeli 9,0 00l 0,33 Fu b 4y Wl dateofBirthReference «5° Jb> o

1Dgd o0 B py Oyge 4 gl
DSIReference ::= SEQUENCE {
alD APPLICATION IDENTIFIER,
dataSetName DataSetName,
dSIName DSIName

}
ool olSse, b (0) oly (o &yg0 4 cogas oS LT aS aeo Lis oL keyTransportProtectionType

o5os LS SO ggl> Sz 218 SO L seges 0 LS S wilgs o publicKeyMaterial .og oo Jiiis (1)
3 publicKeyMaterialReference privateKeyReference sl sl 3 - WIE
o0l iy x5 D yg0 d ca> po (] LSl i o gl LSS e, oS G 4y privateTransKeyReference

] Ry°
DIDReference ::= SEQUENCE {

scope DIDScope,
dIDName DIDName

}
DIDCreate Y-\Y-JI

ol b eolaisl gly saS plee Cogr SO obm! (glp ouls a8 3 Jlas o DIDCreate Jos Cawlgs 0 G
wddb i Y-VY-Gall o S S les a5 Jb> o il DIDUpdateData ol )by 6 Jolis b (JSSgp
Sl SS9y 0l o> 35 e amarker
SS9 anil oud sl i pS g 3 4l Sl Z)l (seges g (coga WIS hx o A5 (63,90 50
(D5 (60,5 asliy g 00 S g 69,5 acly o DIDCreate Jos (> 0 Sl 13 oogas
(Gl oabqudais €ouds SLil5e » (1) 4 keyTransportProtectionType  Ja) og9d Jaise ailo e & je0
SN BLETESES
Dgu (Gl Wy (39 dxxl 10 VO-VV-all @) el Jlasl oS 5 CJB 5l oslannl b b cogas oS -
3¢ ¢l | privateTransKeyReference yiol )l oyg,0 wb 09250 sogar o lS S -
@) el Jl oS 5 aiag ol le ,o Wb privateTransKeyReference L jblis ogee oS -
3,8 41,8 solazl 890 (09 dxzl 0 VO-V V-2l
) ol JUET oS 5 a5 0 0) 5 el cnl 40 bgrpe Cugn 2l JSSgn (ol iluesls -
les 3ley DID o (g3lwe w3 sl cogar odS zl 5wl jshaie 4 ], (098 dnxl o VO-V V-l

Jos 2 0 (gogar OS5 eges adS Wl KT w0gd udas TRUE 4 generateFlag S
¢ Judgs DIDAuthenticate
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a gl SOl pogad oIS oS wed eulais (1) oo il 5w, 4 keyTransportProtectionType 51
510 5118 005 1S gy (69,9515 dal s (0 a5 Al (00sS plade Cugl) S5z g0 JS SO
DIDUpdate f-\Y- !
WS oo ookl Cugr il STy cpl 5l aS SleasS plese Coga b g e DIDUpdate Joe coslys o SO
aarker ool a5 Y-VV-Gl 0 a5 45Sles a5 J> o ol DIDUpdateData jool )l G Jolss 3L
Sl SS9y 0l o5 I3 e
g oo s Y ,o DIDCreate Jos (5lp ool oy Oj90 lan 4 lads marker [L5Ls slaals
DIDGet d-\Y- I
Faebly S ol bl S (oo oolaitul JSSg (l 51145 slowisS” plete Cuga b bas o DIDGet Jos (sl 9l
.a%b didStructure
L ogee oS Sledbl za LS ol i wudas TRUE « generateFlag 31« pgasy JSSgy ol sl
(el oS i o] wgis eulats generateFlag 51 .0gd 0ails 3 5 ¢ oges adS S Sledbl 4 ol
g 0ails )5 5wyl publicKeyMaterial g cowl ooy gl )1 L L]
Cogd 3l > PV -
sl G L CardApplicationStartSession  Jos S Cwlgd 0 S abewy @ SS9 o)
Ded oo >l ey 10 0l yxi O a0 4 « JI> authenticationProtocolData
oS" .U DIDAuthentication Joe calss )0 G diS oo oolaiul JSSg, ol 5l a5 sl pleie Coga jo
&l )8 w1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L
ag,y\-F-1YV-Q

authenticationProtocoldata ::= SEQUENCE { (+)

certVerificationProcess INTEGER,
crlAddress OCTET STRING OPTIONAL,

ocspAddress OCTET STRING OPTIONAL
}

s ylade 5l Zlaul oo ide S Juls sasmsylis S certVerificationProcess yiul )l a5 (5 5k 4
] 33

sl w8l (0) -

slael ol (1) -

slassl )b asl @2) -

CRL 3T 4) -

OCSP oa2s gewly gy (B) -

() OCSP oxs2s fewly G 0 9liwe 5 (2) slasl fu,b aul (1) slasl ol wisejls a5 400l SO S

ol dalgs Sas | (1H248) 11 g (aedigy G el o
S el o 1) dudz 0ldS o il o)), Ll wdle wyl SAL (1)
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QS g 00 adei o el oS clx SO Wb el e TRUE & DID generateFlag laScwde 31 (Y)
bj.w odﬁ‘o)fﬁ a)‘dfw)l.c ) ».\.aLs SR
WS G el e a5 lwy! publicKeyMaterial &b wgid wudais DID generateblag jlaScwdle S
D 0,8 1 AT Cde jo il Jlisws 2l SO L )ikl eges
saaslis b glhe 1, ol «g)lisl b a SAL a5 cunl (Sew (Jluzws algs @l &jen 5o (V)
&S oo certVerificationProcess
0 SlSye, DID JAFCdMe 49,0 sogee oS Ll a5 WS oy oy lae and> odS S b SAL
(Jlazms (2ls5 9,0 rgese 0udS Il Sjgo 0 b (euiins Hob Ay nges oS L) ygo 0 L)
K_Mac = sessionMacAlgorithm()
K_Enc = sessionEncAlgorithm()
sessionKeys ::= SEQUENCE {
K_Mac OCTET STRING,

K_Enc OCTET STRING
}

ol5T ol coges S (g5l oals suils 5 IS e S
encryptedData = encryptionAlgorithm(publicKey, sessionKeys)
ail Jlazws (21s5 (gol> oals ol I laS e STl g0 ol jue 0
encryptedData = encryptionAlgorithm(digitalCertificate(publicKey),sessionKeys)
Al )5y oo il ey dd> slaa s’ oL SAL
g A0S oo 2liS e, |y onl S, dud> Sl lS (cogas oISl eolaiul b o) l5 60,5 asly (F)
Alad oo 0,33 NEYAL o lals ol (o o lasbinl gamy ol Sluysls sl 0 1) aud> laa s
sessionKeys = encryptionAlgorithm™ (privateKey, encryptedData)
status code o, MAC

macData = macAlgorithm(K_Mac, statusCode)
&ils 5 |, macData 3.5 4 status code G b &5 60,015 aeli

led Graai |y ouls gl cogar ol Cdlol b oiS oo gy 1) 0ol ouils 5y macData SAL (&)

Sl Camdg g9y U V-7V

oaiiSplaie Cuge ul 4 bgye Coge Slal Cuxdy wage Sl USSsn ool seelcaiise plasl G ey
Sgd mudais TRUE @ o )57 (60 0,15 dali o 49,0 ol conds 6,150

Encipher Y-\Y-J!

STk 9wl Cwlis s e So S e colinal ISSon (nl Gl S leasS pleie Cuge o
&l ,5 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-\Y-!

Sk 9wl cwle s Jes oS e oolital JSSgn cnl 5l &5 SlasSpleie Cuge o
.ils,5 1, API_INAPPROPRIATE_PROTOCOL FOR_ACTION
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GetRandom 4-\Y- I

S aS b cwlet e e S o eolaiul ISGgn opl 1 a5 GlaS pleie Cuse o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash Y.-\Y-JI

6....5)[., a5 Wb cwlgz o e S WS oo oolaiwl JSGgp opl 1 a5 GlaSplee Coge o
&l )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Sign V-1V -l

Ls.,...f)b a5 Wb cwlgz o e S ‘A;SGA oolanl  JSGg ol S oS plaie Cugr o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature VY-V -

Gw.f)b S b cwlgzyo Jue S XS oo oolaw! JSSgp ol A GleasS plee Cugr o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifyCertificate \Y-\V-JI

6’;_:;5)'[{ oS b calgm e Jee SO S oo oolatul ST cpl 5l AT leaS plaie Coge o
&by )5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

CardApplicationEndSession \f-\Y-JI

Wbl Cugp lal S e oolatul JSTgy ol 5l S SloaisS pleie Cogr Al e (s (pl Canlgs o
I, API_OK ‘5,...5)[; A g &S das FALSE a1 caisS plede Cuga (pl 40 bgpe Cugn el Cansg

ovos) JUEKH oS 5 10—V - il

b o RFC 2315 -PKCS#7 envelopedData (glgioe £55 51 chodad cuS 5 0l 155000

ContentInfo ::= SEQUENCE {

contentType ContentType,

content EnvelopedData

}

ContentType ::= OBJECT IDENTIFIER
EnvelopeDataVersion ::= INTEGER (0)
CertificateSerialNumber ::= INTEGER
KeyEncryptionAlgorithmlIdentifier ::= AlgorithmIdentifier
ContentEncryptionAlgorithmlIdentifier ::= AlgorithmIdentifier
Algorithmldentifier ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,

parameters ANY DEFINED BY algorithm OPTIONAL

}

EnvelopedData ::= SEQUENCE {

version EnvelopeDataVersion,

recipientInfos RecipientInfos,

encryptedContentInfo EncryptedContentInfo

}

RecipientInfos ::= SET OF RecipientInfo

RecipientInfo ::= SEQUENCE {
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version EnvelopeDataVersion,

issuerAndSerialNumber IssuerAndSerialNumber,
keyEncryptionAlgorithm KeyEncryptionAlgorithmlIdentifier,
encryptedKey EncryptedKey

}
IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,
serialNumber CertificateSerialNumber

i
EncryptedKey ::= OCTET STRING

EncryptedContentInfo ::= SEQUENCE {

contentType ContentType,

contentEncryptionAlgorithm ContentEncryptionAlgorithmIdentifier,
encryptedContent [0] IMPLICIT EncryptedContent OPTIONAL

i
EncryptedContent ::= OCTET STRING

Olxusg Y-10-1V-l

I, envelopedData (slgore 45 SO o lailinl pl .conl Igizme g45 saimslis :ContentInfo — contentType
{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex- « & alwlis G b a5 wuS oo iy pos
Al asls a(0) asymmetric-session-key-establishment(17) envelopedData(1)}

2L envelopedData &b 5,90 () )0 058 Jaie cuwl 1,8 a5 Llgioee Contentlnfo — content

a8 )5 50 ools LB 5l asis ! glp cwl S ass o Lol (EnvelopedData — EnvelopeDataVersion
2L 0 Wb Londs

Bloam Wb cacgozme ol 5o .l 005 15— 12— aite Oledb| 5l slacgaxe :EnvelopedData - recipientInfos
Aol alls 09> g 55 SO

Al oo 0dd S5, (slgiore Sledbl :EnvelopedData- encryptedContentInfo

Aol 0 Wb o aibiwl cpl 5l aseus pl Gl p ol S 5 a5uus o,les :RecipientInfo-version

Al g cauSedl e plee pb xS o ) cauiSdl,s 2155 RecipientInfo-issuerAndSerialNumber
S o astine 0dilS jolo ate Jb jus ojlads g 0aiiS olo plaie pb aliwg & 1) (soges

LS Cod oS ) (abgy e o ol )l g) (iS5 5e -aldS o3 ,6XJ1 RecipientInfo-keyEncryptionAlgorithm
ilai oo (aFie gl oo (S50, 0SB )Y (ages WS L (LIS 5o gt

0ALS Bl 10 eges WS L Sl e lgiee ST 0 ST 2Ll 5e, Jel> Recipientlnfo-encryptedKey
R

Slee g S olalinl pl el g ge5 camslis  :EncryptedContentInfo-contentType
{INSO(1) standard(0) INSO 16386 (16386) s oo ailwlil G Wb a5 &S o & ,25 |, envelopedData
b asls part3(3) annex-a(0) asymmetric-session-key-establishment(17) envelopedData(1)}

Iy (abgs o sl ol ,ly g) il 0~ lgizes 0,951 :EncryptedContentInfo-contentEncryptionAlgorithm
elod g0 (atin gl o (SRS e Iizme ] Cox oS

Lol lgizmo 40,5 Sl 5, Jol> :EncryptedContentInfo-encryptedContent

1- Enveloped
A
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Jaie 9,0 waSCdl e aite Sledbl ple g oeal SilKie, Gl SlKhe, oS 5al
RecipientInfo

(095 o3liiwl ¢35 5 5l Gl &0 )3) (SAS e, AlS L Igioe (LB 5,

EnvelopedData jlase G (yg,0 ool il 50, sleiome L Recipientlnfo slslase 5.2l

Ay gy 9] 48 PV -

o 2l diedisn D)5 (L) oS Cdl s pogat wlS Lol SBS e, lyie (LS50, wlS
g

9 g0 LS ey 0l bk sl (S He ) 0 lS L osd (LSS50 (slgrome

cyoa) PIN sy Uio A a1

axlpe VFV-all @) ool JUl oS 5 PIN ulidl g il job a0 Jssl sl ccagn 5121 JSS9n 00l
(0S sl VEV V-Gl @) gl JlasSl oS 5 a5 PIN 0o )57 (60 0,8 aeli 0 0,5 a0 1) (S

d.:Lo) MLRA ‘oAHSJ.:Lo.A.o wsm&,)\ﬁw)ls o o o).»..>o )‘m&b‘) u‘ 5&55‘/&9«:‘

3954 BBl wogr 1l ISGgpm 50,5 Ja8 Juped 5l cCugr 1>l ISGg ol o attemptsCounter ,lode
(maxAttempts 4 attemptsCounter p.das cx) b gl
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&35 4l 5l ol Y
O 1S gy (@5 5z, J 2J :
—
|
U 1)
\ = > S ewde cél o |[——»
S~ I o Bge S iz byt 0y ~
S QLS Cas 5L [ 21
9790 I > Jeted b >/
JiSedle uils 5
LS el @ +
_ )‘m)l.c &.)"b“))sﬁ
4 Ll cwdle jinonce Ll
nonce ¢ PIN gusac.y PIN 4
w55 B s eas Gl |/-;\:
ol Jli ~
oot JE oS 5 ey L)
T poal JUl S 5 iy JLus) -
> O 0 leds (505
‘markerTemplate 4wg 0,5 5L
nonce 4 PIN ;liSse, 5 2Lk
JUt oS 5 s 5o ool
ol —_
S
(4)
R
6L IS dle dulie
LI Cedle
U")L’ av\.})mea [‘,.Ja..;
nonce (gl 55,4 9 S8
9 Cuse sl Candy polas
I/E\ P Laxdy 10,5
/ ‘el E -
N N Somdy (il S
|
Ny

cyos) PIN dunsy o 19— a1 JSCis

IS5 5 ailiolis V-V A -
{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) o o5 alolids alowg 4 IS5, !
D9 oo oLl secure-pin-compare(18)}

HIAFeaedle Y-1A- I

Sl )y laSciedle (S oo oolaiwl ( JSSg ol 5l aS GloaisS leie Cogn
markerAPO018 ::= SEQUENCE {
minDatalength INTEGER,



maxDataLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING,
maxAttempts INTEGER,
attemptsCounter INTEGER,
encryptionAlgorithm OBJECT IDENTIFIER,
keySize INTEGER,
keyTransportProtectionType INTEGER,
nonceSize INTEGER,

nonce INTEGER,

CHOICE {

SEQUENCE {

privateKey OCTET STRING,
publicKeyMaterial OCTET STRING

}s
SEQUENCE ¢{

privateKeyReference DIDReference,
publicKeyMaterialReference DIDReference

} b
generateFlag NULL

}
H

DIDUpdate Joc L DIDCreate Joc > ,o LI a5 aso ;lis wb keyTransportProtectionType
Dgd oo Jaie (1) ooy £, b (0) moly oo &ys0 4 markerTemplate
Qoo aslil Sl oS G ol publicKeyMaterialReference 4 privateKeyReference sl ol b

Sl y3 50 0l iy 2T O g Ay cp o ol Ll aies gl ) saiiS lese Cuge S aliwg

DIDReference ::= SEQUENCE {
scope DIDScope,
dIDName DIDName

}
DIDCreate ¥-\YA- I

WS oo oolatwl Cogr sl ST, cpl 5l 4 leaiS plaie Cugr b o e DIDUpdate Jos canlys )0 SO
aarker «oal @ ,x5 Y-VA-Ql jo a5 aigS les a5 Jl> o ol DIDUpdateData ol )l G Jolis &b
Sl G950 pl ol IS e
4ol g 005,15 g o (69,0,5 4ol o DIDCreate Jos > ,o <ol )13 markerTemplate a5 5,90 4o
oedaid Coods S 50 4 keyTransportProtectionType (oiw) 048 Jaine aile,ome & jgo 45 «0)lS (60,8
139,060 HS A 13 9,lae (sl ool
G Ao (098 dxxlio VF-VV-LAl ) ool Jasl oS5 CJB 5l eolewl b wsl markerTemplate -
39
sl g privateKeyReference ol )l )0 cody 4 b sogee 0dS G g Ll cogas 0S5 S -
(g &8lg gl> )l 5,90 publicKeyMaterialReference
ol Jil oS 5 any obwl Loy jo &b publicKeyMaterialReference L ouls gl )| coges olS -
08 1,8 oolawl 0,90 (09 axxl e VF-V V-l )

AR



) ool JUET oS 5 di b )5 6005 el cnl 40 bgrpe Cugn il JSSgn (ol iluesls -
ooy DID o g5lwe,>d gl markerTemplate gzl sl jalaio 4y 1) (05l axzlpe VF-VV-LAI

30 9 098 Jaiie aleyome Heb 4 oyl markerTemplate gl o lais “true” 4, generateFlag a5 5,50 0
s (83930 o] gy DIDCreate Jos (o
DIDUpdate f-\A- &I
WS o oolaiwl Cogr Il STy pl 5l aS leaiS pleie Cogr b Las e DIDUpdate Jos canly> 0 S
aarker woad e Y-VA-Ql 0 a 4gS les oS Jl> o ail DIDUpdateData jool b G Jolis 0L
Joe lp odls oy Shgo Glen 4 lads marker [Lsls sleald cul [SSap opl ol AT cdle
gl so et YU o DIDCreate
Sl USGgp ol 5l a4 caisS plee Cuge SO 0,5 Jld e lp cunl S attemptsCounter ous Lo
Sg medais maxAttempts 4 (S o oolainl (g ga
DIDGet d-\A- I
Sl SO el b S o ool SS9y cpl 3l aS gloaisS pleie Cuge o DIDGet Jos cusles o S
.2&L DIDStructure
Cagd 3l F-1A-QI
LAZle oS cowl DIDGet Jos ccnlgz o cpdsgl 0gi 1ol Canlem 1o 90 diwg 40 b cugn 5l [SSgp (0l
sl G L DIDAuthenticate  Jos pgo Cawlgmj0 aild 3 ap ) Lo 050 coges oS (gol>
el ) 40 00l (ay 25 O g0 4 authenticationProtocolData
CardApplicationStartSession() Jas cowlgs ;0 SGasS o oolainl JSTgy cpl 5l a5 gloaisS plese Coga o
&l 35 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION i 3Las sl
a9y V-FVA-I
Ll sagee OAS (g5l S (g lAT e SUsL sl canlsm 0 (V)
60 7,5 Aol p aliwg 4 oy laiel 0SS Cax SO gl pudas TRUE 4 DID generateFlag laScwde ST (Y)
D9 ddgi gyl andz gl Wb o)lS
698 Aol Ay 40 b ouds glo )l oS Ch> 04l oulais FALSE « DID generateFlag |l35cwdle S
DS 18 solawl 8490 (5l ands gl L8
g 0l )T 15 005 15 gy (69,1 Al 4 Wb (g l>nonce g gas alS Sledbl g9l> lASELMe
QS SG sl 005 1S g (69 2,5 Al .owl maxAttempts | 2S4S attemptsCounter oS ol ol (Y)
&l ogas audS g ool adgi oy late oS 5l eolaiwl b 1) nonce b ool sl PIN Wb g wiS adgs oy e
AFNAV-l o saiciy o5 posl JUS! CuS 5 aliwgds o0l jastie O ygo 45 )5 (601,15 dal p alwgds ool

aled (gasuaiy

VoY



(L5 (60,18 aeli 4 (WS dnxl e VF-VY-Gl @) ool Sl ClS 5 ats ol e 40 amarkerTemplate

-)9.«.»‘50 odﬁ‘b;ﬁ
authenticationProtocolData ::= ContentInfo(secure transport syntax A.17.14, 7. General syntax)
> o 5l Wl caslez o ol il maxAttempts lase U ulp bl 255 attemptsCounter Slaze ST (F)

by anlol o o Lo

5 privateKey 5l oolaiwl b 1) (0SS dsxlio VE-VV-all ) ool Jel oS 5 665 oIS (60,5, awli
eS|y el Jatl oS 5 (69Xl 4 by oo Contentlnfo yg,s encryptedKey U oS o 7,5 gouaias
LY

9,050 45 4 0ol ledinonce g PIN LiS 50, (sl Contentlnfo ol oo 4 encryptedKey

result = (decryptedPIN =?= markerTemplate)
el G 4 Cas D yg0 4 0l ledinonce ¢ PIN as o

Jade ygo pl e 0 wed e mballl e 4 attemptsCounter il TRUE (Jol> 5]
b oo Linls3l attemptsCounter
QA NONCE (40,5 0,53 g ddgs

nonce = RNG(nonceSize)
authenticationProtocolData ::= SEQUENCE { (&)

maxAttempts INTEGER OPTIONAL,
attemptsCounter INTEGER OPTIONAL

}
il Cuxdg g9y J U Y-F-VA-

Bl ond (6)l08%L 0aisS plete Caga (pl A by Cuga Sl Caxdg (SSSgp o) )~°‘W~“-99-° plasl 51
Dgus w.._b.._, oS lade 4 )5 (60 )8 delp O9°

Encipher Y-YA-J!

S 3haS b cwlet e e S o ool JSGgn opl 1 a5 GlaS pleie Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-\A- !

6’;_:;5)'[{ oS b calgm e Jes SOwaS o oolatul ST cpl 5l AT oS plaie Coge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 4-YA-J|

Lsm.f)b &Sl cwlgzye e S ‘A;SGA oolawl  JSGg ol S oS plaie Cugr o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash Y+—YA-J|

S aS b cwlet o ee S o eolainl ISGgy ol 1 a5 GlaS pleie Cuse o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VoY



Sign VW-VA— il

STk 05 wl ey Jee So S e ool JSSgn cnl Gl &S oS pleie cuse o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature \Y-YA- !

SEL 0wl cwle s Jes oS e oolital JSSgn cnl Gl &5 SlasSpleie Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifyCertificate VY -YA- !

Sk 9wl cwle s Jes oS e eolital JSSgn cnl 5l &5 SlasSplee Cuga o
.ils,5 5 |, API INAPPROPRIATE PROTOCOL FOR_ACTION

Gl 60505 dali oo 31,51 b EC audS 33155 14— il

sheslital b oS 38l g ©)5 op)l5 aslipy 3l Cuge slal USSon S aga sl JSSon
L conimogely 10,05 Ll 0l iz g WS o g o Bge wlS cim S F5KT el BC iS5,
slads (SKene) il5e, o (SKmac) coge 1l 50,5 J1385 6l ISy ol o)l bawsl oS cas G
D9 oo oolaiwl (ST (60 )15 Aol g o il pl Y o 5 es] Sleels gl and>

V- ¥



&3 2,5 4ok p API ol Ay GCl g0,,5 asli
°"\’.)'~‘~fu*l3)*“ C.i'\l l o sl l o,
TN _
~ Sewdle sk | ek o
cedle (2b5k p —cdle uls 3
iccCert g | | iccCert g ,l38
v
iccCert ,Luel anls
icc giccld gl Pl
pUb'ke}I(Qicc) T
[ 3]
D al Lglsz:),';_gl)li 5! L
RWLIGVE RN,
(dw; Qm)
. eoNonce oy
g clientld JLo,l » foehonee Sy
S0 Z sl
Qn bt a4 Z b
SKnacl[SKene awlna
MacTag sl o MacTag dule
. OIS B Z oS Jao
iccNonce 4 MacTa
v
A
b ad, 4 Z o
SKmaCHSKem: 4—‘-'*'[790
~
VAR )
MacTag’ awl>e
'? L MacTag’ awslée
,-/—\ S MacTag
Ry

MarkerAP019 ::= SEQUENCE ¢{
domainParameters OBJECT IDENTIFIER,
keyEstablishmentAlgorithm OBJECT IDENTIFIER,
kDFHashAlgorithm OBJECT IDENTIFIER,
sessionMacAlgorithm OBJECT IDENTIFIER,
sessionEncAlgorithm OBJECT IDENTIFIER,
nonceSize INTEGER,

ARIA

)5 605,15 aoliy Cugb 3l,ol L EC ol 33le5 —\V— il S5

IS5 953 5o wilwlid 1-13- !

{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) o oo alulil alowg 4 JSSg, ol
Sei oo olulds ec-key-agreement-with-card-application-authentication(19)

HlaSCwdle Y-14-I
Syl ly 5 IS Cwdle wiS o oolainl (JSTg, ol 5l aST glowisS plaie Cug



CHOICE {

SEQUENCE {

iccPublicKey OCTET STRING,
iccPrivateKey OCTET STRING

2
genKeyPairFlag NULL

}
iccldentifier OCTET STRING,

iccCert OCTET STRING
}
DIDCreate Y-Y4- I

Sl b eolaiwl glp saiS pleie Coger SO obm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
0dl iy, Y-Vl jo oS aiSiles a5 Jb> 0wl DIDUpdateData jol )l G Jols ol (JSSg 5y
Sl SS9y 0l o> 38 e amarker

DIDUpdate f-14-&JI

ol by casS oo oolaiwl JSGg, cpl 5l aS sloaisS plaie Coga b s o DIDUpdate  Jos conlys 0 SO
SaScwde mmarker ool oy a5 V1=l 0 a5 Sl a5 JI> o ol DIDUpdateData il b SO
ol SS90l o>

DIDGet 14 -

S Jobd b S oo ooliitnl IS cnl 5l &S loasS pleie Cuge b Las e DIDGet oo sl ol S
.asb DIDStructure il ,b

Coga il F-18-Q

sl 5 L CardApplicationStartSession  Joe  oolw  Caslgm 0 SO alewy a4 (STgpn o0l
Sed oa 1>l ey 40 0ol (4 x5 authenticationProtocolData

a9, V-F-11-I

authenticationProtocolData ::= clientldentifier OCTET STRING (V)

Glr Qu a5 ol 9wl D asls slayl)ly 5l ([drQr) (Bge wlS ciz adgs dccCert jLael anl (V)
Gl iz D aals la il b

iccNonce = RNG(nonceSize) (V)

Z = keyEstablishmentAlgorithm(d;cc;Qn)
field-element-to-byte-string ;l oolawl b b 4l SG 0 Z bos
16 S e &l 3l oolainl b and> slaaldS acwlow
SKmac || SKene = KDF(Z, keyDatalen, otherInfo)
1455 5l
otherInfo ::= SEQUENCE {
sessionMacAlgorithm OBJECT IDENTIFIER,
sessionEncAlgorithm OBJECT IDENTIFIER,
clientldentifier OCTET STRING,

iccldentifier OCTET STRING,
iccNonce OCTET STRING

V5



§
keyDatal.en = algoKeyLengthInBits(seesionMacAlgorithm) +

algoKeyLengthInBits(sessionEncAlgorithm)

N = keyDatalLen / (hashLengthInBits(kDFHashAlgorithm))
DerivedKeyingMaterial = kDFHashAlgorithm(0x00000001 || Z || otherInfo) ||
kDFHashAlgorithm(0x00000002 || Z || otherInfo) ||
kDFHashAlgorithm((0x00000000 + N) || Z || otherInfo)

<l (keyDataLen) DerivedKeyingMaterial slacey p o> Conws KDF
Ngd oo o Qu b sloas; 4y b <l 51 Qp olaize

MacData ="KC 1 V" || iccldentifier || clientldentifier || NULL || Q'
MacTag = sessionMacAlgorithm(SK .., MacData)

At ize D aials sla el )b (610 Qrec a5 (pl asl (F)
Z = keyEstablishmentAlgorithm(dH;QICC)
field-element-to-byte-string ;l oolecwl b b 4l SG 0 Z bos
(V) d> 10,0 o0l iy o5 KDF 5l oolac!
SKimac || SKene = KDF(Z; KeyDatalen; otherInfo)
Wgd oo b QH” 0L sloaiis ) 4 calld 51l 51 QH claize

MacData' ="KC 1 V" || iccldentifier || clientldentifier || NULL || Q'
MacTag' = sessionMacAlgorithm(SK .., MadData)

authenticationProtocol ::= empty OCTET STRING (0)

return_code = API_ OK
Sl Candg 59, U Y-F-11-A
oaiiS plate Cuse (ul 4 bgye Coge ol Cuxdy wage Sl Uiy ool selcadise plasl G e
el el Gluypley Sl b ander G (o 0l b S 0l (65035 O (0,5 sl (59 coudng 18l
D5 s
Encipher Y-14-&JI
STk 05 wl ey Jee So S e ool JSSgn cnl Gl &S oS pleie Cuse o
%155 5 1, APL_INAPPROPRIATE_PROTOCOL_FOR_ACTION
Decipher A-Y4- !
Sk 0wl cwle s Jes oS e oolital JSSgn cnl Gl &5 Sl pleie Cuge o
.%ls,5 5 1, APL_INAPPROPRIATE_PROTOCOL_FOR_ACTION
GetRandom 4-14-!
Sk 9wl cwle s Jes oS e oolital JSSgn cnl 5l &5 SlasSplee Cuga o
15,5 5 1, APL_INAPPROPRIATE_PROTOCOL_FOR_ACTION
Hash Y+-Y4-l!
S5k oS wl ey Jee So S e ool JSSen cnl I &S oS pleie Cuse o
.15 3 5 1, APL_INAPPROPRIATE_PROTOCOL_FOR_ACTION

AR



Sign 11-14- I

STk 05 wl ey Jee So S e ool JSSgn cnl Gl &S oS pleie cuse o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature Y-14-!

SEL 0wl cwle s Jes oS e oolital JSSgn cnl Gl &5 SlasSpleie Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifyCertificate \Y-14- !

Sk 05wl it s Jee oS oo oolitul JSSen cnl 5l a5 oS plete cose o
.ls 5,5 |, APL_INAPPROPRIATE PROTOCOL_FOR_ACTION

4,90 Cugh 3,2l LEC vuls 33l Vel

| Syaa e AU, S eslaal b oS 3815 b adl g Cugn sl JSSen o uss Sl USSsn ool
el

EC 0ls iz Sy 5l > (slodS (30,5 )15 610 ICC o2 5 0i S gy o0 ey (99 S0 12
S o ool L) EC 0l e Sy g 8w

Sboely lp ad> glands’ (SKene) il 5 (SKmac) cusa 5Ll (0,5 )80 @lp JSon ool
g go 00wl ()5 (60 5 IS Aol 5 o lailinl fpl Y o el
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(detts Qen) 9l > oo

¥

Qur Jl)!

(derce; ol i oy

iccld=
truncate(Qercc)
SKmac || SKenc =
IKDF(Z’; algoid ||
cientld || iccId)
2’ o o

STsl s5e, 7’ el ‘

¥

Qeicey
oy Z(derccs Qet) anwlns
Sl
clientld=Truncate(Q.p)

SKmac||SKenc=
KDF(Z; algoid ||
clientld || iccld).

VARSI

ett; Qerco)

|

Qerce oils 5

v

ay, pubK sl [

v

clientCert JL.)|
el al sl

aiy, pubK Ll

4 clientCert liel sl

h 4

a2y, pubK alug
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'y
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ICC sl o
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ICC ol 5
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AuthAlgorithm(dgy,
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iccNonce || Qen})

sigH= aulxe

A
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{Queicc || clientld sa4,5

Y
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¥

Ly iccCert ;yuils 5
(roal Syl 5l eslasul
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51 oolil L) ICC cugm

(ol Sl

Jlol s s 7

clientld z! 5l
CCert ;1 Qqcc
sigC Leel ool

(72
1\15
43,»,5’)@,,,» 512  LEC ouls' 381g5 —VA- I S

SigC= ailxe
AuthAlgorithm(dgcc

, Qenr || iceld ||
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gy s ailwlils V-Vl

{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) « oo alulil alowg 4 JSSg, ol
e oo bl ec-key-agreement-with-mutual-authentication(20)}

HlaSCwdle Y-Y.o— Ll

Syl ly 5 IS Cwdle S o oolainl (JSTg, ol 5l aST glowisS plaie Cug
MarkerAP020 ::= SEQUENCE {
DomainParameters OBJECT IDENTIFIER,
KeyEstablishmentAlgorithm OBJECT IDENTIFIER,
KDFHashAlgorithm OBJECT IDENTIFIER,
SessionMacAlgorithm OBJECT IDENTIFIER,
SessionEncAlgorithm OBJECT IDENTIFIER,
AuthAlgorithm OBJECT IDENTIFIER,
nonceSize INTEGER,
CHOICE ¢{
SEQUENCE ¢{
iccPublicKey OCTET STRING,
iccPrivateKey OCTET STRING
} b
genKeyPairFlag NULL
}s
iccldentifier OCTET STRING,
iccCert OCTET STRING,
rootldentifier OCTET STRING,
rootPublicKey OCTET STRING,
iccCertKnown BOOLEAN,
verifyClientCert BOOLEAN,
EnforcePrivacy BOOLEAN

}
DIDCreate Y¥-Y+— I

Sl b eolaiwl lp saiS pleie Coger SO obm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
0ads Gy i V-Ve-Gdl jo a5 g8 len a5 Jl> ,o ol DIDUpdateData jal )b G Jolis b JSSgp
Sl SS9y 0l o> 35 e amarker

DIDUpdate ¥-Y+—JI

ol ol S o colainl JSGgp ol 5l a4 sloasS plese Cuge b Las o DIDUpdate Jos cuslss o SO
SaS e amarker ol oy e V-Ye-Gall (o a5 4eSles oS > ,o ol DIDUpdateData jul ), SO
el SS9 o0l o>

DIDGet &-Y+— I

e ol s S o solial [ ol J 45 (sloaiiS e Susn b Lai e DIDGet Jos (sl 4l
b DIDStructure yil,b

Cagd jll F-Ye— I

salb G L CardApplicationStartSession() Jos ool Cawlgm 0 SO alewg a4 (SO o0l

Sed oo Lyl ey 40 0al (x5 authenticationProtocolData

VY-



a9y V-F-Y—I
authenticationProtocolData ::= SEQUENCE { (})

clientldentifier OCTET STRING
i;@@ ol Lo eos ousle 5 Sledbl L laScwdle o631 51 D asals la ol b 0,90 caws @ (Y)
L9 et NULL @ wob baaslolis g ba ol daodS sl .ol ICC ] oguaste slaosls
ICC & Qen Jlo,l D asals sl yial)ly 51 (dent, Qen) (s8g0 wlS i ass (V)

sl el b 5l (derce, Qerce) 890 S cas adgs Ll ine D aals slo el )b (610 Qe a5 (ol 0l ()
D als

Z = KeyEstablishmentAlgorithm(deicc, Qen)
Field-element-to-Byte-String ;| oolatwl b ool ad), S 4 Z Jos

Qu’ 5 Qiee” b sleais, 4wl <>l 51 Qu g Qerce wlaises o
clientldentifier = Truncate(QICC")
iccldentifier = Truncate(QH")
Al ,S oy |y 055 ol )l o G ol ¥ Truncate() o5 s gboas
KDF (5,5 50 &b 3l oolatnl b and> slaaldS il
SKmac || SKenc = KDF( Z, keyDatalLen, otherInfo)
145" )5k 4
otherInfo ::= SEQUENCE {
sessionMacAlgorithm OBJECT IDENTIFIER,
sessionMacAlgorithm OBJECT IDENTIFIER,

clientldentifier OBJECT IDENTIFIER,
iccldentifier OBJECT IDENTIFIER

}
keyDatalen = algoKeyLengthInBits(sessionMacAlgorithm)

+ algokeyLengthInBits(sessionEncAlgorithm)

N = keyDatal.en / (hashLengthInBits(KDFHashAlgorithm))
DerivedKeyingMaterial = KDFHashAlgorithm(0x00000001 || Z || otherInfo) ||
KDFHashAlgorithm(0x00000002 || Z || otherInfo) ||

KDFHashAlgorithm((0x0000000 + N) || Z || otherInfo)

KDF is the keyDatalen left-most bits from DerivedKeyingMaterial.
Zeroize Z and return Qeicc.

] iz D asals glo el )l 6l Qerce a5l 0l (B)
Z = KeyEstablishmentAlgorithm(Dep;Qercc)
Field-element-to-Byte-String ;| ool b ol as, G 4 Z Lo

.QH’ 9 QICC’ u;"’l" Lgl.asd.w) 4 ;..\.Ld ;|):>‘ )| ‘QH 9 QeICC Slaisbe J.u\.u

clientldentifier = Truncate(Qjcc")
iccldentifier = Truncate(Qy')

Al 5 e ]y 0s gl Co G <ol ¥ Truncate() a5 s, gboas

RN



(F) al> 50 0 o0y oy 25 KDF 3l oolaiul
SKmac || SKenc = KDF(Z; keyDatalen; otherInfo)
L 43,5 o
g oo 3L (SKmac, SKene) el Sl ol sl JU S
$2leS yion ol sl rootPublicKey bl (£)
rootPublicKey lul 5 clientCert ool cil ool pudas TRUE 4, verifyClientCert 51 (Y)
QsH Gl Cugp 5>l cogas oS g clientCert )l clientldentifier | 5!
Ll pize D aials slo el )l (61 Qs &S )l 0l
aS 09l oo 2,8 55T il suls wulas FALSE w verifyClientCert 31

clientldentifier = rootldentifier

Qsy = rootPublicKey
iccNonce Jail gl sl Slwyola 5l oolatwl (A)
iccNonce = RNG(nonceSize)
Qn’ Qe (ool loats ) 4wl sliz! 51 Qen 9 Qerce Slazee Jaus (1)
sigH = AuthAlgorithm(dsy, { Qicc' || clientldentifier || iccNonce || Qu'})
s |y aly sbxl ojl>l g albl il cillas aals sla yinl )by L oy AuthAlgorithm
Ded Jaie ¢ ope) Sl yoly 5l eslaiul b sl sigH (V+)
{Qicc’ || clientldentifier || iccNonce || Qu’} (699,5 sosls (59, » Qsn 3l eolawl b sigH lael aol
] 00l Cagr 5l 00l 1S gy (69 9,5 Aol
&S J,90 o dccCert sl> 4 iccldentifier ;ails 3 5 ol5ST g oulas TRUE 4 iccCertKnown 51 () ))
ool Sleypla 5l eslaul LiceCert bl 5w, il ouls pdais TRUE 4, enforcePrivacy laas
L o)l5 (50,0, asli pp 2lgS a5 Cs (55950 olSST caisls ooy oulas FALSE o enforcePrivacy jlaie 31
058 MAC b 28i8550, cipms] ool
sy Qsicc o5 ol awb dccCert 5l Quec zlypeiw! s pudas FALSE 4 iccCertKnown 31 (VY)
] yize D asals sl il
139 Jaiie ¢yl (glw,ply 5l eolaiwl b Wb clientNonce
clientNonce = RNG(nonceSize)
Qu’ 5 Qicc” b sloas; a5l <li>! 51 Qe 9 Qerce wlaizee Jras (VY)
iccCert 4 decldentifier Qgce b blie coga 5>l cogas oS dace 3L
sigC = AuthAlgorithm(dgcc, { Qicc' || iccldentifier || clientNonce || Qy' } )
2o |y sl sbalojlal g il anils cillas asls sl ol )b L sl AuthAlgorithm
D9 Jaie oyl Slo,ply 5l eslaal b al sigC (V)
{Qicc’ || iccldentifier || clientNonce || Qu’} 599,5 sosls 59, » Qucc ;! eolaiwl LsigC ,Lael ool

ol 00U CogR )‘).>‘ ‘o..\.:)juﬂ.)sj.m 66).’)[5 d..ol.)).,

WYy



authenticationProtocolData ::= empty OCTET STRING (\0)

return_code = APl OK
Sl Camdg 59, U Y-F-Ve-l
G EL 0aiS late Cugn (ul & bgiye Cage ol Cundg g Sl USSgy (ol seelcuiise plasl Iy
el el (Slajply bl b ada G g 098 pelats @ ke 4 O)5 05 abp (98 b wend
Dgd o
Encipher ¥-Y.-&JI
S5 WS Wb CwlyB e Jee S S e esliiul SSgn cnl 5l &S GleaiShlete Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
Decipher A-Y+— !
6....5)[., a5 Wb cwlgz o e S RV g oolaiwl JSGgpn opl 1 a5 GlaSplee Coge o
.ils,5 1, API_INAPPROPRIATE_ PROTOCOL FOR_ACTION
GetRandom 4-Y - -l

SEL 9wl cwle s Jes oS e oolital JSSgn cnl Gl &5 SlasSpleie Cuge o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash \--Y .-Gl

S5k oS wl ey Jee So S e ool JSS9n cnl Gl &5 oS pleie Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Sign 11-Y+— I

SEL O b cwle s Jes oS e oolital JSSgn cnl 5l &5 SlasSpleie Cuge o
.ls,5 s 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature \Y-Y+- !

Sk 05 wl ey Jee So S e ool JSSen cnl Gl &S GlowSpleie Cuse o
.ls 5,5 |, APL_INAPPROPRIATE PROTOCOL_FOR_ACTION

VerifyCertificate \¥'-Y+— !

S5k oS wl ey Jee SO S e ool JSS9n cnl ) &5 oS pleie Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

s0lw EC-DH oS 331s5 Y- il

6925 asly oo Sl EC (2ol 5l eolitnl b aldS” 38155 b ool JSTgp S5 cagn sl JSG95 o0l
Lol 95 iz o (Jy (850 35 bz S S G155 sl D)5 905 sl w0 5 00 S g
islad o oolatwl 4l 5l g auS o ady

Sbopln slp el glaals SKene) iS5, 5 (SKmac) cose 51>l 3,5 1380 lp JSen ol
D5 oo oolaiwl (D15 (60 )5 aeli g o lailinl pl Y o e

WY



AFI GCl

@5 4l ol Y o) 4ol
odi);wj]w K"?-\I 4 o)\.»L,..,.J Q)L{
=]\ {:;1
— A JaE e il <l ieale puls 5
v
ROV E SRV o
. . (3
(den; Q) 3 2/
v

(deC; QeC) ‘—\‘-15 o ‘—\-‘J? —

Qe Jo)! -
e 3 Z(decs Quit) sbns
:?) Syl
} SID=Truncate(Q.) o~
,? SKmac||SKenc= ~7
9 KDF(z; algoID || SIDy
5! || SID).
g
3 Z deH; QeC) aculxs - Qe ouilo 53 Z (40,5 i s
é Sl 50,

SID=Truncate(Q.)

o
o)

SKmac||SKenc=
KDF(z; algoID ||

SIDy || SID¢).
II_,.__\I "l Z 5o yao
I .
i —
I'\_\E-_‘,-I

o3lw EC-DH als’ 38155 —14— Gl JSCi

I gy 5o alolls V\-YV-I

{INSO(1) standard(0) INSO 16386 (16386) part3(3) annex-a(0) « oo alulil alowg 4 JSSg, ol
Sg oo (2 lwlil simple-ec-dh-key-agreement (21)}

S Cwode Y-YY- I

Syl ly iy IS Clde S oo oolatwl ( JSTg, ol 5l aS sloaisS plese Cuge

MarkerAP021 ::= SEQUENCE {

DomainParameters OBJECT IDENTIFIER,
KeyEstablishmentAlgorithm OBJECT IDENTIFIER,
KDFHashAlgorithm OBJECT IDENTIFIER,
SessionMacAlgorithm OBJECT IDENTIFIER,
SessionEncAlgorithm OBJECT IDENTIFIER

i

V¥



DIDCreate ¥-Y\-a!
Sl b eolaiwl glp caiS pleke Cogr SO obm! (glp ouls a8 )3 Jlas o5 DIDCreate Jos Cawles 0 G
0ad Gy el V-VI-Gl o a5 aSilen a5 Jl> 0wl DIDUpdateData il )b G ol ol JSSg
Sl SS9y 0l o> 35 e amarker
DIDUpdate ¥-Y\-wal
SEL O wl cwle s Jes oS e oolial JSSgn cnl Gl &5 SlasSpleie Cuge o
il 5 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION
DIDGet 6-Y)- !
o ol iy S o o0lial S35 ol 31 &S (5loaiiS late Cysn b Las e DIDGet Jos (sl b
2oL DIDStructure yil,b
Co g ol F-YV-l
salb G L CardApplicationStartSession()  Joe ool Cwslgz 0 SO dewgds (JSTg oy
g oo 1>l ey 40 00l (4 25 authenticationProtocolData
authenticationProtocolData ::= empty OCTET STRING (V)
G5z Jols wls eod ol 5 Sledbl I35 cwedle o5l I D aels sla el 0,5] s 4 (V)
L9 et NULL @ wob baaslolis g ba olsS daodS sl .ol ICC ] oguaste slaosls
ICC 4 Qen Jlw;l D acsls slo el )b 51 (det; Qen) (2390 9lS” a o (V)
Ll uiine D aiels sl 2ol b (6l Qenr a5 (] sl (F)
D aols sle il )l 51 (dercc; Qerce) s8ge 0udS cax odgs

Z = KeyEstablishmentAlgorithm(deicc;Qen)
field-element-to-byte-string ;| oolazwl b 2ol als) SO 4 Z fows
Qu’ 9 Quee” (b laais; 4 wblsd <=1 51 Qu g Qerce latswe Joas

clientldentifier = Truncate(Qicc")
iccldentifier = Truncate(Qy'")

Al )8 coply 055 sl o Canw <ol ¥ Truncate() o5 5 5k 4
KDF (5,.5 5o b 3l oolainl b ad> sloalds avuloe

SKmac || SKenc = KDF( Z, keyDatalLen, otherInfo)

otherInfo ::= SEQUENCE {

SessionMacAlgorithm OBJECT IDENTIFIER,
SessionEncAlgorithm OBJECT IDENTIFIER,

clientldentifier OCTET STRING,

iccldentifier OCTET STRING,

iccNonce OCTET STRING

§

keyDatal.en = algoKeyLengthInBits(SessionMacAlgorithm) +
AlgoKeyLengthInBits(SessionEncAlgorithm)

N = keyDatalLen / (hashLengthInBits (KDFHashAlgorithm))
DerivedKeyingMaterial = KDFHashAlgorithm(0x00000001 || Z || otherInfo) ||

ARIA



KDFHashAlgorithm(0x00000002 || Z || otherInfo) ||

KDFHashAlgorithm((0x00000000 + N) || Z || otherInfo)

.l DerivedKeyingMaterial slacs oy oo S oo keyDatalen oslass 45 KDF
Quice b5 5 5Z 538 i
Sl iz D aals slo il )by (sl QeICC as -l ol (B)
Z = KeyEstablishmentAlgorithm(Dey;Qeicc)
field-element-to-byte-string ;| oolatwl b cob aid, S 4 Z Jos
QH’ 4 QICC’ ol sloars; 4y wald <1521 51 QeH 5 QelCC wlaiswe Jrous

clientldentifier = Truncate(QICC")
iccldentifier = Truncate(QH")

Al 5 e ]y 0 gl G Cen <ol ¥ Truncate() a5 g 5k 4
(F) al> 50 0 o0l oy 25 KDF 3l oolaiul
SKmac || SKenc = KDF(Z; keyDataLen; otherInfo)
Z 535 o
(SKmac, SKenc) yesl Slw,ela gl JUIS G ol 5L
authenticationProtocolData ::= empty OCTET STRING (¥)
return_code = APl OK

Sl Camdg 69y G N-F-TV -

STl 00t late Zugn (ul 4 bsspe Cuge ol Condy g Sl Sy (nl seeliabse plasl I
2980 Sl el (Slayply ClbB L ada Sl (nl b S (o0 (et D)5 6025 sl (59,0 00l
Encipher Y-Y)- !

S5k 9wl ez Jes S wiS e osliil JSS9n cnl I a5 GhasSplee Cage o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-Y\- !

SEL 0wl cwle s Jes oS e oolital JSSgn cnl Gl &5 SlasSpleie Cuge o
.ls,5 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 4-Y\-al!

S5k 05 wl ey Jee So S e ool JSSgn cnl Gl &S oS pleie Cuse o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash Y+-Y\-&JI

STk 9wl ez Jes S S o osliial JSSen cnl 1 a5 GhasSplee Cage o
ils 8 1, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

\\F



Sign 11—l

STk 05 wl ey Jee So S e ool JSSen cnl Gl &S oS pleie cuse o
.15 5 5 1, APL_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifySignature \Y-Y -

SEL 0wl cwle s Jes oS e oolital JSSgn cnl Gl &5 SlasSpleie Cuge o
«ls 3, |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

VerifyCertificate 1Y -Y - !

SEL 9wl cwle s Jes oS e oolital JSSgn cnl 5l &5 SlasSpleie Caga o
15,5 5 1, APL_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GP Ll coga 5l > YY-I

Vel goges S (8IS 3l el b Gl lly S5 o g ol JSSs ol

SOl Al o yo eaiSplete Cuge G 4 by Cuga ol Cundy (05 )80 Gln ee SSSon o
slyp SKenc) ilKse, slp ¢ (SKmac) sly coge jlal gl aud> adS g0 Jl Glp o2 9 O,
Tosi oo oolitul (5 63,5 aal g 8 lbinl cnl AY e el Sleopls

ool 00 iy ya5 (1=0X02) o ds” Jlassl 435 L “SCP10” & )90 4 GlobalPlatform 2.2 Card Specification s -\
3550 o 53 b SAL 5 00515 gy Cugn 21 oS 08 o0 0 )3 (al 958 oe Sl SAL (5,0 (pogas a5 wcuse T ISisn cnl b - Y
Opaque-ICC-stack Loyal-stack (oS arzlpe VEYAZ _ F o )leis ol (Lo o lailinl @) 2,k cnl 6l caslio Slondas .aigds 2l Sl slazel
o Remote-ICC-Stack
YVY



o) asliy API ol Ay GClI 6,5 by

Y "/ 5 _ e s
S 29 ) v 3, laski! ”'E"‘. v &,
P S I'\,_ J
. bis s sla el Ll » .
CarddpplicationStartSession JUS JSn slo el SCP (sl jal )b kiss
(SCP) 'yl |
o8 s e Ll L oceCertificate  lzel sl ~
oceCertificate [* 4y soges 305 olyie ¢ exPublicKey 1.13 )
oceCert | cogos 05 7 5l
¥ /"\I
sdCertificate _alsS coulss o '\j Y,
iy 15 asly 5l >
07 SRR AR Jasewle ;) sdCertificate il
zl3l 4 sdCertificate .U P
sdPublicKey
v (5
ddr gl ds w5 |~ o L . e
sdPublicKey L 55, : T SE . ) )
laols i sdPrivateKey (&)
’ N .. R
Aol 4 0o 5, 5%, Al Slaads” (05 0033
Q)lf ‘50).1)[5 l
v
wlp Gl cwlss s Pl sl Ay Gl adg |
O op)S nonceSize L glae &)l —
!
¥ I\.?./'I .
oails )8 il 10,5 sl &
Sdanied clael Sl anls ‘s
JL.:)l g dul> sloosls 9 ouud \?)
7 S Sl (sl A Sl Cendy (S
v (10)
. o
Co g )l)-’>‘ C«»‘P)Q d.ml> L§Lm>~>|.> |\_;|
Ll Sl slasl Ssly b pails 5
v
- ; ) s
|f | Q@ u)lf LSLA“" d..,..:L‘ |\:1_2/.
—

GP (Lol cugp 3l,ml Yoo Gl S

I gy s o bl \-YY-

90 g0 (plolid 2 s sladlull alws 4 [SSgp (5

{ INSO(1) INSO 16386 (16386) part3(3) annex-a(0) gp-asymmetric-authentication (22) }

5L LS 990 ()1 Cuge 1>l Lais S

{ INSO(1) INSO 16386 (16386) part3(3) annex-a(0) gp-asymmetric-authentication (22) mutual-
auth(0) }
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b 5l 3550 (AV) B (V) slaal> o) (Ao oga il S
HlaFCwdle Y-YY-I
2,00 1) 15 eI L ouls oy o AT Cedle (aiS o colaiwl ( JSTgp (ol 3l aS GloaisS pleie Cug

MarkerAP022 ::= SEQUENCE {

sdPublicKey OCTET STRING,

sdPrivateKey OCTET STRING,

sdCertificate OCTET STRING,

exPublicKey OCTET STRING, // PK.TP_EX.AUT as defined in GP 2.2
(F.1.2.1 Overview)

ocePubliKey OCTET STRING, // PK.OCE.AUT as defined in GP 2.2
(F.1.2.1 Overview)

kaExPublicKey OCTET STRING, // PK.KA EX.AUT as defined in GP 2.2
(F.1.2.1)

kaInCertificate OCTET STRING, // CERT.KA IN.AUT as defined in GP
2.2 (F.1.2.1 Overview)

sessionMacAlgo OBJECT IDENTIFIER,

sessionEncAlgo OBJECT IDENTIFIER,

keyEncryptionAlgo OBJECT IDENTIFIER,

hashAlgorithm OBJECT IDENTIFIER,

nonceSize INTEGER

}
DIDCreate ¥-YY—-JI

ol bosslatsl glp saiS plete Cuse SO obml (glp ouls aid,5 L s DIDCreate Joe Cuwly> 0 SO
ol Gy, Y-YY-l o a5 S les a5 Jl> 0wl DIDUpdateData gl b G ol b« JSSg
Sl SS9 opl o> A5 e marker

DIDUpdate ¥-YY- !

WS oo oolaiwl Cogr Il ST, pl 5l aS leaiS pleie Cogr b Las e DIDUpdate Jos cawlys 0 S
aarker wodd e V-YV-all 0 a5 6gS les a5 JI> o ol DIDUpdateData jool b G Jolss 3L
Gl SS9y 0l ol A e

DIDGet &-YY-&I

30l 035 e o0litl Cuse 3l,ol IS5y el 51 45 (gleasiS plate Case b asye DIDGet Jos (sl 0l S,
oL DIDStructure ol b G Jolis

Cugd 3l F-YY-I

sl S L CardApplicationStartSession  Joe  oole  Canlgmyo SO dlwgds (SS9 ol
Deb oo Lyl ey 40 0ald (x5 authenticationProtocolData

oS &L DIDAuthentication Jos Cawlgs )0 G S g0 oolainl [T, opl 5l a5 GloaiS plaie Cogn o
&l )8 w1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION __.i5L

a9y \-F-YY-

authenticationProtocolData ::= SEQUENCE { (})

oceCertificate OCTET STRING,
securityLevel OCTET STRING, // As specified in GlobalPlatform
Specifications 2.2 Table 10-1

14



SCPParametersP1P2 OCTET STRING, // As specified in GlobalPlatform
Specifications 2.2 F4.5.2 and F4.5.4

h
aisS o 51,8 LI e )57 (60 ,,5 4l L SCP sl el )Ly (V)

a.ls” ocePublicKey Lucl g &S o aub |5 oceCertificate «o )5 (69,55 4l (SD) el assls (V)
GRS e [0 0al 0,3 LSl 6l ages oS lgic 4 exPublicKey 1 eolaiwl L 1) blis coges
eled oo 51,8

9,k slls o2lsS wlul 5 1) sdPublicKey Locl g oiS' o a0l | sdCertificate o ,lasbwl ol 40Y ()
Sled oo 5,8 5 sdCertificate oaisS jolo slacaslow

=ol&s 50, sdPublicKey L 1) oyl «iS o adgs ENC s MAC (slp |y ad> slaads o lasbewl ool Y (8)
WS oo Jaie ()5 (60 0,5 sl 4y Ty encData ouls iS5, slaools Seby g wled 0

skMac = sessionMacAlgo()

skEnc = sessionEncAlgo()

crtMac ::= SEQUENCE {

crtTag OCTET STRING, // 'B4' (CCT) or 'B8' (CT)
crtLength OCTET STRING,

usageQualifier OCTET STRING, //'95.01.XX'

skMac OCTET STRING, // 'D1.18.XX... XX'
cryptoAlgo OCTET STRING, // GP 2.2 Table F-11 and 11.1.8, with a
value corresponding to sessionMacAlgo

OID

sequenceCounter OCTET STRING // '91.08.XX... XX'
}

crtEnc ::= SEQUENCE {

crtTag OCTET STRING, // 'B4' (CCT) or 'B8' (CT)
crtLength OCTET STRING,

usageQualifier OCTET STRING, //'95.01. XX’

skEnc OCTET STRING, // 'D1.18.XX... XX’
cryptoAlgo OCTET STRING, // GP 2.2 Table F-11 and 11.1.8, with a
value corresponding to sessionMacAlgo

OID

sequenceCounter OCTET STRING //'91.08.XX...XX'
}

keyData ::= SEQUENCE {

paddingPattern OCTET STRING, //'00.02.FF...FF.00'
securityLevelTag OCTET STRING, // 'D3'
securityLevelLen OCTET STRING, // 'D1'
securityLevel OCTET STRING,

crtMac OCTET STRING,

crtEnc OCTET STRING

H
encData = keyEncryptionAlgo[sdPublicKey](keyData)

ad> o dS U oS o oliS 5w, sdPrivateKey L 1) oo <l o (slvools Soly oIS (60,15 ali s (F)
DS oo 0,33 copanl ply gam soliiul sl ) oyl 5 wules gl Beewl 1, ENC g MAC

\Y-.



keyData = keyEncryptionAlgo-1[sdPrivateKey](encData)

WS o adgs oy Cagr il gl il SO, 60 )5 delip (V)
sdNonce = RNG(nonceSize)
ol Y glael ain 8 o 05 (60 )5 asli 4y o (2B Cage il Gl 1) 093 lasl o lastinl pl 4y (A)

00,5 slasl g slasl Soly G bl drosls acgas G (55, (Gilwpe o) i S ol Jol> o st
<l oceCertificate L ,blis ogas oS wcePrivateKey L slaol Sl

dataToHash ::= SEQUENCE {

securityLevelTag OCTET STRING, // 'D3'
securityLevelLen OCTET STRING, //'01'

securityLevel OCTET STRING,

crtMac OCTET STRING,

crtEnc OCTET STRING,

sdNonce OCTET STRING

i

hashData = hashAlgorithm(dataToHash)

sigBlock ::= SEQUENCE {

paddingPattern OCTET STRING, //'00.01.FF...FF.00'
derHashAlgorithm OCTET STRING, // DER encoded OID
(of GP's hash algo)

derHashData OCTET STRING // DER encoded hashData

H
oceSignature = authAltorithm[ocePrivateKey](sigBlock)

-0 Sl (V) d> o ;0 0uls 2l 5wl ocePublicKey l oolaiul L 1) oceSignature «&,)lS° (69,05 4ol y (1)
2ils 3L 9,9 o 3 Coga hal STl epiws 58 (el JUIS sl paelcadbse w31 eSS
..\;L,‘SA aalsl (VY) al> 1o 5l d(Cugn 51> JSSg, opl ey 4y 00l ‘_,’_,L.,_,....; £ s Slules dgh)
Wigd oo Ll (VY) 5 (V) (V) sload> 0 olSST (oo
S 0 adgi nonce S (OS99 0,5 aeli > (6l OCE

oceNonce = RNG(nonceSize)
6975 Aol slasl Wl )F oy OCE oy Jols Cusn 31l sl |y 095 slasl «)l5 (60 )5 aaliy (V)
Ol 0,5 elaal 5 celael Sgb SO olul daosls dcgame S (59, (Gilwp yd) pois SO ol Jol> WIS
:wl sdPrivateKey L Sl

sdSigBlock ::= SEQUENCE {

paddingPattern OCTET STRING, //'00.01.FF...FF.00'
derHashAlgorithm OCTET STRING, // DER encoded OID
derHashData OCTET STRING // DER encoded hashData
hashData = hashAlgorithm(dataToHash)

sdDataToHash ::= SEQUENCE {

crtMac OCTET STRING,

crtEnc OCTET STRING,

oceNonce OCTET STRING

}
sdSignature = authAlgorithm[sdPrivateKey](sdSigBlock)

'\



S oo b (F) dl> o )0 oalls zl 5l sdPublicKey 1 oslaswl b 1) sdSignature o lasbwl ol &Y (1Y)
yob a1y o lasbinl cpl Y aliwg 4 onls Jlo )l add> loaldS (oIS (60,5 el a5 wlad oo 90l ()
Sl 03,8 Zl il s

authenticationProtocolData ::= empty OCTET STRING (\Y)

return_code = API_OK uw p bl a4 Coidge b icugn 51>l 31

63l Copnidy 59 il Y- Y Y- il

G Sl 0aiiS ylete Coge onl 4 bagrye Cusn slial Candg wlage Sl USSsy (ol seelcuiise plasl I
9o 5l eipaal Gl jply Sl L and> G 5 05l 022 TRUE a0 02157 (69,015 4l (59,0 b cons

Encipher Y-YY-J!

S5k 95wl Jee (nl SwliB e oS (o0 oslitnl JSSgn cnl 1 &5 GlowiiS nlete Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Decipher A-YY-!

iS5k oS Wb Jes pl Calgz 0 G aiS e ool SS9, cpl 1 aS GlaiS plae Cogr o
&l 5 5 1) API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

GetRandom 4-YY-al

S5k 95wl Jee (nl SwliB e oS (o0 oslitul JSSgn cnl 1 &5 GloaiiSplete Cuge o
ils 8 |, API_INAPPROPRIATE_PROTOCOL_FOR_ACTION

Hash Y+-YY-JI
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MarkerAP023 ::= SEQUENCE {
sdStaticEncKey OCTET STRING,
sdStaticMacKey OCTET STRING,
sdStaticDekKey OCTET STRING,
sdSequenceCounter OCTET STRING,
sessionMacAlgo OBJECT IDENTIFIER,
sessionEncAlgo OBJECT IDENTIFIER,
keyDerivationAlgo OBJECT IDENTIFIER,
nonceSize INTEGER

}
DIDCreate ¥Y-YY -l

Sl b eolaiwl glp saiS pleie Cogr SO obm! (glp ouds a8 )3 Jlas 5 DIDCreate Jos Cawles 0 G
o5 Y-YY-l jo oS 455 len a5 JI> o o, DIDUpdateData yol )y G Jolss wul ccug l>l JSGg 5
el S g5 opl ol la5 e mmarker ool

DIDUpdate ¥-YY -l

WS oo oolaiwl Cogr slhal ISTgy ol 5l aS GloaisS pleie Coge b Lo e DIDUpdate Joe cowlgs )0 SO
aarker ool i, Y-YV-Gl jo a5 aigS len a5 JI> o ol DIDUpdateData o)l G Jolis &b
Sl G950 pl ol IS e

DIDGet 5-Y Y-l

Ml 55 e ooliial iy al 51 45 loniiSplose caph by Lasi e DIDGeL Jos canlgi s Sy ol
oL DIDStructure ol b G Jolis

Cugd 3l >l F-YY-I

sl S L CardApplicationStartSession  Joe oolw  Caslgm 0 SO alewy a4 (JSTgp o0l
Sed oo Lyl ey 40 0als (a5 authenticationProtocolData

oS &b DIDAuthentication Jos Cawlgs )0 G S oo oolaiwl [Ty ol 51 a5 gloasS plose Cuge o
&l S 0 1y API_INAPPROPRIATE_PROTOCOL_FOR_ACTION 5L
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authenticationProtocolData ::= (})

securityLevel OCTET STRING // As specified in GlobalPlatform
Card Specification 2.2 Table E-11
S o0 obul (Al Cugn slhal gl DS (60 )8 asli gl (il SO o laibinl pl Y ()
oceNonce = RNG(nonceSize)
e 3 daleien glpnl | anda GlaaldS g S o0 aginonce G 55 SIS 60,18 sl ()
AS‘SQ 4..«.»:[?:.4 ‘) CJ)[S Lgbﬁ)s MLJJJ 0 wti)).o)
sdNonce = RNG(nonceSize)
skMac = keyDerivationAlgo[sdStaticEncKey](sdSequenceCounter)
skEnc = keyDerivationAlgo[sdStaticMacKey](sdSequenceCounter)
sdInput ::= SEQUENCE {
\YY



oceNonce OCTET STRING,
sdSequenceCounter OCTET STRING,
sdNonce OCTET STRING,

padding OCTET STRING

}
sdCryptogram = authAlgorithm[skEnc](sdInput)

daolio SO g S o dwlxe 1) G5 (60 0,5 deli (V) Al 1o O g0 @ o lailin] ol Y (yiomen (T)
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ocelnput ::= SEQUENCE {
sdSequenceCounter OCTET STRING,
sdNonce OCTET STRING,

oceNonce OCTET STRING,
padding OCTET STRING

}
oceCryptogram = authAlgorithm[skEnc](ocelnput)

maclnput ::= SEQUENCE {
apduHeader OCTET STRING,
oceCryptogram OCTET STRING

H
CMAC = sessionMacAlgo[skMac](macInput)
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authenticationProtocolData ::= empty OCTET STRING (Y)

return_code = API_OK uw p Ll a4 Coidge b g 51>l 31
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Decipher A-YY-l
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SpecificMarkerStruct ::= SEQUENCE {
sdStaticBaseKey OCTET STRING,
sdSequenceCounter OCTET STRING,
sessionMacAlgo OBJECT IDENTIFIER,
sessionEncAlgo OBJECT IDENTIFIER,
keyDerivationAlgo OBJECT IDENTIFIER
1

s

DIDCreate Y-Y¥— I
(SS9 ol b oolaiul gl soiiS plaie Cogr G olul gl ouians ,§ L o DIDCreate Joe Casles 0 S

bl ) 4o 0l iy e O sy didStructure ol b SO el Wb

didStructure ::= SEQUENCE {
authProtocol OBJECT IDENTIFIER,
marker OCTET STRING,

scope BOOLEAN OPTIONAL,
qualifier DIDQualifier OPTIONAL

H
DIDUpdate ¥-Y¥-JI
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authenticationProtocolData ::= empty OCTET STRING (})

authenticationProtocolData ::= empty OCTET STRING (Y)

return_code = API_OK oy o)LL 4 coddge b Zugn 51>l 51

6olr Canidy 59 b V-5V F- il

G SRl 0aiiS ke Cuge (nl 4 bgrye Cose slal Cuxdg g Sl USSey (ol seelciise plail I g
D9 mdaid TRUE @y« )57 (60,05 ol o (49,0 b cons

1595 o0 dmlons ) D)9 4l SlaaldS (el Sluyply 3 APDU (sl 8o <3l )0 5l (e

skMac = keyDerivationAlgo[sdStaticBaseKey](sdSequenceCounter)
skEnc = keyDerivationAlgo[sdStaticBaseKey](sdSequenceCounter)
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1S024727-3-ALGO {iso(1) standard(0) is024727(24727) part3(3) annexB (13) }
-- Version 1.3, 03-Mar-2010

-- IF-PROFILE value '01'

-- *According to ISO/IEC 24727-2, the optional IF-PROFILE field in the CCD is
-- used to indicate that a card provides an implementation of ISO/IEC 24727-3.
-- © ISO/IEC 2008-2010

-- All rights reserved. Unless otherwise specified, no part of this publication
-- may be reproduced or utilized in any form or by any means, electronic or
-- mechanical, including photocopying and microfilm, without permission in
-- writing from either ISO at the address below or ISO's member body in the
-- country of the requester.

-- ISO copyright office

-- Case postale 56 « CH-1211 Geneva 20

--Tel. +41 2274901 11

-- Fax + 4122 749 09 47

-- E-mail copyright@iso.org

-- Web www.iso.org

DEFINITIONS AUTOMATIC TAGS EXTENSIBILITY IMPLIED ::=
BEGIN

-- EXPORTS; Exports all

IMPORTS;

-- Major and Minor Revision values for this ASN.1 Module
revMajIS024727-3-ALGO INTEGER ::=1

revMinISO24727-3-ALGO INTEGER ::=3

AlgorithmIDParameters ::= SEQUENCE {

algorithm

ALGORITHMIDENTIFIERPARAMETERS. &id({SupportedAlgorithms}),
parameters

ALGORITHMIDENTIFIERPARAMETERS.&Type
({SupportedAlgorithms} {@algorithm}) OPTIONAL}
ALGORITHMIDENTIFIERPARAMETERS ::= CLASS {&id OBJECT IDENTIFIER,
&Type OPTIONAL }

WITH SYNTAX {ID &id

[TYPE &Type]}

-- Algorithm OIDs

-- Add an Unknown

id-unknownAlgorithmlIdentifier OBJECT IDENTIFIER ::=

{iso(1) standard(0) is024727(24727) part3(3) annexB(13)
algorithmlIdentifiers(1) unknown(0)}

'Y



unknownAlgorithmIdentifier ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-unknownAlgorithmIdentifier}

Oyl by oI V-0

&l )-Y-o
18033-2 refers to hash functions in 10118-2 and 10118-3.
18033-2 describes key derivation functions KDF1 and KDF2 with dependences on hash functions.
18033-2 refers to MAC algorithms in 9797-1 and 9797-2.
18033-2 refers to block ciphers in 18033-3.
18033-2 describes symmetric ciphers SC1 and SC2 with dependences on block ciphers and key derivation
functions.
18033-2 describes key encapsulation mechanisms (KEM).
18033-2 describes data encapsulation mechanisms (DEM).
18033-2 describes hybrid ciphers.
18033-2 describes ElGamal-based KEM.
18033-2 describes RSA-based asymmetric cipher and KEM.
18033-3 defines TDEA (which is 3DES) in terms of DES.
18033-3 defines DES (in Annex A).
18033-3 defines MISTY 1.
18033-3 defines CAST-128.
18033-3 defines AES.
18033-3 defines Camellia.
18033-3 defines SEED.
18033-4 describes the construction of stream ciphers from block ciphers.
18033-4 defines MUGI keystream generator.
18033-4 defines SNOW 2.0 keystream generator.

o ATVEZY 0,lods oyl pl sho o st 31 oy Lo slapsis 901 Y- Y-

id-is18033-3 OBJECT IDENTIFIER ::= { 1 0 18033 3 }
id-bc64 OBJECT IDENTIFIER ::= { 1 0 180333 1 }

id-bc128 OBJECT IDENTIFIER ::= { 1 0 18033 32 }
id-bc64-tdea OBJECT IDENTIFIER ::= {10 18033311}
id-bc64-mistyl OBJECT IDENTIFIER ::= { 1018033312}
id-bc64-cast128 OBJECT IDENTIFIER ::= {10 18033313}
id-bc128-aes OBJECT IDENTIFIER ::= { 10 18033321}
id-bc128-camellia OBJECT IDENTIFIER ::= { 1018033322}
id-bc128-seed OBJECT IDENTIFIER ::= { 10 18033323}
is18033-3 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-is18033-3 }

bc64 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-bc64 }

bc128 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-bc128 }

bc64-tdea ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-bc64-tdea }

bc64-mistyl ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-bc64-misty1 }

bc64-cast128 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-bc64-cast128 }

bcl128-aes ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-bc128-aes }

bcl128-camellia ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-bc128-camellia }

bc128-seed ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-bc128-seed }
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id-aes128-ECB OBJECT IDENTIFIER ::= {2 1684011013411}
id-aes128-CBC OBJECT IDENTIFIER == {2 1684011013412}
id-aes128-OFB OBJECT IDENTIFIER ::= {2 1684011013413}
id-aes128-CFB OBJECT IDENTIFIER ::= {216 84011013414}
aes128-ECB ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes128-ECB }

aes128-CBC ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-aes128-CBC }

acs128-OFB ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-aes128-OFB }

acs128-CFB ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-aes128-CFB }

id-aes192-ECB OBJECT IDENTIFIER ::= {216 840110134121}
id-aes192-CBC OBJECT IDENTIFIER ::== {216 840110134122}
id-aes192-OFB OBJECT IDENTIFIER ::= {216 840110134123}
id-aes192-CFB OBJECT IDENTIFIER ::= {2 168401 10134124}
aes192-ECB ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes192-ECB }

aes192-CBC ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes192-CBC }

aes192-OFB ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes192-OFB }

aes192-CFB ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes192-CFB }

id-aes256-ECB OBJECT IDENTIFIER ::= {216 8401 101 34 1 41 }
id-aes256-CBC OBJECT IDENTIFIER ::= {2 16 840 1 10134 1 42}
id-aes256-OFB OBJECT IDENTIFIER ::= {216 840110134143}
id-aes256-CFB OBJECT IDENTIFIER ::= {2 16 840 1 10134 1 44 }
aes256-ECB ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes256-ECB }

aes256-CBC ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-aes256-CBC }

aes256-OFB ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-aes256-OFB }

aes256-CFB ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-aes256-CFB }

id-des-ECB OBJECT IDENTIFIER ::={ 1314326 }
id-des-CBC OBJECT IDENTIFIER ::={ 1314327}
-- Carries an IV as a parameter.

id-des-OFB OBJECT IDENTIFIER ::= {13 14328}
-- Carries an FBParameter as a parameter.

-- where,

-- FBParameter ::= SEQUENCE {

—ivIVv,

-- numberOfBits NumberOfBits

-

-- and,

-- 1V ::= OCTET STRING

-- NumberOfBits ::= INTEGER

-- number of feedback bits (1-64)

des-ECB ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-des-ECB }
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des-CBC ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-des-CBC }
des-OFB ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-des-OFB }

id-des-EDE3-CBC OBJECT IDENTIFIER ::= { 1 2 840 113549 3 7}
id-rc2CBC OBJECT IDENTIFIER ::= { 1 2 840 113549 3 2}
id-rc5-CBC-PAD OBJECT IDENTIFIER ::= { 1 2 840 113549 3 9}
des-EDE3-CBC ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-des-EDE3-CBC }

rc2CBC ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-rc2CBC }

rc5-CBC-PAD ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-rc5-CBC-PAD }

id-rsa-public-key OBJECT IDENTIFIER ::= { 12840 113549111}
id-dsa-public-key OBJECT IDENTIFIER ::= { 1 2 840 100404 1 }
id-ec-public-key OBJECT IDENTIFIER ::= { 12 840 100452 1 }
rsa-public-key ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-rsa-public-key }

dsa-public-key ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-dsa-public-key }

ec-public-key ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-ec-public-key }

id-rsa-oaep OBJECT IDENTIFIER ::= { 12840 113549117}
rsa-oaecp ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-rsa-oaep }

id-dsa-with-SHA-1 OBJECT IDENTIFIER ::= { 1 2 840 100404 3 }
id-md2WithRSAEncryption OBJECT IDENTIFIER ::= { 12 840 113549112 }
id-md5WithRSAEncryption OBJECT IDENTIFIER ::= { 12 840 113549114 }
id-sha-1WithRSAEncryption OBJECT IDENTIFIER ::= { 1 2 840 113549115}
id-sha224WithRSAEncryption OBJECT IDENTIFIER ::= {12 840 11354911 14 }
id-sha256WithRSAEncryption OBJECT IDENTIFIER ::= { 12 840 11354911 11 }
id-sha384WithRSAEncryption OBJECT IDENTIFIER ::= {12840 1135491112}
id-sha512WithRSAEncryption OBJECT IDENTIFIER ::= { 12 840 11354911 13 }
id-rsaSSA-PSS OBJECT IDENTIFIER ::= { 12840 11354911 10 }

-- same OID for all hash algorithms (hash algorithm is specified as a parameter).
dsa-with-SHA-1 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-dsa-with-SHA-1 }

md2WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-md2WithRSAEncryption }

md5WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-md5WithRSAEncryption }

sha-1WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-sha-1WithRSAEncryption }

sha224WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-sha224WithRSAEncryption }

sha256WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-sha256WithRSAEncryption }

sha384WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-sha384WithRSAEncryption }
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sha512WithRSAEncryption ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-sha512WithRSAEncryption }

rsaSSA-PSS ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-rsaSSA-PSS }

S (o L ;oI F-o
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id-ansiX9p192r1 OBJECT IDENTIFIER ::= {12 840 100453 11}
id-ansiX9t163k1 OBJECT IDENTIFIER ::={ 1313201}
id-ansiX9t163r2 OBJECT IDENTIFIER ::= { 13 1320 15 }
id-ansiX9p224r1 OBJECT IDENTIFIER ::= { 13 132033}
id-ansiX9t233k1 OBJECT IDENTIFIER ::= {13 132026 }
id-ansiX9t233r1 OBJECT IDENTIFIER ::= {13 132027 }
id-ansiX9p256r1 OBJECT IDENTIFIER ::= { 12 840 10045317 }
id-ansiX9t283k1 OBJECT IDENTIFIER ::= {13 1320 16 }
=11
=11
=11
=11

id-ansiX9t283r1 OBJECT IDENTIFIER 3132017}
id-ansiX9p384r1 OBJECT IDENTIFIER 3132034}
id-ansiX9t409k1 OBJECT IDENTIFIER 3132036}
id-ansiX9t409r1 OBJECT IDENTIFIER 3132037}
id-ansiX9p521rl1 OBJECT IDENTIFIER ::= { 13132035 }
id-ansiX9t571k1 OBJECT IDENTIFIER == { 1 3 132038 }
id-ansiX9t571r1 OBJECT IDENTIFIER ::= { 13 132039 }
ansiX9p192r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9p192rl }

ansiX9t163kl1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t163k1 }

ansiX9t163r2 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t163r2 }

ansiX9p224r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9p224rl }

ansiX9t233kl ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t233k1 }

ansiX9t233r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t233r1 }

ansiX9p256r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9p256rl }

ansiX9t283k1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t283k1 }

ansiX9t283r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t283r1 }

ansiX9p384r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9p384rl }

ansiX9t409k1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t409k1 }

ansiX9t409r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t409r1 }

ansiX9p521r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9p521rl }

ansiX9t571kl1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t571k1 }

ansiX9t571r1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ansiX9t571r1 }

blaol Y-f-o
id-ecDSA-with-SHA-1 OBJECT IDENTIFIER ::= { 1 2 840 10045 4 1 }
id-ecDSA-with-SHA-224 OBJECT IDENTIFIER ::= {12840 10045431 }
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id-ecDSA-with-SHA-256 OBJECT IDENTIFIER ::= { 12 840 10045432 }
id-ecDSA-with-SHA-384 OBJECT IDENTIFIER ::= { 12 840 10045433 }
id-ecDSA-with-SHA-512 OBJECT IDENTIFIER ::= { 12 840 1004543 4 }
ecDSA-with-SHA-1 ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-ecDSA-with-SHA-1 }

ecDSA-with-SHA-224 ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-ecDSA-with-SHA-224 }

ecDSA-with-SHA-256 ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-ecDSA-with-SHA-256 }

ecDSA-with-SHA-384 ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-ecDSA-with-SHA-384 }

ecDSA-with-SHA-512 ALGORITHMIDENTIFIERPARAMETERS ::
{ID id-ecDSA-with-SHA-512 }

id-md2 OBJECT IDENTIFIER ::= { 12 840 11354922 }

id-md5 OBJECT IDENTIFIER ::= { 12840 11354925}

id-shal OBJECT IDENTIFIER ::={ 13143226}

id-sha224 OBJECT IDENTIFIER ::= {2 1684011013424}
id-sha256 OBJECT IDENTIFIER ::= {2 1684011013421}
id-sha384 OBJECT IDENTIFIER ::= {2 1684011013422}
id-sha512 OBJECT IDENTIFIER ::= {2 1684011013423}

md2 ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-md2 }

md5 ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-md5 }

shal ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-shal }
sha224 ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-sha224 }
sha256 ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-sha256 }
sha384 ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-sha384 }
sha512 ALGORITHMIDENTIFIERPARAMETERS ::= {ID id-sha512 }

id-hmacWithSHA1 OBJECT IDENTIFIER ::= { 12 840 1135492 7}
id-hmacWithSHA224 OBJECT IDENTIFIER ::= { 1 2 840 113549 2 8}
id-hmacWithSHA256 OBJECT IDENTIFIER ::= { 1 2 840 113549 2 9}
id-hmacWithSHA384 OBJECT IDENTIFIER ::= { 1 2 840 113549 2 10}
id-hmacWithSHAS512 OBJECT IDENTIFIER ::= { 1 2 840 113549 2 11}
id-hmac-MD5 OBJECT IDENTIFIER ::={136155811}
hmacWithSHA1 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-hmacWithSHA1 }

hmacWithSHA224 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-hmacWithSHA224 }

hmacWithSHA256 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-hmacWithSHA256 }

hmacWithSHA384 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-hmacWithSHA384 }

hmacWithSHA512 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-hmacWithSHAS512 }

hmac-MD5 ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-hmac-MD5 }

id-dhSinglePass-stdDH-shalkdf-scheme OBJECT IDENTIFIER ::=
{13133168406302}

id-dhSinglePass-cofactorDH-shalkdf-scheme OBJECT IDENTIFIER ::=
{13133168406303 }

id-mqvSinglePass-shalkdf-scheme OBJECT IDENTIFIER ::=
{131331684063016}
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1d-x9-63-scheme OBJECT IDENTIFIER ::=

{12840630}

id-secg-scheme OBJECT IDENTIFIER ::= {13 1321}

id-dhSinglePass-stdDH-shalkdf OBJECT IDENTIFIER ::=

{128406302}

id-dhSinglePass-cofactorDH-shalkdf OBJECT IDENTIFIER ::=

{128406303}

id-dhSinglePass-cofactorDH-recommendedKDF OBJECT IDENTIFIER ::= {13 13211}
id-dhSinglePass-cofactorDH-specifiedKDF OBJECT IDENTIFIER ::= {13 13212}
id-iso-kdfl OBJECT IDENTIFIER ::=

{1018033251}

dhSinglePass-stdDH-shalkdf-scheme ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-dhSinglePass-stdDH-shalkdf-scheme }
dhSinglePass-cofactorDH-shalkdf-scheme ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-dhSinglePass-cofactorDH-shalkdf-scheme }

mqvSinglePass-shalkdf-scheme ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-mqvSinglePass-shalkdf-scheme }

x9-63-scheme ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-x9-63-scheme }

secg-scheme ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-secg-scheme }

dhSinglePass-stdDH-shalkdf ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-dhSinglePass-stdDH-shalkdf }

dhSinglePass-cofactorDH-shalkdf ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-dhSinglePass-cofactorDH-shalkdf }

dhSinglePass-cofactorDH-recommendedKDF ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-dhSinglePass-cofactorDH-recommendedKDF }
dhSinglePass-cofactorDH-specifiedKDF ALGORITHMIDENTIFIERPARAMETERS ::=
{ID id-dhSinglePass-cofactorDH-specifiedKDF }

iso-kdfl ALGORITHMIDENTIFIERPARAMETERS ::=

{ID id-iso-kdfl TYPE OBJECT IDENTIFIER}

0l Pl sl ;551 (43 ol 2 A
SupportedAlgorithms ALGORITHMIDENTIFIERPARAMETERS ::=
{ unknownAlgorithmIdentifier |
-- B.2 Symmetric Algorithms
is18033-3 |
bco4 |
bcl28 |
bc64-tdea |
bc64-mistyl |
bc64-cast128 |
bel28-aes |
bc128-camellia |
bc128-seed |
-- B 2.3 AES (128-bit key)
aes128-ECB |
aes128-CBC |
aes128-OFB |
aes128-CFB |
-- B.2.4 AES (192-bit key)
aes192-ECB |
aes192-CBC |
aes192-OFB |
aes192-CFB |
-- B.2.5 AES (256 bit key)
aes256-ECB |
aes256-CBC |
aes256-OFB |
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aes256-CFB |

--B.2.6 DES

des-ECB |

des-CBC |

des-OFB |

-- B.2.7 Others
des-EDE3-CBC |

rc2CBC |

rc5-CBC-PAD |

-- B.3 Asymmetric Algorithms
-- B.3.1 Public Keys
rsa-public-key |
dsa-public-key |
ec-public-key |

-- B.3.2 Asymmetric Encryption
rsa-oaep |

-- B.3.3 Signatures
dsa-with-SHA-1 |
md2WithRSAEncryption |
md5WithRSAEncryption |
sha-1WithRSAEncryption |
sha224WithRSAEncryption |
sha256 WithRSAEncryption |
sha384WithRSAEncryption |
sha512WithRSAEncryption |
rsaSSA-PSS |

-- B.4 Elliptic Curve Algorithms
-- B.4.1 Elliptic Curves
ansiX9p192r1 |
ansiX9t163kl1 |
ansiX9t163r2 |
ansiX9p224r1 |
ansiX9t233kl |
ansiX9t233rl |
ansiX9p256r1 |
ansiX9t283kl |
ansiX9t283rl |
ansiX9p384rl |
ansiX9t409k1 |
ansiX9t409rl |
ansiX9p521rl |
ansiX9t571kl |
ansiX9t571r1 |

-- B.4.2 Signatures
ecDSA-with-SHA-1 |
ecDSA-with-SHA-224 |
ecDSA-with-SHA-256 |
ecDSA-with-SHA-384 |
ecDSA-with-SHA-512 |

-- B.5 Hash Functions

md?2 |

md5 |

shal |

sha224 |

sha256 |

sha384 |

sha512 |

-- B.6 Message Authentication Codes
hmacWithSHAT |
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hmacWithSHA224 |

hmacWithSHA256 |

hmacWithSHA384 |

hmacWithSHAS512 |

hmac-MDS5 |

-- B.7 Key Establishment
dhSinglePass-stdDH-shalkdf-scheme |
dhSinglePass-cofactorDH-shalkdf-scheme |
mqvSinglePass-shalkdf-scheme |
x9-63-scheme |

secg-scheme |
dhSinglePass-stdDH-shalkdf |
dhSinglePass-cofactorDH-shalkdf |
dhSinglePass-cofactorDH-recommendedKDF |
dhSinglePass-cofactorDH-specifiedKDF |
iso-kdfl }

END
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ASN.1 &1,

INSO 16386-3-API {INSO (1) standard(0) INSO 16386 (16386) part3(3) annexC(14) }
-- Version 1.74, 05-Mar-2010

-- IF-PROFILE value '01'

-- *According to ISO/IEC 24727-2, the optional IF-PROFILE field in the CCD is
-- used to indicate that a card provides an implementation of ISO/IEC 24727-3.
-- © ISO/IEC 2008-2010

-- All rights reserved. Unless otherwise specified, no part of this publication

-- may be reproduced or utilized in any form or by any means, electronic or

-- mechanical, including photocopying and microfilm, without permission in

-- writing from either ISO at the address below or ISO's member body in the

-- country of the requester.

-- ISO copyright office

-- Case postale 56 « CH-1211 Geneva 20

--Tel. +412274901 11

-- Fax +41 22 749 09 47

-- E-mail copyright@jiso.org

-- Web www.iso.org

DEFINITIONS AUTOMATIC TAGS EXTENSIBILITY IMPLIED ::=
BEGIN

--EXPORTS (all)

IMPORTS size-max-NameLength, size-max-NodePathLength, size-max-Padding,
size-max-SecurityCondition,

ByteValue, URIType,

Applicationldentifier, Objectldentifier, Name, Transactionldentifier,
IFDAction, IFDName, GenericHandleType, GenericldentifierType

FROM 1S024727-COMMON { iso(1) standard(0) is024727(24727) }
AlgorithmIDParameters

FROM 1S024727-3-ALGO {iso(1) standard(0) is024727(24727)

part3(3) annexB (13) };

-- Major and Minor Revision values for this ASN.1 Module
revMajIS024727-3-API INTEGER ::= 1

revMinISO24727-3-API INTEGER ::= 74

size-max-NameLength INTEGER ::= 255
size-max-NodePathLength INTEGER ::= 255
size-max-Padding INTEGER ::= 16
size-max-SecurityCondition INTEGER ::= 255

ConnectionHandle ::= INTEGER

CardApplicationName ::= Applicationldentifier
CardApplicationNameList ::= SET OF CardApplicationName
DSIName ::= Name

DSINameList ::= SET OF DSIName

DSIContent ::= OCTET STRING
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DataSetName ::= Name

DataSetNameList ::= SET OF DataSetName
DIDScope ::= CHOICE {

local NULL,

global NULL

}

CardApplicationServiceLoadPackage ::= OCTET STRING
ExecuteActionRequest ::= OCTET STRING
ExecuteActionConfirmation ::= OCTET STRING
CipherBuffer ::= OCTET STRING
MessageBuffer ::= OCTET STRING

HashBuffer ::= OCTET STRING
SignatureBuffer ::= OCTET STRING
RandomDataBuffer ::= OCTET STRING

DifferentialldentityAuthenticationState ::= SEQUENCE {
dIDName DIDName,

dIDScope DIDScope,

dIDState BOOLEAN

}

SecurityCondition ::= CHOICE {

didAuthentication Differentialldentity AuthenticationState,
always BOOLEAN (TRUE),

never BOOLEAN (FALSE),

not SecurityCondition,

and SEQUENCE SIZE (1..size-max-SecurityCondition) OF
SecurityCondition,

or SEQUENCE SIZE (1..size-max-SecurityCondition) OF
SecurityCondition

¥

AccessRule ::= SEQUENCE {

cardApplicationService CardApplicationServiceName,
action ActionName,

securityCondition SecurityCondition

}

AccessControlList ::= SET OF AccessRule
CardApplicationPathInfo ::= SEQUENCE {

pathSecurity PathSecurityType OPTIONAL,

-- The pathSecurity element specifies the protection

-- between the local dispatcher and the remote dispatcher
-- which is located at channelHandle.protocol TerminationPoint
channelHandle ChannelHandleType OPTIONAL,
contextHandle ContextHandleType OPTIONAL,
iFDName IFDName OPTIONAL,

slotindex INTEGER OPTIONAL,

cardApplication Applicationldentifier

PathSecurityType ::= SEQUENCE {

protocol PATHSECURITYPARAMETERS.&id({SupportedPathSecurityProtocols}),

slools gy ,Lislw Y-V\-0

parameters PATHSECURITYPARAMETERS.&Type({SupportedPathSecurityProtocols} {@protocol}) OPTIONAL

}
unknownPathSecurityProtocolOID OBJECT IDENTIFIER ::= { iso(1) standard(0) is024727(24727) part3(3)

annex-c(2) pathSecurityProtocols(0) unknown(0) }
unknownPathSecurityProtocol PATHSECURITYPARAMETERS ::= {
ID unknownPathSecurityProtocolOID}

SupportedPathSecurityProtocols PATHSECURITYPARAMETERS ::=
{unknownPathSecurityProtocol}
PATHSECURITYPARAMETERS ::= CLASS {

&id OBJECT IDENTIFIER,

&Type OPTIONAL

} WITH SYNTAX {ID &id

[TYPE &Type]}

ProtocolTerminationPoint ::= URIType

ChannelHandleType ::= SEQUENCE {

protocol TerminationPoint ProtocolTerminationPoint OPTIONAL,
sessionldentifier GenericldentifierType OPTIONAL,

binding URIType OPTIONAL

}

ContextHandleType ::= GenericHandleType
CardApplicationPathSet ::= SET OF CardApplicationPathInfo
CardApplicationServiceDescription ::= CHOICE {
serviceDescriptionText VisibleString,

\F-



serviceDescriptionURL URL

}

CertificateInfo ::= CHOICE {
efidOrPath OCTET STRING,
certificateContent OCTET STRING

}
CertificateType ::= CHOICE {
typelndex INTEGER,

typelD OBJECT IDENTIFIER

}

DSI ::= SEQUENCE {
dsiName DSIName,
dsiContent DSIContent

}

DSIReference ::= SEQUENCE {
alD Applicationldentifier,
dataSetName DataSetName,
dsiName DSIName

}

DataSet ::= SEQUENCE {
dsName DataSetName,
dsContent SEQUENCE OF DSI,
dsACL AccessControlList

}

DIDQualifier ::= CHOICE {
applicationldentifier Applicationldentifier,
objectldentifier OBJECT IDENTIFIER,
applicationFunction BIT STRING

}

DIDUpdateData ::= SEQUENCE {
marker OCTET STRING,

qualifier DIDQualifier OPTIONAL

}

DIDStructure ::= SEQUENCE {

name DIDName,

protocol OBJECT IDENTIFIER,

scope DIDScope,

authenticated BOOLEAN,

marker OCTET STRING,

qualifier DIDQualifier OPTIONAL

DIDAuthenticationData ::= OCTET STRING
DIDName ::= Name

DIDReference ::= SEQUENCE {

scope DIDScope,

dIDName DIDName

}
DIDNameList ::= SET OF DIDName

TargetName ::= CHOICE {

datasetName DataSetName,

didName DIDName,

cardApplicationName CardApplicationName

}
TargetType ::= VisibleString (CONSTRAINED BY {

-- "DIFFERENTIAL-IDENTITY"
-- "CARD-APPLICATION"

$)

URL ::= CHOICE {

printable PrintableString,

ia5 TASString

}

-- Secure Transport Syntax, an adaptation of PKCS#7 envelopedData content type — RFC 2315

ContentInfo ::= SEQUENCE {

contentType ContentType,

content EnvelopedData

}

ContentType ::= OBJECT IDENTIFIER

EnvelopeDataVersion ::= INTEGER (0)

CertificateSerialNumber ::= INTEGER
KeyEncryptionAlgorithmIdentifier ::= AlgorithmIDParameters
ContentEncryptionAlgorithmldentifier ::= AlgorithmIDParameters
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EnvelopedData ::= SEQUENCE {

version EnvelopeDataVersion,
recipientInfos RecipientInfos,
encryptedContentInfo EncryptedContentInfo

RecipientInfos ::= SET OF RecipientInfo

RecipientInfo ::= SEQUENCE {

version EnvelopeDataVersion,

issuerAndSerialNumber IssuerAndSerialNumber,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey

IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,

serialNumber CertificateSerialNumber

}

EncryptedKey ::= OCTET STRING

EncryptedContentInfo ::= SEQUENCE {

contentType ContentType,

contentEncryptionAlgorithm ContentEncryptionAlgorithmlIdentifier,
encryptedContent EncryptedContent OPTIONAL

}
EncryptedContent ::= OCTET STRING

CardApplicationServiceName ::= VisibleString (CONSTRAINED BY {

-- "Connection"

-- "CardApplication"

-- "NamedData"

-- "Cryptographic"

-- "Differentialldentity"

-- "Authorization"

D)

CardApplicationServiceNameList ::= SET OF CardApplicationServiceName
ActionName ::= CHOICE {

apiAccessEntryPoint APIAccessEntryPointName,
connectionServiceAction ConnectionServiceActionName,
cardApplicationServiceAction CardApplicationServiceActionName,
namedDataServiceAction NamedDataServiceActionName,
cryptographicServiceAction CryptographicServiceActionName,
differentialldentityServiceAction DifferentialldentityServiceActionName,
authorizationServiceAction AuthorizationServiceActionName

}

APIAccessEntryPointName ::= VisibleString (CONSTRAINED BY {

-- "Initialize"

-- "Terminate"

-- "CardApplicationPath"

1))

ConnectionServiceActionName ::= VisibleString (CONSTRAINED BY {
-- "CardApplicationConnect"

-- "CardApplicationDisconnect"

-- "CardApplicationStartSession"

-- "CardApplicationEndSession"

)

CardApplicationServiceActionName ::= VisibleString (CONSTRAINED BY {
-- "CardApplicationList"

-- "CardApplicationCreate"

-- "CardApplicationDelete"

-- "CardApplicationServiceList"

-- "CardApplicationServiceCreate"

-- "CardApplicationServiceLoad"

-- "CardApplicationServiceDelete"

-- "CardApplicationServiceDescribe"

-- "ExecuteAction"

})

NamedDataServiceActionName ::= VisibleString (CONSTRAINED BY {
-- "DataSetList"

-- "DataSetCreate"

-- "DataSetSelect"
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-- "DataSetDelete"

-- "DSIList"

-- "DSICreate"

-- "DSIDelete"

-- "DSIWrite"

-- "DSIRead"

1))

CryptographicServiceActionName ::= VisibleString (CONSTRAINED BY {
-- "Encipher"

-- "Decipher"

-- "GetRandom"

-- "Sign"

-- "VerifySignature"

-- "VerifyCertificate"

})

DifferentialldentityServiceActionName ::= VisibleString (CONSTRAINED BY {
-- "DIDList"

-- "DIDCreate"

-- "DIDGet"

-- "DIDUpdate"

-- "DIDDelete"

-- "DIDAuthenticate"

b

AuthorizationServiceActionName ::= VisibleString (CONSTRAINED BY {
-- "ACLList"

-- "ACLModify"

D

InitializeReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_COMMUNICATION_FAILURE"

-- "API_INCORRECT_PARAMETER"

)

TerminateReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_WARNING_CONNECTION_DISCONNECTED"

--"API INCORRECT PARAMETER"
--"API_NOT_INITIALIZED"

-- "API_COMMUNICATION_FAILURE"

D)

CardApplicationPathReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

--"API NOT INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"
--"API_TOO_MANY_RESULTS"

--"API COMMUNICATION_FAILURE"

D)

CardApplicationConnectReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

--"API NOT INITIALIZED"
--"API_EXCLUSIVE_NOT_AVAILABLE"
--"API_SECURITY CONDITION NOT SATISFIED"

--"API COMMUNICATION_FAILURE"

D)

CardApplicationDisconnectReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API WARNING SESSION_ENDED"

-- "API_INCORRECT_PARAMETER"

--"API_NOT _INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_COMMUNICATION_FAILURE"

D)

CardApplicationStartSessionReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API_NEXT REQUEST"

-- "API_INCORRECT_PARAMETER"

--"API NAMED ENTITY NOT FOUND"

--"API PROTOCOL NOT RECOGNIZED"

-- "API_INAPPROPRIATE PROTOCOL_FOR_ACTION"

--"API DID ALREADY AUTHENTICATED"

--"API NOT_INITIALIZED"
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--"API SECURITY_CONDITION _NOT_SATISFIED"

-- "API_INSUFFICIENT RESOURCES"

-- "API_COMMUNICATION_FAILURE"

b

CardApplicationEndSessionReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_INCORRECT_PARAMETER"

--"API NO_ACTIVE_SESSION"

--"API NOT INITIALIZED"

-- "API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API_COMMUNICATION_FAILURE"

D

CardApplicationListReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_INCORRECT_PARAMETER"

--"API NOT INITIALIZED"

-- "API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API_COMMUNICATION_FAILURE"

D)

CardApplicationCreateReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

--"API NAME EXISTS"

--"API NOT INITIALIZED"

-- "API_SECURITY_CONDITION_NOT_SATISFIED"

--"API PREREQUISITE NOT _ SATISFIED"

-- "API_INSUFFICIENT RESOURCES"

-- "API_COMMUNICATION_FAILURE"

1))

CardApplicationDeleteReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_WARNING_CONNECTION_DISCONNECTED"

-- "API_INCORRECT_PARAMETER"

--"API NAMED ENTITY NOT FOUND"

--"API_NOT_INITIALIZED"
--"API_SECURITY_CONDITION_NOT_SATISFIED"

--"API PREREQUISITE NOT _ SATISFIED"

--"API COMMUNICATION_ FAILURE"

D

CardApplicationServiceListReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API INCORRECT PARAMETER"

--"API_NOT_INITIALIZED"

--"API_SECURITY CONDITION NOT SATISFIED"

--"API COMMUNICATION_ FAILURE"

D

CardApplicationServiceCreateReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API INCORRECT PARAMETER"

--"API_NAME_EXISTS"

--"API_NOT _INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_INSUFFICIENT _RESOURCES"

-- "API_COMMUNICATION_FAILURE"

D)

CardApplicationServiceLoadReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_INCORRECT_PARAMETER"

--"API NAMED ENTITY NOT FOUND"

--"API NOT INITIALIZED"

-- "API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API _INSUFFICIENT RESOURCES"

--"API COMMUNICATION_ FAILURE"

D

CardApplicationServiceDeleteReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API INCORRECT PARAMETER"
--"API_NAMED_ENTITY_NOT_FOUND"

--"API_NOT _INITIALIZED"

- "API SECURITY CONDITION NOT SATISFIED"

--"API COMMUNICATION_ FAILURE"

1))

CardApplicationServiceDescribeReturnCode ::= VisibleString (CONSTRAINED BY {
--"API OK"

V¥Y



--"API INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"
--"API_NOT_INITIALIZED"

--"API SECURITY_CONDITION_NOT_SATISFIED"

--"API COMMUNICATION_FAILURE"

3

ExecuteActionReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API INCORRECT PARAMETER"
--"API_NAMED_ENTITY_NOT_FOUND"
--"API_NOT_INITIALIZED"

--"API SECURITY_ CONDITION NOT_SATISFIED"

-- "API_INSUFFICIENT_RESOURCES"

-- "API_COMMUNICATION_FAILURE"

b

DataSetListReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API_INCORRECT PARAMETER"

--"API NOT_INITIALIZED"

--"API SECURITY_CONDITION NOT SATISFIED"

-- "API_COMMUNICATION_FAILURE"

)

DataSetCreateReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT PARAMETER"

- "API NAME EXISTS"

--"API NOT INITIALIZED"
--"API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API_INSUFFICIENT_RESOURCES"

--"API COMMUNICATION_FAILURE"

)

DataSetSelectReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"
--"API_NAMED_ENTITY_NOT_FOUND"
--"API_NOT_INITIALIZED"

--"API_SECURITY CONDITION NOT SATISFIED"

--"API COMMUNICATION_ FAILURE"

3

DataSetDeleteReturnCode ::= VisibleString (CONSTRAINED BY {
- "API_OK"

--"API INCORRECT PARAMETER"
--"API_NAMED_ENTITY_NOT_FOUND"

--"API NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

--"API COMMUNICATION_ FAILURE"

1))

DSIListReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API_INCORRECT PARAMETER"
--"API_NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_PREREQUISITE_NOT_SATISFIED"
--"API_COMMUNICATION_FAILURE"

)

DSICreateReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_INCORRECT PARAMETER"

- "API NAME_EXISTS"

--"API NOT INITIALIZED"
--"API_SECURITY_CONDITION_NOT_SATISFIED"

--"API PREREQUISITE NOT SATISFIED"

-- "API_INSUFFICIENT RESOURCES"

-- "API_COMMUNICATION_FAILURE"

1))

DSIDeleteReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT _PARAMETER"

--"API_ NAMED_ ENTITY_NOT_FOUND"

--"API NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_PREREQUISITE_NOT_SATISFIED"

--"API COMMUNICATION_FAILURE"

)
AN



DSIWriteReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT_PARAMETER"

--"API NAMED_ ENTITY NOT FOUND"

--"API NOT_INITIALIZED"

-- "API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API_PREREQUISITE NOT_SATISFIED"

-- "API _INSUFFICIENT RESOURCES"

--"API COMMUNICATION_ FAILURE"

3

DSIReadReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT_PARAMETER"
--"API_NAMED_ENTITY_NOT_FOUND"

--"API_NOT _INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_PREREQUISITE_NOT_SATISFIED"
--"API_COMMUNICATION_FAILURE"

D

EncipherReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"

--"API PROTOCOL NOT RECOGNIZED"

-- "API_INAPPROPRIATE _PROTOCOL_FOR_ACTION"

--"API NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_INSUFFICIENT _RESOURCES"

-- "API_COMMUNICATION_FAILURE"

D

DecipherReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

-- "API_INCORRECT_PARAMETER"

--"API NAMED ENTITY NOT FOUND"
--"API_PROTOCOL_NOT_RECOGNIZED"

-- "API_INAPPROPRIATE PROTOCOL_FOR_ACTION"

--"API NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_INSUFFICIENT_RESOURCES"
--"API_COMMUNICATION_FAILURE"

)

GetRandomReturnCode ::= VisibleString (CONSTRAINED BY {

--"API_OK"

--"API INCORRECT PARAMETER"

- "API NAMED_ENTITY NOT FOUND"

- "API_PROTOCOL_NOT_RECOGNIZED"

-- "API_INAPPROPRIATE PROTOCOL FOR_ACTION"
--"API NOT_INITIALIZED"

- "API_SECURITY_CONDITION NOT SATISFIED"
-- "API_INSUFFICIENT _RESOURCES"

--"API_ COMMUNICATION_FAILURE"

D)

HashReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

- "API NAMED_ENTITY NOT FOUND"
--"API_PROTOCOL_NOT_RECOGNIZED"

-- "API_INAPPROPRIATE PROTOCOL FOR_ACTION"
--"API NOT INITIALIZED"

- "API_SECURITY_CONDITION _NOT SATISFIED"
-- "API_INSUFFICIENT_RESOURCES"

--"API COMMUNICATION_FAILURE"

D

SignReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

- "API NAMED_ENTITY NOT FOUND"
--"API_PROTOCOL_NOT_RECOGNIZED"
--"API_INAPPROPRIATE PROTOCOL_FOR_ACTION"
--"API NOT_INITIALIZED"

- "API_SECURITY_CONDITION NOT SATISFIED"
-- "API_INSUFFICIENT _RESOURCES"

--"API COMMUNICATION_FAILURE"

)
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VerifySignatureReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API_INCORRECT PARAMETER"

--"API NAMED_ ENTITY NOT FOUND"

--"API INVALID SIGNATURE"
--"API_PROTOCOL_NOT_RECOGNIZED"

-- "API_INAPPROPRIATE PROTOCOL_FOR_ACTION"
--"API NOT_INITIALIZED"

--"API SECURITY_CONDITION NOT SATISFIED"

-- "API_INSUFFICIENT_RESOURCES"
--"API_COMMUNICATION_FAILURE"

)

VerifyCertificateReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API_INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"
--"API_INVALID_KEY"
--"API_INVALID_SIGNATURE"

--"API PROTOCOL NOT RECOGNIZED"

-- "API INAPPROPRIATE PROTOCOL FOR_ ACTION"
--"API_NOT_INITIALIZED"

--"API SECURITY_CONDITION _NOT_SATISFIED"

-- "API INSUFFICIENT RESOURCES"

--"API COMMUNICATION_ FAILURE"

b

DIDListReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT _PARAMETER"
--"API_NOT_INITIALIZED"

--"API SECURITY_CONDITION _NOT_SATISFIED"

-- "API_COMMUNICATION_FAILURE"

D)

DIDCreateReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT _PARAMETER"

--"API_ NAME_EXISTS"

--"API PROTOCOL NOT RECOGNIZED"

--"API NOT INITIALIZED"
--"API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API_INSUFFICIENT_RESOURCES"

--"API COMMUNICATION_ FAILURE"

)

DIDGetReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"
--"API_PROTOCOL_NOT_RECOGNIZED"

--"API NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"
--"API_COMMUNICATION_FAILURE"

1))

DIDUpdateReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API_INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"

--"API PROTOCOL NOT RECOGNIZED"
--"API_NOT_INITIALIZED"
--"API_SECURITY_CONDITION_NOT_SATISFIED"

-- "API _INSUFFICIENT RESOURCES"

--"API COMMUNICATION_ FAILURE"

D)

DIDDeleteReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

-- "API_INCORRECT _PARAMETER"

--"API_ NAMED_ ENTITY_NOT_FOUND"

--"API NOT_INITIALIZED"

- "API_SECURITY CONDITION NOT SATISFIED"

-- "API_COMMUNICATION_FAILURE"

b

DIDAuthenticateReturnCode ::= VisibleString (CONSTRAINED BY {
- "API OK"

--"API_NEXT REQUEST"

--"API INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"
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--"API PROTOCOL NOT RECOGNIZED"

-- "API INAPPROPRIATE PROTOCOL FOR_ACTION"
--"API_ DID_ALREADY_ AUTHENTICATED"

--"API NOT_INITIALIZED"

--"API SECURITY_CONDITION _NOT_SATISFIED"

-- "API_INSUFFICIENT_RESOURCES"

--"API_ COMMUNICATION_FAILURE"

b

ACLListReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API_INCORRECT PARAMETER"

--"API NAMED ENTITY NOT FOUND"
--"API_NOT_INITIALIZED"
--"API_SECURITY_CONDITION_NOT_SATISFIED"

--"API_ COMMUNICATION_FAILURE"

D

ACLModifyReturnCode ::= VisibleString (CONSTRAINED BY {
--"API_OK"

--"API INCORRECT PARAMETER"

--"API NAMED _ENTITY NOT FOUND"
--"API_NOT_INITIALIZED"

- "API SECURITY CONDITION NOT SATISFIED"

-- "API INSUFFICIENT RESOURCES"

--"API COMMUNICATION_ FAILURE"

1)
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Initialize \-Y-o

Initialize ::= SEQUENCE {
argument NULL OPTIONAL,
result NULL OPTIONAL,
return InitializeReturnCode

}
Terminate Y-Y-o

Terminate ::= SEQUENCE {
argument NULL OPTIONAL,
result NULL OPTIONAL,
return TerminateReturnCode

¥
CardApplicationPath Y¥-Y-

CardApplicationPathArgument ::= SEQUENCE {
cardAppPathRequest CardApplicationPathInfo

CardApplicationPathResult ::= SEQUENCE {
cardAppPathResultSet CardApplicationPathSet
}

CardApplicationPath ::= SEQUENCE {
argument CardApplicationPathArgument,
result CardApplicationPathResult OPTIONAL,
return CardApplicationPathReturnCode

}
CardApplicationConnect ¥-Y-

CardApplicationConnectArgument ::= SEQUENCE {
cardApplicationPath CardApplicationPathInfo,
exclusiveUse BOOLEAN

}

CardApplicationConnectResult ::= SEQUENCE {
connectionHandle ConnectionHandle

)

CardApplicationConnect ::= SEQUENCE {
argument CardApplicationConnectArgument,
result CardApplicationConnectResult OPTIONAL,
return CardApplicationConnectReturnCode

}
CardApplicationDisconnect 8—Y-

CardApplicationDisconnectArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
action [IFDAction OPTIONAL

YA



}

CardApplicationDisconnect ::= SEQUENCE {
argument CardApplicationDisconnectArgument,
result NULL OPTIONAL,

return CardApplicationDisconnectReturnCode

}

CardApplicationStartSessionArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,

didScope DIDScope,

didName DIDName,

authenticationProtocolData DIDAuthenticationData,
samConnectionHandle ConnectionHandle OPTIONAL

§

CardApplicationStartSessionResult ::= SEQUENCE {
authenticationProtocolData DID AuthenticationData

}

CardApplicationStartSession ::= [APPLICATION 1031] SEQUENCE {

argument CardApplicationStartSessionArgument,
result CardApplicationStartSessionResult OPTIONAL,
return CardApplicationStartSessionReturnCode

}

CardApplicationEndSessionArgument ::= SEQUENCE {
connectionHandle ConnectionHandle

}

CardApplicationEndSession ::= [APPLICATION 1033] SEQUENCE {

argument CardApplicationEndSessionArgument,
result NULL OPTIONAL,
return CardApplicationEndSessionReturnCode

}

CardApplicationListArgument ::= SEQUENCE {
connectionHandle ConnectionHandle

}
CardApplicationListResult ::= SEQUENCE {
cardApplicationNameList CardApplicationNameList

}

CardApplicationList ::= SEQUENCE {
argument CardApplicationListArgument,
result CardApplicationListResult OPTIONAL,
return CardApplicationListReturnCode

}

CardApplicationCreateArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationName CardApplicationName,
cardApplicationACL AccessControlList

CardApplicationCreate ::= SEQUENCE {
argument CardApplicationCreate Argument,
result NULL OPTIONAL,

return CardApplicationCreateReturnCode

}

CardApplicationDeleteArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationName CardApplicationName

}

CardApplicationDelete ::= SEQUENCE {
argument CardApplicationDeleteArgument,
result NULL OPTIONAL,

return CardApplicationDeleteReturnCode

}

CardApplicationServiceListArgument ::= SEQUENCE {
connectionHandle ConnectionHandle

CardApplicationStartSession #-Y-

CardApplicationEndSession Y-Y-o

CardApplicationList A-Y-

CardApplicationCreate -Y-

CardApplicationDelete Y+-Y-
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}
CardApplicationServiceListResult ::= SEQUENCE {

cardApplicationServiceNameList CardApplicationServiceNameList

}

CardApplicationServiceList ::= SEQUENCE {
argument CardApplicationServiceListArgument,
result CardApplicationServiceListResult OPTIONAL,
return CardApplicationServiceListReturnCode

}

CardApplicationServiceCreateArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationServiceName CardApplicationServiceName
}

CardApplicationServiceCreate ::= SEQUENCE {

argument CardApplicationServiceCreateArgument,

result NULL OPTIONAL,

return CardApplicationServiceCreateReturnCode

}

CardApplicationServiceLoadArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationServiceName CardApplicationServiceName,
code CardApplicationServiceLoadPackage

CardApplicationSeviceLoad ::= SEQUENCE {
argument CardApplicationServiceLoadArgument,
result NULL OPTIONAL,

return CardApplicationServiceLoadReturnCode

}

CardApplicationServiceDelete Argument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationServiceName CardApplicationServiceName

}

CardApplicationServiceDelete ::= SEQUENCE {
argument CardApplicationServiceDelete Argument,
result NULL OPTIONAL,

return CardApplicationServiceDeleteReturnCode

}

CardApplicationServiceDescribeArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationServiceName CardApplicationServiceName
}

CardApplicationServiceDescribeResult ::= SEQUENCE {
serviceDescription CardApplicationServiceDescription

}

CardApplicationServiceDescribe ::= SEQUENCE {
argument CardApplicationServiceDescribeArgument,

result CardApplicationServiceDescribeResult OPTIONAL,
return CardApplicationServiceDescribeReturnCode

}

ExecuteActionArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
cardApplicationServiceName CardApplicationServiceName,
actionName ActionName,

request ExecuteActionRequest

}

ExecuteActionResult ::= SEQUENCE {
confirmation ExecuteActionConfirmation

}

ExecuteAction ::= SEQUENCE {
argument ExecuteActionArgument,

result ExecuteActionResult OPTIONAL,
return ExecuteActionReturnCode

}

VO
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DataSetListArgument ::= SEQUENCE {
connectionHandle ConnectionHandle

}

DataSetListResult ::= SEQUENCE {
dataSetNameList DataSetNameList

)

DataSetList ::= SEQUENCE {
argument DataSetListArgument,
result DataSetListResult OPTIONAL,
return DataSetListReturnCode

}

DataSetCreate Argument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dataSetName DataSetName,

dataSetACL AccessControlList

}

DataSetCreate ::= SEQUENCE {
argument DataSetCreateArgument,

result NULL OPTIONAL,

return DataSetCreateReturnCode

}

DataSetSelectArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dataSetName DataSetName

)

DataSetSelect ::= SEQUENCE {
argument DataSetSelectArgument,
result NULL OPTIONAL,

return DataSetSelectReturnCode

}

DataSetDeleteArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dataSetName DataSetName

}

DataSetDelete ::= SEQUENCE {
argument DataSetDeleteArgument,

result NULL OPTIONAL,

return DataSetDeleteReturnCode

}

DSIListArgument ::= SEQUENCE {
connectionHandle ConnectionHandle
}

DSIListResult ::= SEQUENCE {
dsiNameList DSINameList

}

DSIList ::== SEQUENCE {
argument DSIListArgument,
result DSIListResult OPTIONAL,
return DSIListReturnCode

}

DSICreateArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dsiName DSIName,

dsiContent DSIContent

}

DSICreate ::= SEQUENCE {
argument DSICreateArgument,
result NULL OPTIONAL,
return DSICreateReturnCode

}

AN
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DSIDeleteArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dsiName DSIName

}

DSIDelete ::= SEQUENCE {
argument DSIDeleteArgument,
result NULL OPTIONAL,
return DSIDeleteReturnCode

}

DSIWriteArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dsiName DSIName,

dsiContent DSIContent

}

DSIWrite ::= SEQUENCE {
argument DSIWriteArgument,

result NULL OPTIONAL,

return DSIWriteReturnCode

}

DSIReadArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
dsiName DSIName

}
DSIReadResult ::= SEQUENCE {
dsiContent DSIContent

}

DSIRead ::= SEQUENCE {
argument DSIReadArgument,
result DSIReadResult OPTIONAL,
return DSIReadReturnCode

}

EncipherArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

didName DIDName,

plainText CipherBuffer

)

EncipherResult ::= SEQUENCE {
cipherText CipherBuffer

}

Encipher ::= SEQUENCE {
argument EncipherArgument,
result EncipherResult OPTIONAL,
return EncipherReturnCode

}

DecipherArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

didName DIDName,

cipherText CipherBuffer

}

DecipherResult ::= SEQUENCE {
plainText CipherBuffer

}

Decipher ::= SEQUENCE {
argument DecipherArgument,
result DecipherResult OPTIONAL,
return DecipherReturnCode

}

GetRandomArgument ::= SEQUENCE {

connectionHandle ConnectionHandle,

DSIDelete YY-Y-o
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didScope DIDScope,

didName DIDName

}

GetRandomResult ::= SEQUENCE {
random RandomDataBuffer

}

GetRandom ::= SEQUENCE ¢{
argument GetRandomArgument,
result GetRandomResult OPTIONAL,
return GetRandomReturnCode

}

HashArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

didName DIDName,

message MessageBuffer

}

HashResult ::= SEQUENCE {
hash HashBuffer

}

Hash ::= SEQUENCE {
argument HashArgument,
result HashResult OPTIONAL,
return HashReturnCode

}

SignArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

didName DIDName,

message MessageBuffer

}

SignResult ::= SEQUENCE {
signature SignatureBuffer

}

Sign ::= SEQUENCE {
argument SignArgument,
result SignResult OPTIONAL,
return SignReturnCode

}

VerifySignatureArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

didName DIDName,

signature SignatureBuffer,

message MessageBuffer

}

VerifySignature ::= SEQUENCE {
argument VerifySignatureArgument,
result NULL OPTIONAL,

return VerifySignatureReturnCode

}

VerifyCertificateArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

rootCert DIDName,

certificateType CertificateType,
certificate CertificateInfo

}

VerifyCertificate ::= SEQUENCE {
argument VerifyCertificateArgument,
result NULL OPTIONAL,

return VerifyCertificateReturnCode

}

Hash Y4-Y-o

Sign Y+-Y-o
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DIDListArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
filter DIDQualifier OPTIONAL

}
DIDListResult ::= SEQUENCE {
didNameList DIDNameList

}

DIDList ::= SEQUENCE {
argument DIDListArgument,
result DIDListResult OPTIONAL,
return DIDListReturnCode

}

DIDCreateArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didName DIDName,
authProtocolOID Objectldentifier,
didUpdateData DIDUpdateData,
didACL AccessControlList

}

DIDCreate ::= SEQUENCE {
argument DIDCreateArgument,

result NULL OPTIONAL,

return DIDCreateReturnCode

}

DIDGetArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didScope DIDScope,

didName DIDName

}
DIDGetResult ::= SEQUENCE {
didStructure DIDStructure

}

DIDGet ::= SEQUENCE {
argument DIDGetArgument,
result DIDGetResult OPTIONAL,
return DIDGetReturnCode

}

DIDUpdateArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didName DIDName,

didUpdateData DIDUpdateData

}

DIDUpdate ::= SEQUENCE {
argument DIDUpdate Argument,
result NULL OPTIONAL,
return DIDUpdateReturnCode

}

DIDDeleteArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
didName DIDName

)

DIDDelete ::= SEQUENCE {
argument DIDDeleteArgument,
result NULL OPTIONAL,
return DIDDeleteReturnCode

}

DIDAuthenticateArgument ::= SEQUENCE {

connectionHandle ConnectionHandle,
didScope DIDScope,
didName DIDName,

authenticationProtocolData DIDAuthenticationData,

DIDList Y¥'-Y-o
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samConnectionHandle ConnectionHandle OPTIONAL

}
DIDAuthenticateResult ::= SEQUENCE {
authenticationProtocolData DIDAuthenticationData

}

DIDAuthenticate ::= SEQUENCE {
argument DIDAuthenticateArgument,
result DIDAuthenticateResult OPTIONAL,
return DIDAuthenticateReturnCode

}

ACLListArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,
targetType TargetType,

targetName TargetName

}
ACLListResult ::= SEQUENCE {
targetACL AccessControlList

¥

ACLList ::= SEQUENCE {
argument ACLListArgument,
result ACLListResult OPTIONAL,
return ACLListReturnCode

}

ACLAccessRuleModifyArgument ::= SEQUENCE {
connectionHandle ConnectionHandle,

targetType TargetType,

targetName TargetName,

cardApplicationServiceName CardApplicationServiceName,
actionName ActionName,

securityCondition SecurityCondition

}

ACLAccessRuleModify ::= SEQUENCE {
argument ACLAccessRuleModifyArgument,
result NULL OPTIONAL,

return ACLModifyReturnCode

}

ACLList ¥4-Y-o

ACLModify f+-Y-o

(Marshalling/Unmarshalling) ,g9 ol 3| lgs,% lawlg Y-

ServiceChoice ::= [APPLICATION 2101] CHOICE {
apiAccessChoice APIAccessChoice,

connectionServiceChoice ConnectionServiceChoice,
cardApplicationServiceChoice CardApplicationServiceChoice,
namedDataServiceChoice NamedDataServiceChoice,
cryptographicServiceChoice CryptographicServiceChoice,
differentialldentityServiceChoice DifferentialldentityServiceChoice,
authorizationServiceChoice AuthorizationServiceChoice

}

APIAccessChoice ::= [APPLICATION 2102] CHOICE {
initialize InitializeCall,

terminate TerminateCall,

cardApplicationPath CardApplicationPathCall

}

ConnectionServiceChoice ::= [APPLICATION 2103] CHOICE {
cardApplicationConnect CardApplicationConnectCall,
cardApplicationDisconnect CardApplicationDisconnectCall,
cardApplicationStartSession CardApplicationStartSessionCall,
cardApplicationEndSession CardApplicationEndSessionCall

}

CardApplicationServiceChoice ::= [APPLICATION 2104] CHOICE {
cardApplicationList CardApplicationListCall,
cardApplicationCreate CardApplicationCreateCall,
cardApplicationDelete CardApplicationDeleteCall,
cardApplicationServiceList CardApplicationServiceListCall,
cardApplicationServiceCreate CardApplicationServiceCreateCall,
cardApplicationServiceLoad CardApplicationServiceLoadCall,
cardApplicationServiceDelete CardApplicationServiceDeleteCall,
cardApplicationServiceDescribe CardApplicationServiceDescribeCall,
executeAction ExecuteActionCall

}
NamedDataServiceChoice ::= [APPLICATION 2105] CHOICE {

AT



dataSetList DataSetListCall,
dataSetCreate DataSetCreateCall,
dataSetSelect DataSetSelectCall,
dataSetDelete DataSetDeleteCall,
dSIList DSIListCall,

dSICreate DSICreateCall,

dSIDelete DSIDeleteCall,

dSIWrite DSIWriteCall,

dSIRead DSIReadCall

}

CryptographicServiceChoice ::= [APPLICATION 2106] CHOICE {
encipher EncipherCall,

decipher DecipherCall,

getRandom GetRandomCall,

hash HashCall,

sign SignCall,

verifySignature VerifySignatureCall,
verifyCertificate VerifyCertificateCall

}

DifferentialldentityServiceChoice ::= [APPLICATION 2107] CHOICE {
didList DIDListCall,

didCreate DIDCreateCall,

didGet DIDGetCall,

didUpdate DIDUpdateCall,

didDelete DIDDeleteCall,

didAuthenticate DIDAuthenticateCall

}

AuthorizationServiceChoice ::= [APPLICATION 2108] CHOICE {
aclList ACLListCall,

aclModify ACLModifyCall

}

InitializeCall ::= [APPLICATION 2001] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument NULL OPTIONAL

}

InitializeReturn ::= [APPLICATION 2002] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode InitializeReturnCode

}

TerminateCall ::= [APPLICATION 2003] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument NULL OPTIONAL

}

TerminateReturn ::= [APPLICATION 2004] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode TerminateReturnCode

}

CardApplicationPathCall ::= [APPLICATION 2005] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationPathArgument

}

CardApplicationPathReturn ::= [APPLICATION 2006] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result CardApplicationPathResult OPTIONAL,

returnCode CardApplicationPathReturnCode

}

CardApplicationConnectCall ::= [APPLICATION 2007] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument CardApplicationConnectArgument

}
CardApplicationConnectReturn ::= [APPLICATION 2008] SEQUENCE {

\OF

Jlail cwons F-o

Initialize \-¥- o

Terminate Y-¥-o

CardApplicationPath Y-f-

CardApplicationConnect ¥-f-o



transactionldentifier Transactionldentifier OPTIONAL,
result CardApplicationConnectResult OPTIONAL,
returnCode CardApplicationConnectReturnCode

}

CardApplicationDisconnectCall ::= [APPLICATION 2009] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument CardApplicationDisconnectArgument

}

CardApplicationDisconnectReturn ::= [APPLICATION 2010] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationDisconnectReturnCode

}

CardApplicationStartSessionCall ::= [APPLICATION 2011] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationStartSessionArgument

}

CardApplicationStartSessionReturn ::= [APPLICATION 2012] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result CardApplicationStartSessionResult OPTIONAL,

returnCode CardApplicationStartSessionReturnCode

}

CardApplicationEndSessionCall ::= [APPLICATION 2013] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationEndSessionArgument

}

CardApplicationEndSessionReturn ::= [APPLICATION 2014] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationEndSessionReturnCode

}

CardApplicationListCall ::= [APPLICATION 2015] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationListArgument

}

CardApplicationListReturn ::= [APPLICATION 2016] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result CardApplicationListResult OPTIONAL,

returnCode CardApplicationListReturnCode

}

CardApplicationCreateCall ::= [APPLICATION 2017] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationCreate Argument

}

CardApplicationCreateReturn ::= [APPLICATION 2018] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationCreateReturnCode

}

CardApplicationDeleteCall ::= [APPLICATION 2019] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument CardApplicationDelete Argument

}

CardApplicationDeleteReturn ::= [APPLICATION 2020] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationDeleteReturnCode
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CardApplicationServiceListCall ::= [APPLICATION 2021] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationServiceListArgument

}

CardApplicationServiceListReturn ::= [APPLICATION 2022] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result CardApplicationServiceListResult OPTIONAL,

returnCode CardApplicationServiceListReturnCode

}

CardApplicationServiceCreateCall ::= [APPLICATION 2023] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationServiceCreate Argument

}

CardApplicationServiceCreateReturn ::= [APPLICATION 2024] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationServiceCreateReturnCode

}

CardApplicationServiceLoadCall ::= [APPLICATION 2025] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument CardApplicationServiceLoadArgument

}

CardApplicationServiceLoadReturn ::= [APPLICATION 2026] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationServiceLoadReturnCode

}

CardApplicationServiceDeleteCall ::= [APPLICATION 2027] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument CardApplicationServiceDelete Argument

}

CardApplicationServiceDeleteReturn ::= [APPLICATION 2028] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode CardApplicationServiceDeleteReturnCode

}

CardApplicationServiceDescribeCall ::= [APPLICATION 2029] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument CardApplicationServiceDescribeArgument

}

CardApplicationServiceDescribeReturn ::= [APPLICATION 2030] SEQUENCE {

transactionldentifier Transactionldentifier OPTIONAL,
result CardApplicationServiceDescribeResult OPTIONAL,
returnCode CardApplicationServiceDescribeReturnCode

}

ExecuteActionCall ::= [APPLICATION 2031] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument ExecuteActionArgument

}

ExecuteActionReturn ::= [APPLICATION 2032] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result ExecuteActionResult OPTIONAL,

returnCode ExecuteActionReturnCode

}

DataSetListCall ::= [APPLICATION 2033] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
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argument DataSetListArgument

}

DataSetListReturn ::= [APPLICATION 2034] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result DataSetListResult OPTIONAL,

returnCode DataSetListReturnCode

}

DataSetCreateCall ::= [APPLICATION 2035] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DataSetCreate Argument

}

DataSetCreateReturn ::= [APPLICATION 2036] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode DataSetCreateReturnCode

}

DataSetSelectCall ::= [APPLICATION 2037] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DataSetSelectArgument

}

DataSetSelectReturn ::= [APPLICATION 2038] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode DataSetSelectReturnCode

}

DataSetDeleteCall ::= [APPLICATION 2039] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DataSetDeleteArgument

}

DataSetDeleteReturn ::= [APPLICATION 2040] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode DataSetDeleteReturnCode

}

DSIListCall ::= [APPLICATION 2041] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DSIListArgument

}

DSIListReturn ::= [APPLICATION 2042] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result DSIListResult OPTIONAL,

returnCode DSIListReturnCode

}

DSICreateCall ::= [APPLICATION 2043] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument DSICreateArgument

}

DSICreateReturn ::= [APPLICATION 2044] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode DSICreateReturnCode

}

DSIDeleteCall ::= [APPLICATION 2045] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument DSIDeleteArgument

}

DSIDeleteReturn ::= [APPLICATION 2046] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode DSIDeleteReturnCode

}
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DSIWriteCall ::= [APPLICATION 2047] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DSIWriteArgument

}

DSIWriteReturn ::= [APPLICATION 2048] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode DSIWriteReturnCode

}

DSIReadCall ::= [APPLICATION 2049] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument DSIRead Argument

}

DSIReadReturn ::= [APPLICATION 2050] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
result DSIReadResult OPTIONAL,

returnCode DSIReadReturnCode

}

EncipherCall ::= [APPLICATION 2051] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument EncipherArgument

}

EncipherReturn ::= [APPLICATION 2052] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result EncipherResult OPTIONAL,

returnCode EncipherReturnCode

}

DecipherCall ::= [APPLICATION 2053] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument DecipherArgument

}

DecipherReturn ::= [APPLICATION 2054] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result DecipherResult OPTIONAL,

returnCode DecipherReturnCode

}

GetRandomCall ::= [APPLICATION 2055] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument GetRandomArgument

§

GetRandomReturn ::= [APPLICATION 2056] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result GetRandomResult OPTIONAL,

returnCode GetRandomReturnCode

}

HashCall ::= [APPLICATION 2057] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument HashArgument

}

HashReturn ::= [APPLICATION 2058] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result HashResult OPTIONAL,

returnCode HashReturnCode

}

SignCall ::= [APPLICATION 2059] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument SignArgument

}
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SignReturn ::= [APPLICATION 2060] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result SignResult OPTIONAL,

returnCode SignReturnCode

}

VerifySignatureCall ::= [APPLICATION 2061] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

argument VerifySignatureArgument

}

VerifySignatureReturn ::= [APPLICATION 2062] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode VerifySignatureReturnCode

§

VerifyCertificateCall ::= [APPLICATION 2063] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument VerifyCertificate Argument

VerifyCertificateReturn ::= [APPLICATION 2064] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode VerifyCertificateReturnCode

}

DIDListCall ::= [APPLICATION 2065] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DIDListArgument

}

DIDListReturn ::= [APPLICATION 2066] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result DIDListResult OPTIONAL,

returnCode DIDListReturnCode

}

DIDCreateCall ::= [APPLICATION 2067] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DIDCreate Argument

}

DIDCreateReturn ::= [APPLICATION 2068] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode DIDCreateReturnCode

}

DIDGetCall ::= [APPLICATION 2069] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DIDGetArgument

}

DIDGetReturn ::= [APPLICATION 2070] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result DIDGetResult OPTIONAL,

returnCode DIDGetReturnCode

}

DIDUpdateCall ::= [APPLICATION 2071] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument DIDUpdateArgument

}

DIDUpdateReturn ::= [APPLICATION 2072] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result NULL OPTIONAL,

returnCode DIDUpdateReturnCode

}
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DIDDelete d-A-o

DIDDeleteCall ::= [APPLICATION 2073] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument DIDDelete Argument

}

DIDDeleteReturn ::= [APPLICATION 2074] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
result NULL OPTIONAL,

returnCode DIDDeleteReturnCode

i
DIDAuthenticate - A-o

DIDAuthenticateCall ::= [APPLICATION 2075] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,
argument DIDAuthenticateArgument

}

DIDAuthenticateReturn ::= [APPLICATION 2076] SEQUENCE {
transactionldentifier TransactionIdentifier OPTIONAL,

result DIDAuthenticateResult OPTIONAL,

returnCode DIDAuthenticateReturnCode

¥
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ACLListCall ::= [APPLICATION 2077] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument ACLListArgument

}

ACLListReturn ::= [APPLICATION 2078] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
result ACLListResult OPTIONAL,

returnCode ACLListReturnCode

}
ACLModify Y-4-o

ACLModifyCall ::= [APPLICATION 2079] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,
argument ACLAccessRuleModifyArgument

}

ACLModifyReturn ::= [APPLICATION 2080] SEQUENCE {
transactionldentifier Transactionldentifier OPTIONAL,

result NULL OPTIONAL,

returnCode ACLModifyReturnCode

§
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MarkerAP004 ::= SEQUENCE {
signatureAlgorithm AlgorithmIDParameters,
hashAlgorithm AlgorithmIDParameters,
keySize INTEGER,
keyPair CHOICE {
keyPairInline SEQUENCE {
publicKeyMaterial OCTET STRING,
privateKey OCTET STRING
5
generateFlag NULL
b
nonceSize INTEGER
}

el (2B cogn el BV

MarkerAP005 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
hashAlgorithm AlgorithmIDParameters,
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keySize INTEGER,
publicKeyMaterial OCTET STRING,
nonceSize INTEGER

}

MarkerAP006 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
hashAlgorithm AlgorithmIDParameters,
keySize INTEGER,

secretKey OCTET STRING,

nonceSize INTEGER

}

MarkerAP007 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
hashAlgorithm AlgorithmIDParameters,
keySize INTEGER,

secretKey OCTET STRING,

nonceSize INTEGER

}

MarkerAP00S ::= SEQUENCE {
minDataLength INTEGER,
maxDataLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING

}

MarkerAP009 ::= SEQUENCE {
minDataLength INTEGER,
maxDatalength INTEGER,
storedLength INTEGER,
paddingCharacter OCTET STRING,
markerTemplate OCTET STRING,
maxAttempts INTEGER,
attemptsCounter INTEGER,

pinRef OCTET STRING,

pinValue VisibleString

}

MarkerAP010 ::= SEQUENCE {
bit OCTET STRING,
markerTemplate OCTET STRING
}

MarkerAPO11 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
macAlgorithm AlgorithmIDParameters,

derivationAlgorithmK-enc AlgorithmIDParameters,
derivationAlgorithmK-mac AlgorithmIDParameters,
derivationAlgorithmK-IFD AlgorithmIDParameters,
derivationAlgorithmSessionKeysAndCounters AlgorithmIDParameters

}

MarkerAP012 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
macAlgorithm AlgorithmIDParameters,

encryptionAlgorithmForSessionKey AlgorithmIDParameters,
macAlgorithmForSessionKey AlgorithmIDParameters,
derivationAlgorithmSessionKeysAndCounter AlgorithmIDParameters

}

MarkerAPO13 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
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hashAlgorithm AlgorithmIDParameters,
keySize INTEGER,

publicKeyMaterial OCTET STRING,
nonceSize INTEGER

}

MarkerAP014 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
hashAlgorithm AlgorithmIDParameters,

encryptionAlgorithmForSessionKey AlgorithmIDParameters,
macAlgorithmForSessionKey AlgorithmIDParameters,

k-enc OCTET STRING,
k-mac OCTET STRING,

derivationAlgorithmK-enc AlgorithmIDParameters,
derivationAlgorithmK-mac AlgorithmIDParameters,

keySize INTEGER,

keyPair CHOICE {

keyPairInline SEQUENCE {
publicKeyMaterial OCTET STRING,
privateKey OCTET STRING

5
generateFlag NULL
b
nonceSize INTEGER

}

MarkerAPO15 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
hashAlgorithm AlgorithmIDParameters,
keySize INTEGER,

keyPair CHOICE {

keyPairInline SEQUENCE {
publicKeyMaterial OCTET STRING,
privateKey OCTET STRING

5
generateFlag NULL
b

nonceSize INTEGER

}

MarkerAP016 ::= SEQUENCE {
dateOfBirthReference DSIReference,
attainedDate INTEGER

}

MarkerAPO17 ::= SEQUENCE {
encryptionAlgorithm AlgorithmIDParameters,
keySize INTEGER,
keyTransportProtectionType INTEGER,
privateTransKeyReference DIDReference,
keyPair CHOICE {

byValue SEQUENCE {

privateKey OCTET STRING,
publicKeyMaterial OCTET STRING

}s

ByReference SEQUENCE {
privateKeyReference DIDReference,
publicKeyReference DIDReference

b
generateFlag NULL
b

sessionMACAlgorithm AlgorithmIDParameters,

sessionENCAlgorithm AlgorithmIDParameters
}

MarkerAP018 ::= SEQUENCE {
minDataLength INTEGER,
maxDataLength INTEGER,
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paddingCharacter OCTET STRING,
markerTemplate OCTET STRING,
maxAttempts INTEGER,

attemptCounter INTEGER,
encryptionAlgorithm AlgorithmIDParameters,
keySize INTEGER,
keyTransportProtectionType INTEGER,
nonceSize OCTET STRING,

nonce INTEGER,

keyPair CHOICE {

byValue SEQUENCE {

privateKey OCTET STRING,
publicKeyMaterial OCTET STRING

b
byReference SEQUENCE {
privateKeyReference DIDReference,
publicKeyMaterialReference DIDReference
5
generateFlag NULL
}

}

MarkerAP019 ::= SEQUENCE {
domainParameters AlgorithmIDParameters,
keyEstablishmentAlgorithm AlgorithmIDParameters,
kDFHashAlgorithm AlgorithmIDParameters,
sessionMacAlgorithm AlgorithmIDParameters,
sessionEncAlgorithm AlgorithmIDParameters,
nonceSize INTEGER,

keyPair CHOICE {

keyPairInline SEQUENCE {

iccPublicKey OCTET STRING,

iccPrivateKey OCTET STRING

b
genKeyPairFlag NULL

fs

iccldentifier OCTET STRING,
iccCert OCTET STRING

§

MarkerAP020 ::= SEQUENCE {
domainParameters AlgorithmIDParameters,
keyEstablishmentAlgorithm AlgorithmIDParameters,
kDFHashAlgorithm AlgorithmIDParameters,
sessionMacAlgorithm AlgorithmIDParameters,
sessionEncAlgorithm AlgorithmIDParameters,
authAlgorithm AlgorithmIDParameters,
nonceSize INTEGER,

keyPair CHOICE {

keyPairInline SEQUENCE {

iccPublicKey OCTET STRING,

iccPrivateKey OCTET STRING

2
genKeyPairFlag NULL

b

iccldentifier OCTET STRING,
iccCert OCTET STRING,
rootldentifier OCTET STRING,
rootPublicKey OCTET STRING,
iccCertKnown BOOLEAN,
verifyClientCert BOOLEAN,
enforcePrivacy BOOLEAN

}

MarkerAP021 ::= SEQUENCE {

domainParameters AlgorithmIDParameters,
keyEstablishmentAlgorithm AlgorithmIDParameters,
kDFHashAlgorithm AlgorithmIDParameters,
sessionMacAlgorithm AlgorithmIDParameters,
sessionEncAlgorithm AlgorithmIDParameters

}
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MarkerAP022 ::= SEQUENCE {

sdPublicKey OCTET STRING,

sdPrivateKey OCTET STRING,

sdCertificate OCTET STRING,

exPublicKey OCTET STRING, -- PK.TP EX.AUT as defined in GP 2.2 (F.1.2.1 Overview)
ocePublicKey OCTET STRING, -- PK.OCE.AUT as defined in GP 2.2 (F.1.2.1 Overview)
kaExPublicKey OCTET STRING, -- PK.KA EX.AUT as defined in GP 2.2 (F.1.2.1)
kaInCertificate OCTET STRING, -- CERT.KA IN.AUT as defined in GP 2.2 (F.1.2.1 Overview)
sessionMacAlgo AlgorithmIDParameters,

sessionEncAlgo AlgorithmIDParameters,

keyEncryptionAlgo AlgorithmIDParameters,

hashAlgorithm AlgorithmIDParameters,

nonceSize INTEGER

}
(e o) GP )l agn 5121 VY-V -0

MarkerAP023 ::= SEQUENCE {
sdStaticEncKey OCTET STRING,
sdStaticMacKey OCTET STRING,
sdStaticDekKey OCTET STRING,
sdSequenceCounter OCTET STRING,
sessionMacAlgo AlgorithmIDParameters,
sessionEncAlgo AlgorithmIDParameters,
keyDerivationAlgo AlgorithmIDParameters,
nonceSize INTEGER

i
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MarkerAP024 ::= SEQUENCE {
sdStaticBaseKey OCTET STRING,
sdSequenceCounter OCTET STRING,
sessionMacAlgo AlgorithmIDParameters,
sessionEncAlgo AlgorithmIDParameters,
keyDerivationAlgo AlgorithmIDParameters

;
END
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INSO 16386-COMMON { INSO(1) standard(0) INSO 16386 (16386) }
-- Version 1.5, 03-Mar-2010

-- IF-PROFILE value '01'

-- *According to ISO/IEC 24727-2, the optional IF-PROFILE field in the CCD is
-- used to indicate that a card provides an implementation of ISO/IEC 24727-3.
-- © ISO/IEC 2008-2010

-- All rights reserved. Unless otherwise specified, no part of this publication
-- may be reproduced or utilized in any form or by any means, electronic or
-- mechanical, including photocopying and microfilm, without permission in
-- writing from either ISO at the address below or ISO's member body in the
-- country of the requester.

-- ISO copyright office

-- Case postale 56 « CH-1211 Geneva 20

--Tel. +41 2274901 11

-- Fax + 41 22 749 09 47

-- E-mail copyright@jiso.org

-- Web www.iso.org

DEFINITIONS AUTOMATIC TAGS EXTENSIBILITY IMPLIED ::=
BEGIN

-- EXPORTS (all)

IMPORTS;

-- Major and Minor Revision values for this ASN.1 Module
revMajIS024727-COMMON INTEGER ::= 1
revMinIS0O24727-COMMON INTEGER ::=5

NonNegativelnt ::= INTEGER (0..32767)

Positivelnt ::= INTEGER (1..32767)

-- C.1.1 Constants

size-max-NameLength INTEGER ::= 255

size-max-NodePathLength INTEGER ::= 255

size-max-Padding INTEGER ::= 16

size-max-SecurityCondition INTEGER ::= 255

ByteValue ::= INTEGER (0..255)

Applicationldentifier ::= OCTET STRING

Objectldentifier ::= OBJECT IDENTIFIER

Name ::= VisibleString (SIZE(1..size-max-NameLength))

IFDName ::= Name

GenericHandleType ::= OCTET STRING

GenericldentifierType ::= OCTET STRING

Transactionldentifier ::= GenericldentifierType

URIType ::= UTF8String

-- The URIType is a string, which represents a URI according to RFC 3986.
-- A URI may be

-- * a URL according to RFC 1738 (e.g. http://www.example.com or

-- http://192.168.1.1 )

-- * a URN according to RFC 2141, which may be used to referece for example
-- * OIDs according to RFC 3061 (e.g. 0id:1.0.24727.3.0.1)

-- * IETF documents according to RFC 2648, which in turn may define

-- protocols (e.g. ietfirfc:4346 may indicate that TLS v1.1
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-- shall be used to protect a channel)

-- * phone numbers according to RFC 3966

-- The list of registered names is maintained by IANA
-- (see http://www.iana.org/assignments/urn-namespaces ).
IFDAction ::= CHOICE {

reset NULL,

unpower NULL,

eject NULL,

confiscate NULL

}

IFDSessionldentifier ::= GenericHandleType
IFDChannelHandle ::= SEQUENCE {

ref OCTET STRING,

protocolTerminationPoint URIType OPTIONAL,
sessionlD IFDSessionldentifier OPTIONAL,

binding URIType OPTIONAL

i
END
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