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standard for ad hoc wireless network to

support QoS in an industrial work
environment
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1- International Organization for Standardization

2- International Electrotechnical Commission

3- International Organization for Legal Metrology (Organisation Internationale de Metrologie Legals)
4- Contact point

5- Codex Alimentarius Commission
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ISO/IEC 24771:2014, Information technology — Telecommunications and information
exchange between systems — MAC/PHY standard for ad hoc wireless network to support
QoS in an industrial work environment.
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- Protocol.

- Physical layer.

- Data link layer.

- Construct.

- Reliable.

7- Factories and plant.
8 -low-cost.

9 - Rate.

10 - Transmission.

11 - Assembly.

12 - Programmable Logic Controller.
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2-1 ISO/IEC 9797-1, Information technology — Security techniques — Message
Authentication Codes (MACs) — Part 1: Mechanisms using a block cipher

2-2 ISO/IEC 18033-3, Information technology — Security techniques — Encryption
algorithms — Part 3: Block ciphers.®
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1 -Computerized Numerical Controller.
2 -Computer Numerical Control (CNC) is one in which the functions and motions of a machine tool are
controlled by means of a prepared program containing coded alphanumeric data. CNC can control the motions of
the workpiece or tool, the input parameters such as feed, depth of cut, speed, and the functions such as turning
spindle on/off, turning coolant on/off.
3 -Manufacturing robots.
4 -Information Technology.
5 -Cellular phones.
6 -Digital.
7 -Personal industrial digital assistants.
8-laptop PCs.
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1 -Control process.
2 -Unauthorized.

3 -Resources.

4- Spontaneously.

5 -Is formed.

6 -System installation.

7 -Time and space limitations.

8 -Association.
o315 b Jolee « Jlash o3lg «Link» o3l b Joleo €aigm» o3ly «ASSOCIALE» o3l5 L Jolee « Siwuea? o3ly o laslinl ol ;o -4
o3lg b Joleo « o 3l o3lg 3 «CONVEY 4 Relationship s Communication 5» o3ls b Joles «LL3 I o5y «Connect»

Lol a8, IS4, «JOiN»
10 -Service.
11 -Connect.
12 -Verification process.
13 -Camellia.
14 -128-bits secure block algorithm.
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1 -Territory.
2 -Exchanging.

3 -Performance.

4- Dissociation.

5 -Frame.
6-Format.

7 -Prefix.
8 -Channel.
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3 -Transmitting.
4 - Periodically.
5- Beacon.
6- Apparatuses.
7- Transmitted.
8 -Mobile.
9- Motion.
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AES
ARQ
ARON
ASN.1
BER
CAP

CBC

1-Portable.
2 -link.
3 -Acronym.

Advanced encryption standard
Automatic repeat request

Automatic repeat request N

Bit error rate
Contention access period

Cipher block chaining
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4 _Contention : A condition that arises when two devices attempt to use a single resource at the same time.



CBC-MAC

CCA

CCM

CDMA
CODEC
CRC
CTS

DA

DBPSK
DCE
DLL

DOQPSK

DQPSK

FCS
FEC
FER
HCS
IETF

IDU

Cipher block chaining-message
authentication code

Clear channel assessment

Counter mode encryption and cipher
block chaining message authentication
code

Code division multiple access
Coder/Decoder

Cyclic redundancy check
Clear to send

Destination address

Differential binary phase shift keying

Data communication equipment
Data link layer

Differential offset quadrature phase
shift keying

Differential quadrature phase shift
keying

Frame check sequence
Forward error correction
Frame error rate

Header check sequence
Internet engineering task force
Interface data unit

Internet protocol
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ISM

IWN

LAN

LFSR

LLC

LM

LME

LMP

LSB

MAC

MASTER

MC-CDMA

MCDU

MCPDU

MDF

MIB

MIC

MLME

MPDU

MSB

MSC

MSDU

MTU

Industrial scientific medicine

Industrial wireless network
Local area network

Linear feedback shift register

Logical link control

Link manager

Layer management entity

Link manager protocol

Least significant bit

Medium access control
Network coordinator
Multi-code CDMA

MAC command data unit
MAC command protocol data unit
Management-defined field
Management information base
Message integrity code

MAC layer management entity
MAC protocol data unit

Most significant bit

Message sequence chart

MAC service data unit

Maximum transmission unit
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NID
PAN
PAR
PDU
PHY
PIB
PLME
PN
PPDU
PPM
PRNG
PSDU
QAM
QoS
QPSK

OQPSK

RF
RFC

RSSI

RTS
RTX
RX

SAP

Network ID

Personal area network

Project authorization request
Protocol data unit

Physical layer

PAN information base

Physical layer management entity
Pseudo noise

PHY protocol data unit

Parts per million

Pseudo random number generator
PHY service data unit
Quadrature amplitude modulation
Quality of service

Quadrature phase shift keying

Offset quadrature phase shift keying

Radio frequency
Request for comments

Received signal strength indication

Request to send
Response timeout expired
Receive or receiver

Service access point
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SDP
SDU
SEC
SECID
SEQN
SFC
SME
SQ
SRC
SRES
SS
STN
TA
TCM
TDD
TDMA
TX
TXE
WAN

WLAN

WM

Service discovery protocol
Service data unit

Security

Security identifier

Sequential numbering scheme
Security frame counter
Station management entity
Signal quality

Short retry count

Signed response

Station service

Station

Transmitter address

Trellis coded modulation
Time division duplex

Time division multiple access
Transmit or transmitter
Transmit enable

Wide area network

Wireless local area network

Wireless medium
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1 -Attributes.
2 -layout.
3 -Traffic.
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1 -Binary-CDMA.

2 -Finely tuned.

3 -Nature.

4 -Components.

5 -Primary component.
6- Establish.

7 -Connect.

8 -Transmitting.
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1 -Slave.

2 -Broadcast.
3 -Direct.

4 -Send.

5 -Receive.
6-Time slots.

7 -Data transfer.
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1 -Should.

2 -Acquire.

3 -Rights to use.

4 -Frams.

5 -Assigned time slots.
6 -Exclusively.

7 -Transmit.

8 -Supervised.

9 -Network synchronization.
10 -Data transmission.
11 -Handover.

12 -Transport.
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1 -Super frame.

2 -Allocation.

3 -Command frames.

4 —Data transmission.

5 -Overhead.

6 -Guaranteed.

7 -Real-time services.

8 -Communication quality.
9 -Delay.
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1 -Communication.

2- MAC-to-MAC QoS.
3 - 1-hop.

4 -Period.

5 -Bit Error Rate.

6 -Maintain.

7 -Centrally.

\F



slogllad jacasy 5l w080 oo acass Wb Cawd 395 ($QO0S Canlgs o 4 Wilgl bl » a5 as
e L 5 S e 03,50 |y 0] QOS ey s bl o LT 45 w5 oo sl 05 5y 1 e
Slolodl 51 oolatwl b aS oS oo p2l,8 1, L3, bL uiss 05,51 0 1, Q0S wilo I bl )| a5 5, 90,0
DS 08,9l 1y o sl wle il g, s

e JUU buxo (et g (il V-V-V-V-F

oS Gloj aS oo il 1) b JU e e SNR 9 BER Jlaie sy o904 LG
Sl JUI a5 b ool # 5 s anile ) oladl Fojle ST, U Lasme ;o (gom s B
Ao oo plol s b ablas sl

g CodS sligs sty Y-Y-Y-Y-¥

a5 Sy S oo Gially 1) 4l SG o lmosls slagl > (bl (ABly Cundg dtugy &j50 4 SBL
3oy |y gl aras GBL sl Gl ead (ad G 3l e 5l eSOy S bLS )l ol
b S bl ewas il lp oy QT o yaad w3l daw 4 bLI )l colS aST (6 59b 4
el palsools &5 lpa sl oy st Sloj laglhd g was o a5 1) Ly esls 5 U
A8 oo parass i B gile g e parass 8k

JUU slgy yuuts g oLl ¥-Y-Y-Y-¥

J-B s 5 S o ad selay JUIS TaSt 0,208 (b)) CudsS oS W5 e cedS BL oS Sl

it olags S ol 5 45 1, dpar JUIS B 38 gn el JUIS e & e a3l J3id
ooz JUE j0 508 0 S5l gyl ey JUIS laaiisly wuS co plel baaisly 4 o) o sales
Lol cas g)lolSs HUle Lyas a5 0 515 ij.wkso Gode S00SS ) 0,lgo Ba ouls dlel
S el o0 b ol Sl 500 sl 5y s e S o oS o3l o ol | e 5 0 S

23l 0213 (e (o

1 -Current.

2 -Detect.

3 -Dynamic.

4 -Network-wide.
5 -Rejoin.

6 -Interoperability.
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1 -Communication.
2 -Relationship.
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1 -Transmitting.

2 -Receiving.

3 -Sending.

4 -Handover.

5 -Cease.

6 -Depart from the established service area.
7 -Manage.

8 -Operations.

9-Modes.
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1 -Resource availability.
2 -Correctness.

3 - Access.

4 -Random.

5 -acknowledgement.
6 -Exclusive.

7 -Permitted.

8 -Code assigned.

9 -Grant.

10 -Dispatched.

11 -Operational states.
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1 -Conceptually.

2 -MAC Layer Management Entity.

3 -Physical Layer Management Entity.
4 -Firmware.

5 -Hardware.

6 -Database.

7 -Object.

8 -PAN information base.

9 -Device Management Entity.
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2 -Defragmentation.

3 -Formation.
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—retry_count: 0, 1, 2, 3
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1 -Short inter-frame space.
2 -Backoff inter-frame space.
3 -Retransmission inter-frame space.
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2 -Pseudo-random number generator.
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1 - Crack.
2 -Eavesdropping.

3 -Check information integrity.
4 -Manage key.

5 -Command.

6 -CCM mode.

7 -Block cipher algorithm.

8 - Cryptographic algorithms to be applied to information security mechanism may be subject to the ISO/IEC

standardized encryption algorithms or regional regulations. They should conform to national laws and
regulations, and can be chosen according to specific requirements in different countries and regions. So, AES,
Camellia, SEED is recommended but it is optional.

9 - Security modes.

10 -Control.
11 -Symmetric cryptography.
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9 -Party.
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1 -CCM mode.

2 -CCM :Counter with CBC-MAC.

3 -Adopts.

4- This standard adopts CCM security mode with secure block algorithms for data authentication and data
integrity.

5 -Specified.

6 -Counter with CBC-MAC.

7 -Specifically.
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Encryption offset=8+L;+...+Ln.1 ; (&) =14+ Encryption offset ; 1(m)=0.

1 -Counter mode.

2 -CBC-MAC mode.

3 -Nonce:a number or bit string used only once, in security engineering.
4 -Component.

5 -Input.

6 -Secure mode.
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2 -Deactivation.
3 -link.

4 -Authorization.
5 -Government.
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1 -The center frequencies in ISM bands shall be limited by local regulatory bodies.
2 -Power-up.

3 -Trailing edge.

4 -Power-down ramp.

5 -Switch.
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1-Endian: In computing, endian and endianness in the most common cases, refers to how bytes are ordered
within computer memory.

2-Little-endian places the most significant bit, digit, or byte in the last, or rightmost, position
little endian systems are organized with the least significant digits or bytes of a number or series of numbers in
the upper left corner of a memory page and the most significant in the lower right.
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1 -Auto-correlation.

2 -In signal processing, a Constant Amplitude Zero AutoCorrelation waveform (abbreviated CAZAC) is a
periodic complex-valued signal with modulus one and out-of-phase periodic (cyclic) autocorrelation equal to
zero.

3 -Constant amplitude zero auto-correlation.
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1 -Tail symbols.

2 -Stuff bits : A bit added into a bit stream during a process known as bit stuffing, in order to 1) ensure
synchronization technique used in time division multiplexing (TDM) by avoiding long streams of 0 bits, 2)
adjust for slight timing discrepancies between incoming bit streams when being multiplexed into faster links
(e.g., multiplexing T1s into a T3 using an M13 multiplexer), and 3) prevent the appearance of the 0x7e flag
character within an HDLC frame.
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1 -Shortened Hamming code.
2 -Encoder.
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