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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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signatures — Part 2: Mechanisms using a group public key
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2-1 ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-
functions

2-2 ISO/IEC 15946-5, Information technology — Security techniques — Cryptographic
techniques based on elliptic curves — Part 5: Elliptic curve generation

2-3 ISO/IEC 18031, Information technology — Security techniques — Random bit
generation

2-4 ISO/IEC 18032, Information technology — Security techniques — Prime number
generation

2-5 ISO/IEC 20008-1, Information technology — Security techniques — Anonymous digital
signatures — Partl: General



Gyl g oMol ¥

39,060 ) @y Slay i g OleMlasl o lasbl pl jo

‘ O9lro cusiSLaol V-Y

9 il e Lol easS adgi |y il clabiael b 0sS S8 Lol oaiiSlasel 4 Wilgs o 45 y3s2 g0
S adgr el slalasl «SeS

" guae o b Y-Y

oo QL elas 09,5 Cugde slaaslliel b olyom 09,5 slicl slocuge Jold a5 w08

" Lol saislal Y-

bl oS ol 51 ooliasl b Wlgs o 45 aily o 28,5 g gliral S Sy oSl ) 45 o9z e
S ags il

" il yo 30las olael g9, Hlado F-Y
gac 6‘05“‘:} LngJ.,:.lS C‘).?Lw‘ 6‘)‘.’ 9 A 0dd sl sbj)f gac g.i» 6‘)‘3 as 43l.o).>m LgL(boo‘o

b ol sl sl A-Y
WS oo et |y g5l SO il pSaiil a5 ole e

(g ke glaosls g) Loles ¥

(g 0 05, 4 15 ol lasl g basles e lusliwl ol Blaal gl

ol 4, oL L ohg oled SO L taisn sl bsn

s 6l aSssba €6, xG, G, i il ab S e
e D 5 @ Cuie mome el sl 3 PeG, QeG2
SAS iy 1l S 8 b ol 0si e Lai> e([a]P, [b]Q) =€(P, Q)"

g oo 03l
b g2 mms slasl S jiie adepguio p 25,5  9Cd(@b)
IS pam e S (555 2 P A cl 8l o5l 09,5 Sy G,
Sy (Smie S5 59y » P e tal8l glid 055 S G,
Pase oro sl oS S G,

1 - Assistant Signer

2 - Member-list

3 - Principle Signer

4 - Secret Seed Value
5 - Security Parameters
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1- Direct Anonymous Attestation
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AnonymousSignatureUsingGroupPK {
iso(1) standard(0) anonymous-digital-signatures(20008) part2(2)
asnl-module(1) mechanisms-using-group-public-key(0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN

-- EXPORTS All; --
IMPORTS

HashFunctions
FROM DedicatedHashFunctions {
iso(1) standard(0) hash-functions(10118) part(3) asn1-module(1)
dedicated-hash-functions(0) } ;

OID ::= OBJECT IDENTIFIER - alias
-- Synonyms —

id-as-gpk OID ::= {
iso(1) standard(0) anonymous-digital-signatures(20008) part2(2)
algorithm(0) }

-- Assignments —

id-as-gpk-m-1 OID ::
id-as-gpk-m-2 OID ::
id-as-gpk-m-3 OID :
id-as-gpk-m-4 OID ::
id-as-gpk-m-5 OID ::
id-as-gpk-m-6 OID ::
id-as-gpk-m-7 OID ::

{ id-as-gpk mechanism1(1) }
{ id-as-gpk mechanism2(2) }
{ id-as-gpk mechanism3(3) }
{ id-as-gpk mechanism4(4) }
{ id-as-gpk mechanism5(5) }
{ id-as-gpk mechanism6(6) }
{ id-as-gpk mechanism7(7) }

AnonymousSignature ::= SEQUENCE {
algorithm ALGORITHM.&Iid({ASAlgorithms}),
parameters ALGORITHM.&Type({ASAlgorithms}{@algorithm}) OPTIONAL

¥

ASAIgorithms ALGORITHM ::={
as-gpk-m-1|
as-gpk-m-2 |
as-gpk-m-3 |

Y



as-gpk-m-4 |

as-gpk-m-5 |

as-gpk-m-6 |

as-gpk-m-7
¥

as-gpk-m-1 ALGORITHM ::={
OID id-as-gpk-m-1 PARMS HashFunctions
¥

as-gpk-m-2 ALGORITHM ::={
OID id-as-gpk-m-2 PARMS HashFunctions
¥

as-gpk-m-3 ALGORITHM ::={
OID id-as-gpk-m-3 PARMS HashFunctions
}

as-gpk-m-4 ALGORITHM ::={
OID id-as-gpk-m-4 PARMS HashFunctions
¥

as-gpk-m-5 ALGORITHM ::={
OID id-as-gpk-m-5 PARMS HashFunctions
}

as-gpk-m-6 ALGORITHM ::={
OID id-as-gpk-m-6 PARMS HashFunctions
}

as-gpk-m-7 ALGORITHM ::={
OID id-as-gpk-m-7 PARMS HashFunctions
¥

-- Cryptographic algorithm identification —
ALGORITHM ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL

}

WITH SYNTAX { OID &id [PARMS &Type] }

END -- AnonymousSignatureUsingGroupPK --
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