INSO
18721
1st. Edition

2014

),
Ol x! ool (5 59002

Islamic Republic of Iran
ol ploylasbin! Jo oylojl

Iranian National Standardization Organization

Olol Pl - ool ygad —leMbl 5,908

SISm0y b bog (sl p sl

Information technology — Security techniques —
Security requirements for cryptographic modules

ICS: 35.040

ol ko o yluibiast
VAYY)Y
Jol oz

\yray



flos ol @

ol 8 lastow! Lo olojl b 2 LusT
5 )lliwl dvnge &l de 5 ilsd Mol (Pl Yool S diy crge @ Ol (Sare Slides g ol dnge
lad labinl ;25 g (g ofmea iy &5 Cenl ;58S (o) @2 0 LS ITYY olo oty wgae Ol pl (Saie Slisdow
)l onge ) olpl (o) o
4 VTPV &9 sl e lysd and nags g olny 5 0aSs crge 4 ()l (Sro Sliniod g o lailiul dsge ol
el oa B 2l G A IVIVE 50 Yo SITOAYA o)led acl b g pois ol pl o lalinl Lo olojlo
Slanwde 5 35100 Ol colo ¢ plajlo (L )5 518 50 (33 slo GgrmneS )3 alisis slo 055> 50 3 lailiwl (g0
(godg bl 4z b g (o llae b pllan (88555 050 oo plowl Lo 5 05T (soladl 5 (sugi  cdaghy o sale
GBS G e (FaiS ol Jold ais 3 5> lolo linaie 5 aSbET e )Lie 5l a8 coul 5o 5 5,5l
o G 99 (oo Jol> (g 5 (g e plejle dasl paatS g sele SThe (LS )]s g (WS elo
o 9 99t Jlw)l bomye (38 o gneS slasl 5 il (63 azlie 4 (2lo3 1 6l ol e sl sl
Ol (o)) (o il plsisas gl ©j50 50 5 ik ity T L e (o Bat )0 lasleitny 5 Loyl il o
e o0y g Ol
DUS e A 00 et ailgs Cle) b oMo (65 5 e aBMle sl ylajle 5 Sliwge a5 slas biul ess i
G s 29D (o il 9 ol Ol (e o jlabinl plgied ccugal D go 0 g sy s ok (she ey
oo e 33 5 90 0 8,Lecs o nl e o llinl o sud aties slas bl 5 a5 Wed e il o sleslaibil
Bl oo ) g 4 93 oo eSS Ll o laitia] e losle a5 gy e o sl
S5 25 el s ygeSs  (1ISO) o stz Ll ey sloslw ol sl 51 ol s lastenl Lo olesba
Gl S0 pneS Tl Les lmed 5 ol ((OIML) S5 bty o3lil (ol o losles 5 ' (IEC)
P sle ol 5 (S Ll h 4 as g e ol e slaollin] ugas 53 a5 e colled 4eiS 5 (CAC)
05350 § 5o Hollim las lulisl 5 Loz (swio s (80 sole sl cdpiny (BTl 5a8
Lds ¢ BaS B pae jl cale 6ln ¢ 09l 50 00l (g Gy (rjlee ole) b Wl oo Ol pl s jliliul (e lejle
wan szl golatdly ae Conj Slasde 5 DY gaze Sl Glebl Jgax ¢ sages 5 (63,8 (Sl g Suedls
Gkl o astinl Jle slygd cagas b S1sls @M1 L g 1025 51 sudys Y game sl |y olnl o sl st 5]
5 Solo sLaVls s bl gl >l o 5a8 EYgame sl Mol o slo,lsl Laa> olais 4y wilgs o ylojle o
b Slasso 5 b lojle Sloas 5l EasS solittl 4 awise slaebl gl eizmed . wylas b | T gomaz o
et Sy e g S S g pie SLa s (o819 S 000 5 (Srame ¢ (ol ¢ Gal ¢ 0jgline A 5
) Slage o b lojlo s ol olnl o lilinl (o olojbo « Giomew bilog (ol ) sl pdlS 3510 o b olKles
s o 4 comdo anl dalenlsS « p3Y Ll s 5hal &go 10 5 a8 oo 2yl ol Cemdlo anl pllss Lules Lulul 5
et i hlss (msly ) sl reaS ol Mall (i olRss g i+ oS (oo )i o ()T 5 Shos 5 el
c el plosles l by K08 51l e slas astinl v 5l sl (50,2, Slisios alil g Ll 5 I3l Le

1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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ISO/IEC 19790:2012, Information technology — Security techniques — Security requirements
for cryptographic modules
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1 - Access Control List
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1 - Administrator Guidance

2 - Automated

3 - Approval Authority

4 - Approved Data Authentication Technique
5 - Approved Integrity Technique

6 - Approved Mode of Operation

7 - Cipher Block Chaining

8 - Approved Security Function
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1 - Asymmetric Cryptographic Technique
2 - Biometric

3 - Bypass Capability

4 - Certificate

5 - Compromise

6 - Conditional Self-test

7 - Confidentiality

8 - Configuration Management System

9 - Control Information
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1 - Critical Security Parameter

2 - Plaintext

3 - Crypto Officer

4 - Cryptographic Algorithm

5 - Cryptographic Boundary

6 - Cryptographic Hash Function
7 - Cryptographic Key
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1 - Cryptographic Key Component

2 - Cryptographic Module

3 - Cryptographic Module Security Policy
4 - Data Path

5 - Degraded Operation

6 - Differential Power Analysis

7 - Digital Signature

8 - Append
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1 - Direct Entry

2 - Disjoint Signature

3 - Electromagnetic Emanations
4 - Electronic Entry

5 - Encompassing Signature

6 - Encrypted Key

7 - Entity

8 - Entropy
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1 - Environmental Failure Protection
2 - Environmental Failure Testing

3 - Error Detection Code

4 - Executable Form

5 - Compile

6 - Fault Induction

7 - Finite State Model

8 - Firmware



6yl 5 S gl )d e oy abiil> FLASH EEEPROM PROM Lol wilss o (g5lwo s 58l 1 Lo
D sedsgicee Lol a4y Jg wily

Lplesl Glodgy FE-Y

Al oo Bleal ol Loy aS Sleoss

"58 5 Sy FY-¥

Obedgy 5 Lawly o 9,508 5 allby el (K5, v lp Lavly slallecin o baolS s
DS e oo ) 6K,

T50 5, 05T FA-Y

Cesloddihy 25 (0,85 Sy lawg a5 jsbilen 6550, Gledgy 9,515 (0]

JEZIRYOEIE LB

Sod yeba f Saes L gl ol baslis blae o K0 eole b SO s Ciogline
A alos 355 (6,500 (b g 45 glosle comd Canglie — (5 59Tk

2 138l BV

ools g bacl,y ojloy lp a5 K50, 50 9 d> J2lo 0 a5 K58 slodddge /Ol
Soleaueolazw!

7 38w olodgs BY-Y

il w8l ol Conl San a5 598 oo S5 l3lcin 5l Vool a5 Sleses

Y(HML) )l 331w losgs bawlg AY-Y

oz 3l Glpleces Glesg I Sleas culed o gl cales p)Sa slagle,d I JolS acgeme
Ol 5k Ol )50y 50 9 9 3)ls sadculsS s cwas I LS gliea o5 ale el
Wb o>

“w8)3 G50 Y-

el (655505 il &b Sy (295

P S ploogs BF-Y

1 - Firmware Module

2 - Functional Specification

3 - Functional Testing

4 - Hard/Hardness

5 - Hardware

6 - Hardware Module

7 - Hardware Module Interface
8 - Hash Value

9 - Hybrid Module
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ISO/IEC 9796-2, Information technology — Security techniques — Digital signatures
with message recovery — Part 2: Integer factorisation based techniques.

ISO/IEC 9796-3, Information technology — Security techniques — Digital signature
with message recovery — Part 3: Discrete logarithm based techniques.

ISO/IEC 14888 (all parts), Information technology — Security techniques — Digital
Signatures with Appendix.

ISO/IEC 15946 (all parts), Information technology — Security techniques —
Cryptographic techniques based on elliptic curves.

ISO/IEC 18033-2, Information technology — Security techniques — Encryption
Algorithms — Part 2: Asymmetric cryptographic algorithms.
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ISO/IEC 9797-2, Information technology — Security techniques — Message
Authentication Codes (MACs) — Part 2: Mechanisms using a dedicated hash-
function.
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ISO/IEC 10118-2, Information technology — Security techniques — Hash functions
— Part 2: Hash functions using an n-bit block cipher.

ISO/IEC 10118-3, Information technology — Security techniques — Hash functions
— Part 3: Dedicated hash functions.

ISO/IEC 10118-4, Information technology — Security techniques — Hash functions
— Part 4: Hash functions using modular arithmetic.
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ISO/IEC 9798-2, Information technology — Security techniques — Entity authentication
— Part 2: Mechanisms using symmetric encipherment algorithms.

ISO/IEC 9798-3, Information technology — Security techniques — Entity
authentication — Part 3: Mechanisms using digital signature techniques.

ISO/IEC 9798-4, Information technology — Security techniques — Entity
authentication — Part 4: Mechanisms using a cryptographic check function.

ISO/IEC 9798-5, Information technology — Security techniques — Entity
authentication — Part 5: Mechanisms using zero-knowledge techniques.

ISO/IEC 9798-6, Information technology — Security techniques — Entity
authentication — Part 6: Mechanisms using manual data transfer.
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ISO/IEC 11770-2, Information technology — Security techniques — Key
management — Part 2: Mechanisms using symmetric techniques.

ISO/IEC 11770-3, Information technology — Security techniques — Key
management — Part 3: Mechanisms using asymmetric techniques.

ISO/IEC 11770-4, Information technology — Security techniques — Key
management — Part 4: Key establishment mechanisms based on weak secrets.
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ISO/IEC 18031, Information technology — Security techniques — Random bit
generation.
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a. ISO/IEC 11770-2, Information technology — Security techniques — Key
management — Part 2: Mechanisms using symmetric techniques.

b. ISO/IEC 11770-3, Information technology — Security techniques — Key
Management — Part 3: Mechanisms using asymmetric techniques.

c. ISO/IEC 15946-3, Information technology — Security techniques — Cryptographic
techniques based on elliptic curves — Part 3: Key establishment.
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[1] 1SO 10007:2003, Quality management systems — Guidelines for configuration
management

[2] National Institute of Standards and Technology, Security Requirements for
Cryptographic Modules, Federal Information Processing Standards Publication 140-2,
May 25, 2001 (with latest change notices)

[3] ISO/IEC 27001, Information technology — Security techniques — Information
security management systems — Requirements



