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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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AND SECURITY-Secure applications and services — Ubiquitous sensor network security —
Security requirements for wireless sensor network routing
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1- Ubiquitous.

2 -Adminstration.
3 -Agency.

4- Compliance.

5 -Voluntary.

6 -Provision.

7- Mandatory.

8- Interoperability.
9- Applicability.
10 -Shall.

11 -Must.
12 -Is required of any party.
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1- Authentication.

2 -Peer-entity.

3 - confidentiality.

4- Integrity.

5 -Unuthorized.

6 -Encipherment.asls o 0 bl 5l o8 5058 (sl ools (line 45 5950 o, s el hous L baosls 40,5 vo,8 5 40,5 Shgdhe
7 -Decipherment. -,oq, sloosls 4 odudgr g o ,0 slaosls hous ol

8 -Control.

9 -Device.
10 -Signal.
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-Exchange.

-Threat.

-Potential.

-violation.

-Ubiquitous sensor network.

-Conceptual.

-Context awareness. s5l>ass slaable jluasely 5,508
-ACTUALON. 555 o olfiiwd o el ys &8 > 4 by oy st b gl b oy, el a5 5 155500
9 -Transmit.

10 -Ad hoc on-demand distance vector.

11 -Routs.

12 - As-needed

13 -Query.
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-route request.
-route response.
-Desires a route. wais 5 lawe o e (0 e

-Broadcast.

-Update.

-Backward.

-Authorized.

-Establishing.
-Association.

10- Commands.

11 -Topology.

12 -Wireless sensor network.
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ACQUIRE

AES
AODV
APTEEN

BS
CADR

CDMA
CH

DAG
DAM
DC
DODAG
DOS
EBAM
EMLAM

GBR
GPS

IDS
IDSQ

IPS
LEACH

LML

MAC

Active query forwarding In sensor
networks

Advanced Encryption Standard

Ad hoc On-demand Distance Vector
Adaptive Periodic Threshold-sensitive
Energy-Efficient sensor Network protocol
Base Station

Constrained Anisotropic Diffusion Routing

Code Division Multiple Access
Cluster Head

Directed Acyclic Graph

Distributed Aggregate Management
Data-Centric

Destination Oriented DAG

Denial of Service

Energy-Based Activity Monitoring

Expectation-Maximization Like Activity
Monitoring
Gradient-Based Routing

Global Positioning System

Identity

Intrusion Detection System
Information-Driven Sensor Querying

Intrusion Prevention System
Low Energy Adaptive Clustering Hierarchy

Local Markov Loops

Medium Access Control

1 -Base station.
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MAC Message Authentication Code ply (rwdlol oS

MCFA Minimum Cost Forwarding Algorithm aeS (Colad) pguig o5l
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MECN small Minimum Energy Communication S5l aeS b S8 bl | ass

Network

0sS Operating System Jole wilel

PEGASIS Power-Efficient Gathering in Sensor 2 oly @bl L Gyl x>

Information Systems ;w? Sl slaalil

PHY Physical g

RPL IPv6 Routing Protocol for Low-power and oyl JSSgp (2b e SS9y

Lossy networks boaSs oy (APVB) s ases

S 5 omb ol b

RREP Route Reply s sy

RREQ Route Request JUUROSCIU PSR

RTLS Real-Time Locating Systems Sy b ol sleabls

SN Sensor Network S e Al

SOP Self-Organizing Protocol pailojlwogs ISSg 5

SPIN Sensor Protocols for Information via Sl ledbl gl 5 e sla IS5,
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TDMA Time Division Multiple Access Ol (6 s b ailEois oo yiwd

TEEN Threshold-sensitive Energy-Efficient sensor 2L S e oS sla IS 5
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TPM Trusted Platform Module slazel JB (555w ylosg

USN Ubiquitous Sensor Network Blrasn 5 > 4

WSN Wireless Sensor Network s gt S e A
WPAN Wireless Personal Area Network
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1 -Keywords.

2 -Is required to.

3 -Is recommended.
4 -Recommended.
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-Is prohibited from.
-Can optionally.
-May.

-Option.

- Feature.
-Specification.
-Dust types
-Redundancy.

9- Star.

10 -Tree.

11 -Mesh.

12 -central node.
13 - Existence.
14 -Identity.
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1- Advertise.

2- Maintain.

3 -Status.

4 -fail.

5 -Shut down.
6- Move.

7 -Control packet.
8-Reliable.

9 -One hop

10 -Propagation.
11 -Hybrid.

12 -Clustering.
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1 -Address.

g dal o doluliS 4 Y
-Join.
-Leave.
-Tree.
-Parent node.
-Sensors.
-Root node.
9- Update.
10-On-demand.
11 -Higher node.
12- Scheme.
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1-Self-reliable.
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1 -Wormhole.

2 -Authorization.
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1 -Effectiveness.

2 -Sensor protocols for information via negotiation.
3 -Adaptive.

4 -Direct diffusion.

5 -Paradigm.

6 -End-to-end.
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1 - Rumour routing.

2 -Flooding.

3 -Agent.

4 -Minimum cost forwarding algorithm.
5 -Direction.

6 -Gradient-based routing.

7 -Interest.
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1-Information-driven.

2 -Information-driven sensor quering.

3 -Constrained anisotropiv diffusion routing.
4-Information gain.

5 -Communication rate.

6 -Database.

7 -Leader.
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1 -Active query forwarding.

2 -Cached.

3 -Shortest path.
4 -Destination-intiated reactive protocol.
5 -Rate.

6 -Load balance.
7 -Plane.

8 -Grid.

9 -Coordination.
10 -Lattice.
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8 -Interest range.

9 - Periodicity.

10 -Global positioning system.

11 -Minimum energy communication network.
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! _Self-organization.

-Designated.

-Backbone.

-Local Markov loop.

-Distributed aggregate management.

-Energy-based activity monitoring.
-Expectation-maximization like activity monitoring.
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1 -Internet protocol.

2 -Routing protocol for low-power and lossy network.
3 -Directed acyclic graph.

4 -Destination oriented DAG.
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