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PKCS#7:1998, CMS: Cryptographic Message Syntax Standard, Version 1.5

RFC 5652:2009, Cryptographic Message Syntax Standard (CMS), R. Housley
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- Object identifier

- Abstract Syntax Notation One
- Attribute

- Basic Encoded Rules

- Certificate

- Distinguished Name
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- Data Object

- International Telecommunication Union-Telecommunication
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Recipientinfos ::= SET OF Recipientinfo

EncryptedContentinfo ::= SEQUENCE {
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SignedAndEnvelopedData ::= SEQUENCE {
version Version,
recipientInfos RecipientInfos,
digestAlgorithms DigestAlgorithmldentifiers,
encryptedContentinfo EncryptedContentinfo,
certificates
[0] IMPLICIT ExtendedCertificatesAndCertificates

OPTIONAL,
crls
[1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerinfos Signerinfos }
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DigestedData ::= SEQUENCE {
version Version,
digestAlgorithm DigestAlgorithmIdentifier,
contentinfo Contentinfo,
digest Digest }

Digest ::= OCTET STRING
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EncryptedData ::= SEQUENCE {
version Version,
encryptedContentinfo EncryptedContentinfo }

il ool Al eols [Lale pl slaald old @ 3 0
J—e o lastiwl 3l il g plaS slaw ooy Lol slaald udas (o aS WS o asxie VErsiOn —
Sgd oo 1 0 lade Lokl call ouls oolaiul o lailinl yol> iolng 5l aS a0, Canl oads

Sl go5 ,2 a5 ) Sl olgizme (s 0adije, dd (g9l A wiy 3. encryptedContentinfo —

(ol asls wilgs co slosls

WO S gh ) Ay (slodls £ g Y
o lS 5 '(MAC) sl cysnjl ol oS SU dy e g4 0 Lol AuthenticatedData (glosls g

S 0l o, Cagdslal AdS SO g MAC (S p .l 005,5 wix L SO 6l 00 o, Cugrl >l
g o SOLSe jlediblre cl (6958 00 5SSl 0l Cugail > Slatne Coaled (o) 2

ol ) Ul Jolis ouls Cogasl >l Lsle olsul asl )
Db sn ddlsi (Bolad jsb 4y ply Cagnjlial ot oS G 6ln ply Cusaslal oS G-

Dy s oy 085S 5o slp ply Cugasl >l oS -Y

Sl )0 00,8 12 (gl 0as S 4 ai e Sledbl plw g 00l o, plo Cogril >l adS-Y
Sgds a o0l 1,8 (Y-A uu 3.b) Recipientinfo

Toce ;51005 o dnlons lgzome (59, 22 |, MAC jladie ply agnjl ol oS 5l ool b aly Toe - ¥
|) \9_~>m ‘al_.s.a oJ.S:- L&.u‘ WS cdasle B 6)‘i"> Sleds| §>)L&J )‘ -.\.(bb.?u \j.om » og){.c 'ALu
S 5l eolazwl U1y MAC Jlade g 0ols 1,8 Sledbl pls LS (o 1) lgizms 00uSs s 00,5 duwlo

Syslioe s 4y ply Lol 5l

ol laae b ol ol 0nd 18 Ceos 50 00l dwlne MAC jlads « Jlo )l ol S LSS sy 0 sl 0
.25b AuthenticatedData ools Ll 51 mac

il y03 Dygo Ay Kool ugail >l » g4 5l ools G ASNLL sl
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AuthenticatedData ::= SEQUENCE {

version CMSVersion,

originatorInfo [0] IMPLICIT Originatorinfo OPTIONAL,
recipientinfos Recipientinfos,

macAlgorithm MessageAuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmidentifier OPTIONAL,

Contentinfo ContentlInfo,

authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL }

AuthAttributes ::= SET SIZE (1..MAX) OF Attribute
UnauthAttributes ::= SET SIZE (1..MAX) OF Attribute
MessageAuthenticationCode ::= OCTET STRING
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data OBJECT IDENTIFIER ::= { pkcs-7 1}

signedData OBJECT IDENTIFIER ::= { pkcs-7 2 }
envelopedData OBJECT IDENTIFIER ::= { pkcs-7 3 }
signedAndEnvelopedData OBJECT IDENTIFIER ::= { pkcs-7 4 }
digestedData OBJECT IDENTIFIER ::= { pkcs-7 5 }
encryptedData OBJECT IDENTIFIER ::= { pkcs-7 6 }
authenticatedData OBJECT IDENTIFIER ::= {id-pkcs 9 16 1 2}
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http://www.itu.int/ITU-T/formal-language/itu-t/x/x420/1999/PKCS7.html#PKCS7.id-pkcs

