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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisationinternationale de MetrologieLegale)
4 - Contact point

5 - Codex Alimentarius Commission
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1 -Interaction
2-Generic services
3 - Multi-sector use
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profilelndication {"CWA 14890"},
serialNumber “’H,

label "Signature Application”,

cardflags { authRequired, prnGeneration },
selnfo

{{sel,

g o..\.?‘ﬁ:}- -

1SO 7816-15 ews s (sl bols iy o5

AID & by e (69,55 sl aid 'A000000167455349474E'H }, -- €SignK

{se2,

AID & by e (69,15 asls b aid 'A000000167455349474E'H } 3, -- €SignK

supportedAlgorithms

1 - Hash

\djl*“r“-"’ﬁ e 5551 -




-- AlgID: 0x10, SHA-1
LSS &> yof reference 1, --

CKM_SHA_1 = 0x220¢ 5 ,I5's ;Lalgorithm 544, - PKCS#11

byl )b ¢6NULL jlade s NULL ceolparameters NULL: NULL, --

supportedOperations {hash},
objld {13143226},

algRef 16 dwleyd ala>dle 1 V-V Y Jou> s CWA 14890-1 010 L ceul il
}

- JLauo LgLé.a‘ Lgl.ﬁrg.b")}ij‘

--SHA-1 § Solas sae L ISO/IEC 9796-2 L 5l DSI L RSA (AlglID: 0x11

{ reference 2, -- PrKDF ;| Llis gl> )| LSS > o
algorithm 2147483648 - ol 025 iy a5 PKCSH1L o 0,651

- Cawl 03,5 iy ya5 |, 0X80000000 ouiisg 8
parameters NULL: NULL, - Sl NULL jlase g NULL s il )y 4

supportedOperations {compute-signature},
objld {133634321},

algRef 17 - Slo 3 ala>de |, V-1 Jga 5 CWA 14890-1 OX11 L ol il

E\l-SHA-l s PKCS#1 L 3:lae DSI L RSA (AlgID: 0x12

{ reference 3, -- PrKDF ;| Jlais gl )| LSS 2o 5o
algorithm 6, -- PKCS#11 ¢4 ,I55;Ls CKM_SHA_1_RSA_PKCS
parameters NULL: NULL, -- Cwl NULL jlaie s NULL s il )by 45

supportedOperations {compute-signature},
objld {1 2840113549 1 1 5},

algRef 18 - dle,d alasde 1, V1Y Jgam 9 CWA 14890-1 0X12 L el il
+
- Ko Cagr >l i, 6Kl

-- CWA 14890-1 3 o G ye aulS il S5, SAlgID: 017
{
reference 4,
algorithm 2147483649 , = el 00uid (25 PKCSH1L )0 2,65

- el 03,8 iy a5 |, 0X80000001 oo g 6
parameters NULL: NULL, - Cwl NULL jlaie s NULL s il )by 45
supportedOperations {compute-signature, verify-signature},
objld{13367211}, - awle,d alaxde 1) CWA 14890-1 olls” Jlal JSSg
algRef 23 - dleyd alasde 1, Y-1Y Jgo g CWA 14890-1 OX17 L el il
+

Yo



- (CV) 0,5 e 268 slasl anls

{ reference 5, -- PUKDF;l Llits gl )l LS, a2 o
algorithm 2147483650, - el 00l (25 PKCSHLL jo ooy 6!

= Cawl 00,5 iy ya5 |, 0xB0000002 ouiisg 8
parameters NULL: NULL, - Sl NULL jlage g NULL b il )y 4

supportedOperations {verify-signature},
objld {133634321},

—-CAR 2155 x> 10 plan dws 4 00,631 5 alS) cowl oouid oolawl algRef
- wigd oo BLICV I8 0ol LB 215, a5 Wgd co ol

}
3
3

-- EF.ODF
eSignK-EFODF EFODF ::=

{

authObjects : path : { efidOrPath '4003'H },
privateKeys : path : {efidOrPath '4001'H},
publicKeys : path : {efidOrPath '4002'H },
certificates : path : {efidOrPath '4005'H },
dataContainerObjects : path : { efidOrPath '4006'H }
}

-- EF.AODF

eSignK-EFAODF EFAODF ::=

{

-- PIN.CH.AUT

pwd :

{

commonObjectAttributes
{ label "global password",

authld 03H, - PUK.CH.AUT & Llize gl> |
st Jlee! ol ol ol ol e 4 0L CHANGE REFERENCE DATA 5 VERIFY Lo, SE#2
)é

g )85 olfiws osa 1ol G alws 4 abgy o and> laodS

Sl oo ddoed laple B (ol (s e09d ood Jloel (el Ll 15 on SEHL (o -

(ol Sloyply H9) Wigd b
accessControlRules
{
{ accessMode { execute },
securityCondition authReference:

authMethod { secureMessaging, extAuthentication },
seldentifier 2

}

3

}

+

classAttributes
{ authld '01'H },
typeAttributes

\id



{ pwdFlags { initialized},
pwdType ascii-numeric,

minLength 4,
storedLength 0,
maxLength 8,

pwdReference 1,

- 4..».:5.: >
s oY NS ol e
- M}J =

~- OX0L oS aslis

e s b s 4y el (g sl 308 40lS K PINLCHLAUT ) s &

}

+

-- PIN.CH.DS

pwd :

{

commonObjectAttributes

{ label "Signature password",

Wb oo Jlasl gyl js joue aalS jo ad) G pliws 7S Gls8 loam-

accessControlRules

{

{ accessMode { execute },
securityCondition authReference:

authMethod { secureMessaging, extAuthentication },

seldentifier 2

}

}

}

1
classAttributes
{ authld '02'H },
typeAttributes

{ pwdFlags { local, unblock-disabled, initialized },

pwdType ascii-numeric,

minLength 6,
storedLength 0,
maxLength 8,

pwdReference 129,
path { efidOrPath '3F 00 3F 01'H }

}

+

-- PUK.CH.AUT
pwd :

commonObjectAttributes
{ label "resetting code for the global password",

1-Padding

Sg god (Slotiy (sodome (g3luilely 05 -

- 4..».:5.: >
- 4..».:5.: >

-- Ox81 olds aliis

o9 SLSIVERIFY (le,é 51 L8 Wl a5 DR.ESIGN s

Yy



> SE#2 -lo,3 RESET RETRY COUNTER ol o 4 b, -
AL:?.ws a 4.]09.:).0 dw.«.l> 6[&&5 O)j )‘)—9 OOLQ.»WJ‘ 0)940 LJ’“‘ ‘s:l.w)[ot.a“

;).:9..»‘5.6 )‘)9]’ wsﬂ) )‘P‘ oKwso--

&y SE#L Wlgi o dion loyd cpl s 0gd ad Jlasl sl Loyl n --

accessControlRules

{ accessMode { execute },
securityCondition authReference:

authMethod { secureMessaging, extAuthentication },
seldentifier 2

}

}

}

}

- PIN.CH.AUT ;I Jlie gl | ol

classAttributes
{ authld '03'H },
typeAttributes

{ pwdFlags { local, initialized, unblockingPassword },

pwdType ascii-numeric,

minLength 8,

storedLength 0,

}

}

}

-- EF.PrKDF
eSignK-EFPrKDF EFPrKDF ::=
{

-- SK.CH.DS
privateRSAKey :

commonObjectAttributes
{ label "Signature Key",
flags { private },

authld '02'H,

userConsent 1,

(o) Sloypl (909) g |-

- A.w..:y = 3

= S Y (5,05 (ol cws

--PIN.CH.DS « Jlaw gl> )|

—- ool p3Y PIN.CH.DS (glial j5ue 4nlS aliss 4 1,15 s 5l,>1 5 « PSO: COMPUTE DIGITAL

SIGNATURE s, ,» 5 L3 SE#L 5

-5 Jlae! ol ool ol yod 4 b PSO clos SE#2 1o
Bgi oo H18 5 (lagp jlal olfiws S aliwg 4y abgy o dd> slaalS--
~+ el 635 PIN.CH.DS alemss 4 IS sl 5o PSO e 51 oolisisl o 31 ey codla

accessControlRules

{ accessMode { execute },
securityCondition or:



{ and: { authld: '02'H, --PIN.CH.DS &, Jle gl )

authReference: { authMethod { userAuthentication },
seldentifier 1

3

+

and: { authld: '01'H, -- PIN.CH.AUT &, Jlaw ¢l> )|

authReference: { authMethod { secureMessaging,
extAuthentication,

userAuthentication },

seldentifier 2

S e e e e

classAttributes

{iD0TH, -5 & STsl 4 1S L1 D les Wb
usage { sign , signRecover, nonRepudiation},

native TRUE,

accessFlags { sensitive,

alwaysSensitive,

neverExtractable,
cardGenerated },

keyReference 132 - &, 59,0 KID 0x84
algReference

{

2,-- SHA1 LRSA ISO

3-- SHA1 L RSA PKCS#1

}

1

typeAttributes

{

value indirect : path : {efidOrPath "H},
modulusLength 1024

}
}
-- SK.IICC.AUT
- duds oS 61085 5 olKiws Coga 3l gl eolain] 8,50 ICC cogas oS
=08 oo yl,8 eolaiul 5,50 CWA 14890-1 )5 ouls (aseive odS Jlasl JSSg, 0 oS oyl
privateRSAKey :
{

commonObjectAttributes
{ label "SK.ICC.AUT",
flags { private },
- ,li% STyxsl 4 C_CVLICC.AUT (CV) &5 anl LB 215 L 1D oles ol
classAttributes
{iD'02H,
usage { decipher, signRecover },
native TRUE,

accessFlags { sensitive,
alwaysSensitive,

Y4



neverExtractable },

keyReference 17, - 5,5 9,0 KID 0x11
algReference

{

4 - alds sl ISy olKiws Cogn >l
}

typeAttributes

{ value indirect : path : {efidOrPath "H },
modulusLength 1024

}

}

}

-- EF_PuKDF

eSignK-EFPUKDF EFPuUKDF ::=

{

-- PKIRCA.CS-AUT

05 50 0,3 ICC jo ikl oBaST lgie 4 a5 ROOt CA og0c oS
=05 oo oolainl (uge il diws a0 CV oalsS aul gly odS oyl

publicRSAKey :
{

commonObjectAttributes

{ label "PK.RCA.CS-AUT"},
classAttributes

{iD'03'H,

usage { verifyRecover },
native TRUE,

= o5 o0 oolilul 05 2z pe Glsie 4 (CHR) (alsS o)l a5
- awled ali>de |, VP Las CWA 14890-1

keyReference 1122334455667788,
algReference

{
5 - CV 815 ol sy o 55

}

+

typeAttributes

{ value indirect : path : { efidOrPath "H },
modulusLength 1024

}

}

}
-- EF.CDF
eSignK-EFCDF EFCDF ::=

{
-- C_X509.CH.DS

Jlezws slael cwss slp o5 colo 6&:‘;—-

x509Certificate :
{

commonObjectAttributes
{ label "certificate for signature service" },

SOy STl 4y cogad 0nlS b1 anlis flan gyl

classAttributes
{iD'01'H,



authority FALSE },
- 35 g0 03 ¢ oalsS 4 ul> EF.C.X509_1.CH.DS s

typeAttributes
{ value indirect : path : {efidOrPath '3F 00 3F 01 CO 00'H } }

}
-- C_X509.CA.CS-DS
- Cwl C_X509.CH.DS cuss” jolo a5 CA  2le5
x509Certificate :
{

commonObjectAttributes
{ label "CA certificate for signature service"},
classAttributes
{iD'01'H,
authority TRUE },
- 59 o0 0035 o o2lsS a5 sl> EF.C_X509.CA.CS ,ius
typeAttributes
{ value indirect : path : {efidOrPath '3F 00 3F 01 C6 08'H} }
1
--C_CV.ICC.AUT

- oBiws Cugp lal cwas o eolainl 9,06 ICC oIS 0ol LB alsS
cvCertificate :
commonObjectAttributes
{ label "C_CV.ICC.AUT" },
= 0,00 STil 4 sogas oS L) anlis lea &b
classAttributes
{iD'02'H,
authority FALSE },
- 35 o0 0,55 o BlsS a5 sl> EF.C_CV.ICC.AUT ,uce
typeAttributes
{ value indirect : path : {efidOrPath '3F 00 2F 03'H} }

}
}

-- EF_DCODF
eSignK-EFDCODF EFDCODF ::=
{

-- Display Message

- ICC 4 Lauly oSiws (o sleiel 550 JUIS S (5,180 5 bl (sl,s Display Message ,15's;Le
sé)ﬁf‘sn )‘).9 oolawl 6)9.9 Q)Lf uD-Lo 4.1.“..:3 -
- awle,d ala>de 1, CWA 14890-1.
opaqueDO :
commonObjectAttributes
{ label "Display Message",

flags {private, modifiable},
accessControlRules

{ accessMode { update },
securityCondition or:

{ and: { authld: '01'H, - PIN.CHAUT & plaw ¢l> )
authReference: { authMethod { userAuthentication },

A



seldentifier 1

b
}

and: { authld: '01'H , -- PIN.CH.AUT &, Jlaw gl> )|

authReference: { authMethod { secureMessaging,
extAuthentication,

userAuthentication },

seldentifier 2

}

}

}

+
{ accessMode { read },

securityCondition authReference:

{ authMethod {secureMessaging,extAuthentication },
seldentifier 2

e e

- asb ansls 9g>9 &b applicationOID L applicationName
classAttributes
{ applicationName "A000000167455349474E" }, -- eSIgNK 50 5,15 sl 4 bgs o AID

-- <l Display Message sgl> a5 EF s

typeAttributes
indirect : path : {efidOrPath '3F 00 3F 01 DO 00'H }
}

3
END

Y'Y
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ACLList

“ACL_LIST”

ACLModify

“ACL_MODIFY”

CardApplicationEndSession

“CA_END_SESSION”

CardApplicationStartSession

“CA_START_SESSION”

CardApplicationDisconnect

“CA_DISCONNECT”

CardApplicationConnect “CA_CONNECT”
CardApplicationCreate “CA_CREATE”
CardApplicatonDelete “CA_DELETE”

CardApplicatonServiceCreate

“CA_SERVICE_CREATE”

CardApplicationServiceLoad

“CA_SERVICE_LOAD”

CardApplicationServiceDelete

“CA_SERVICE_DELETE”

CardApplicationList

“CA_LIST”

CardApplicationServiceL.ist

“CA_SERVICE_LIST”

CardApplicationServiceDescribe

“CA_SERVICE_DESCRIBE”

ExecuteAction

“EXECUTE_ACTION”

DataSetCreate “DS CREATE”
DataSetDelete “DS_DELETE”
DataSetSelect “DS SELECT”
DataSetL st “DS_LIST”
DSICreate “DSI_CREATE”
DSIDelete “DSI_DELETE”
DSIList “DSI_LIST”
DSIWrite “DSI_WRITE”
DSIRead “DSI_READ”
DIDList “DID_LIST”
DIDCreate “DID_CREATE”
DIDDelete “DID_DELETE”
DIDUpdate “DID_UPDATE”
DIDGet “DID_GET”

DIDAuthenticate

"DID_AUTHENTICATE"

Encipher “ENCIPHER”
Decipher “DECIPHER”
GetRandom “GET_RANDOM”
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Hash “HASH”
Sign “SIGN”
VerifySignature “VERIFY_SIGNATURE”
VerifyCertificate “VERIFY_CERTIFICATE
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{ -- SEQUENCE --

cardinfo { -- SEQUENCE --

version 2,

serialNumber '0102030405060708'H,
manufacturerID '41434d45'H -- "TACME" --,
label '506572736f6e616c2044617461205661756¢74'H
-- "Personal Data Vault" --,

cardflags '60'H,

supportedAlgorithms { -- SEQUENCE OF --
{ -- SEQUENCE --

reference 1,

algorithm 16,

supportedOperations '02'H,

objld {1314 32 26},

algRef 1

{ -- SEQUENCE --
reference 2,

algorithm 272,
supportedOperations '0c'H,
objld {13363 11},
algRef 2

{ -- SEQUENCE --

reference 3,

algorithm 544,
supportedOperations '50'H,
objld {12840 113549 1 1 5},
algRef 18

}

+

issuerld '4b61726d61204c6f6f70'H -- “Karma Loop" --,
holderld '53616c6¢7920477265656e'H -- "Sally Green™ --,
lastUpdate generalizedTime '31393835313130363231303632372e335a'H
-- "19851106210627.3Z2" --,

preferredLanguage '4573706572616e746f'H -- "Esperanto” --

+

cioChoice { -- SEQUENCE OF --

dataContainerObjects objects { -- SEQUENCE OF --
i507816DO { -- SEQUENCE --

commonObjectAttributes { -- SEQUENCE --

label '436¢6f7468696€672053697a6573'H -- "Clothing Sizes" --,
accessControlRules { -- SEQUENCE OF --

{ -- SEQUENCE --

accessMode '0000'h — READ --,

securityCondition authld '01'H

{-- SEQUENCE --

accessMode '0000'b — WRITE --,
securityCondition authld '03'H

}

}

+

classAttributes { -- SEQUENCE --

A



applicationName '00'H

+

typeAttributes indirect path { -- SEQUENCE --
type efidOrPath "H

}

+

is07816DO { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '4861742053697a65'H -- "Hat Size" --

+

classAttributes { -- SEQUENCE --
applicationName '00'H

+

typeAttributes indirect path { -- SEQUENCE --
type tagRef { -- SEQUENCE --

tag 'c1'H

+

length 4

}

i507816DO { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '536f636b2053697a65'H -- "Sock Size" --
}

classAttributes { -- SEQUENCE --
applicationName '00'H

+

typeAttributes indirect path { -- SEQUENCE --
type tagRef { -- SEQUENCE --

tag 'c1'H

+

index 4,

length 4

}

}

+

authObjects objects { -- SEQUENCE OF --

pwd { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '53616c6¢7920477265656e202d2050494e'H
-- "Sally Green - PIN" --,

authld '01'H

1

classAttributes { -- SEQUENCE --
authld '81'H,

authReference 128,

seldentifier 2

+

typeAttributes { -- SEQUENCE --
pwdFlags '0000 1000'b,

pwdType 0,

minLength 4,

storedLength 4,

maxLength 8,

pwdReference 129,

padChar '00'H,

path { -- SEQUENCE --

type efidOrPath "H

}

}

}

+

authObjects objects { -- SEQUENCE OF --



pwd { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '53616¢c6¢79204772656566202d2050554b'H
-- "Sally Green - PUK" --,

authld '01'H

}

classAttributes { -- SEQUENCE --

authld '82'H,

authReference 129,

seldentifier 2

+

typeAttributes { -- SEQUENCE --

pwdFlags '00101100'b,

pwdType 0,

minLength 8,

storedLength 8,

maxLength 8,

pwdReference 130,

padChar '00'H,

path { -- SEQUENCE --

type efidOrPath "H

}

}

}

+

authObjects objects { -- SEQUENCE OF --
authKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '53616¢6¢7920477265656€202d20536563726574204b6579'H
-- "Sally Green - Secret Key" --,

authld '02'H

classAttributes { -- SEQUENCE --
authld '03'H,

authReference 3,

seldentifier 2

+

typeAttributes { -- SEQUENCE --

derivedKey FALSE,

authKeyld "H

}

}

+

dataContainerObjects objects { -- SEQUENCE OF --
is07816DO { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --

label '436f6e6e656374696f662053657276696365'H
-- "Connection Service" --,

accessControlRules { -- SEQUENCE OF --

{ -- SEQUENCE --

accessMode '0000'b — ACL_LIST and ACL_MODIFY --,
securityCondition always NULL

}

}

}

classAttributes { -- SEQUENCE --
applicationName '00'H

+

typeAttributes indirect path { -- SEQUENCE --
type efidOrPath "H

}

}

+

Y



dataContainerObjects objects { -- SEQUENCE OF --
i507816DO0 { -- SEQUENCE --
commonObijectAttributes { -- SEQUENCE --

label '436172642d4170706¢69636174696f6e2053657276696365'H
-- "Card-Application Service" --,

accessControlRules { -- SEQUENCE OF --

{ -- SEQUENCE --

accessMode '0000'b —- ACL_LIST --,
securityCondition always NULL

}

}

+

classAttributes { -- SEQUENCE --

applicationName '00'H

+

typeAttributes indirect path { -- SEQUENCE --

type efidOrPath "H

}

}

+

dataContainerObjects objects { -- SEQUENCE OF --
is07816DO { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --

label '4e616d656420446174612053657276696365'H
-- "Named Data Service" --,

accessControlRules { -- SEQUENCE OF --

{ -- SEQUENCE --

accessMode 'cO'H — ACL_LIST and ACL_MODIFY --,
securityCondition authld '03'H

}

}

+

classAttributes { -- SEQUENCE --

applicationName '00'H

+

typeAttributes indirect path { -- SEQUENCE --

type efidOrPath "H

}

+

i507816DO { -- SEQUENCE --

commonObjectAttributes { -- SEQUENCE --

label '4453495f52454144'H -- "DSI_READ" --,
accessControlRules { -- SEQUENCE OF --

{-- SEQUENCE --

accessMode '0000 0000 0000 0000 0000 0000'b — DSI_READ --,
securityCondition authld '01'H

}

}

1
classAttributes { -- SEQUENCE --
applicationName '00'H

t)’/peAttributes indirect path { -- SEQUENCE --
type efidOrPath "H

}

is07816DO { -- SEQUENCE --

commonObjectAttributes { -- SEQUENCE --

label '4453495f5752495445'H -- "DSI_WRITE" --,
accessControlRules { -- SEQUENCE OF --

{ -- SEQUENCE --

accessMode '0000 0000 0000 0000 0000 0000'b — DSI_WRITE --,
securityCondition authld '03'H

£



b
b

1
classAttributes { -- SEQUENCE --
applicationName '00'H

typeAttributes indirect path { -- SEQUENCE --
type efidOrPath "H -- """ --

}

}

+

secretKeys objects { -- SEQUENCE OF --
genericSecretKey { -- SEQUENCE --
commonObjectAttributes { -- SEQUENCE --
label '534b2d31'H -- "SK-1" --

+

classAttributes { -- SEQUENCE --

iD '7T7'H,

usage '0000'b,

native TRUE,

accessFlags '1001'b,

keyReference 1

1

subClassAttributes { -- SEQUENCE --
keyLen 64

1

typeAttributes { -- SEQUENCE --
keyType {133634321},

keyAttr '01001101'b

e e e
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