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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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- Certificate Request message Format
- Public Key Infrastructure

- Public Key Cryptography
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subjectPKInfo SubjectPublicKeyInfo{{ PKInfoAlgorithms }},
attributes [0] Attributes{{ CRIAttributes }}

}
SubjectPublicKeyInfo { ALGORITHM : 10Set} ::= SEQUENCE {

algorithm Algorithmldentifier {{l10Set}},

subjectPublicKey BIT STRING

¥

PKInfoAlgorithms ALGORITHM ::= {

nm Mgl oo a8l Ll s wiloads iy pai v g0 4 aST Slapiy oSl -- }
Attributes { ATTRIBUTE:IOSet } ::= SET OF Attribute{{ 10Set }}
CRIAttributes ATTRIBUTE ::={

e Ngd go ALl a4y wiload iy 5 (e Djg0 4 oS alapy )5S0 --
Attribute { ATTRIBUTE:IOSet } ::= SEQUENCE {

type ATTRIBUTE.&id({10Set}),

values  SET SIZE(1..MAX) OF ATTRIBUTE.&Type({I0Set}{@type})

}
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CertificationRequest ::= SEQUENCE {
certificationRequestinfo CertificationRequestinfo,
signatureAlgorithm Algorithmldentifier{{ SignatureAlgorithms }},
signature BIT STRING

}

Algorithmldentifier {ALGORITHM:10Set } ::= SEQUENCE {
algorithm ALGORITHM.&id({IOSet}),
parameters ~ ALGORITHM.&Type({IOSet}{@algorithm}) OPTIONAL

}
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CertificationRequest ::= SIGNED { EncodedCertificationRequestinfo }
(CONSTRAINED BY { -- Verify or sign encoded CertificationRequestinfo -- })

EncodedCertificationRequestinfo ::= TYPE-
IDENTIFIER.&Type(CertificationRequestinfo)

SIGNED { ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned,
algorithm Algorithmldentifier { {SignatureAlgorithms} },
signature BIT STRING
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CertRegMessages ::= SEQUENCE SIZE (1..MAX) OF CertReqMsg
CertReqMsg ::= SEQUENCE {
certReq CertRequest,
popo  ProofOfPossession OPTIONAL,

oyl (Kiws oS g 4y ald glaie
reginfo SEQUENCE SIZE(1..MAX) of AttributeTypeAndValue OPTIONAL

Wbl s ) o 4 CertReqMsg Lislu el slaald
Sbe (5 Sonled a0 L) Jawg o ol o o )18 095 0 1) ool Cunlg 0 2l (o5l CErtReq o
Aoy 5o ks opl Olos w08 eSS ol (9,0 sloald asa o5 Cucs (55l v e p 1S

el 00 00)51 Y-Y-0

1 - Proof of Possession
2 - Additional Registration Information



Sle ald j0 oalls (i s lawgy a5 cul 2leS L blie sogas o LS oo SIL ,S5L, pOpo e
o akd ol Sl il Solite Wlg oo Lasl b st ) S oo 8 colitul 5,90 ol

el 00l 00)9] Y-Y-0 A.»..s).a)

L Lo ,o JoSe aledbl Jolds ol p3¥ canlgs o oSS jslaio 4 Sledbl a5 5> s reginfo e

az e 05,8 18 CertReq slgo ;o Wb osjls bl jl podins j9bo a3 2165 (slgime 4y a5 Sledbl
gy Sl do aiw) 1, popo o ls jlaae Wil oo LRA lawg Slol CertReq slgisxe (404380 a5
Gl (San (2165 lgime 10 750 Bua b oads a4y Sledlbl ool by (0 el oolazul 90 POP

5,5 1,8 reginfo ,»

y99mo Cwles o JSTgy 50 wal iy a8 Wilgs oo regInfo uld o shx ax 4l asle Jlo o i yes
235 o ad oolaiul 050  o2lsS

CRMF 3 giimn poguas slS couslo il i 3 Y-¥-e

5 P e SBLS (o 2 1 RAVCA S5 il slore sl @y g e (5 5l 6 5ol S
oSl Gl 5o oad iy a3 PRI Cg e [ lo oS 795 G g 2165 Sle gl oads ail)] olasein
oS U bliie ogas adS (g oolinw] LB ) coSIle L3l a5 5,50 e ealj3 1, Sl ol
LS el glaysg, o ol 50 il pis el wel oo Cnlgsjo 2ls8 1 (gl a5 oges
el 008 &L CRMF ceulgs o LB 1 e cogas oS coSIL

LgLij)AJ Sl 00 w‘?)b GQ‘;‘S"QT Lg‘yddwéymms.oﬁmwwﬁu ul.u‘
= RSA oL ls (Jlie job a4y ) 09 oolainl alises Blaal gl ol G 51000 o0 plxl iz

‘Dl_?f_;‘ &l o bl sl )0 09290 b9, o les“so Sygo el 4o (00,5 eolaiwl Lasl 4 &Lﬁj)’.o)
Sged oolazwl POP

31,8 CA o5 5,50, Canl iy Sal g0 12 L g CA RA lawg POP 01,8 ol >l o lastent ol 5o
L, . ProofOfPossession 4 CertRequest slaalé wb RA waas plxil 2168 jg00 o> o |, POP
9 = |y POP oy o RA oo (0l 5o 108 JLw )l CA (gl ym 5 (g0 T (2l jles &
oaisS jolo i s jo a5 Slasde 4 W 51,005 L)l CA & |, JIST shls alss slaceulss o
33,5 o0 dogs o5 T S cwyp |, POP 0,8 a8 ail acilas ol )l CA ons (ylo (Sig iSUl calgS

3pdon paddia 02d jila a1 K51 KeyUsage ciss 5o 208 cp) - )

S



plosl douliz g oS Jlo )l CA @ 598 aiile s o |y oSl wlil g Sl s culg> 0 RA
oS STl st a1 )3 plosl omw gm0 cge raVerified als 5l RAGGLS iy Sl I8 oyl
Aasso ool (CA 4O U—‘ ﬁ)LC‘ 9 09} -b-‘*‘j-’ ‘5@9@

ProofOfPossession ::= CHOICE {

raVerified [0] NULL,

signature [1] POPOSigningKey,
keyEncipherment [2] POPOPrivKey,
keyAgreement [3] POPOPrivKey }
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POPOSigningKey ::= SEQUENCE {
poposkinput [0] POPOSigningKeylnput OPTIONAL,
algorithmldentifier ~ Algorithmldentifier,
signature BIT STRING }
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POPOSigningKeylnput ::= SEQUENCE {
authInfo CHOICE {
sender [0] GeneralName,
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PKMACValue ::= SEQUENCE {
algid Algorithmldentifier,
value BIT STRING }
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POPOPrivKey ::= CHOICE {

thisMessage [0] BIT STRING, -- deprecated
subsequentMessage [1] SubsequentMessage,

dhnMAC [2] BIT STRING, -- deprecated
agreeMAC [3] PKMACValue,
encryptedKey [4] EnvelopedData }

SubsequentMessage ::= INTEGER {
encrCert (0),
challengeResp (1) }
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CertRequest ::= SEQUENCE {
certReqld INTEGER, -- ID for matching request and reply
certTemplate CertTemplate, --Selected fields of cert to be issued

CertTemplate ::= SEQUENCE {
version [0] Version OPTIONAL,
serialNumber [1] INTEGER OPTIONAL,

1 - pseudo-code
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PUBLICATION (FIPS) 198
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signingAlg  [2] AlgorithmIdentifier OPTIONAL,

issuer [3] Name OPTIONAL,
validity [4] OptionalValidity = OPTIONAL,
subject [5] Name OPTIONAL,

publicKey [6] SubjectPublicKeylnfo OPTIONAL,
issuerUiD [7] Uniqueldentifier ~ OPTIONAL,
subjectUID  [8] Uniqueldentifier ~ OPTIONAL,
extensions  [9] Extensions OPTIONAL }

OptionalValidity ::= SEQUENCE {
notBefore [0] Time OPTIONAL,
notAfter [1] Time OPTIONAL } --at least one must be present

Time ::= CHOICE {
utcTime UTCTime,
generalTime GeneralizedTime }
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| PKCS #10 | | CMS ContentInfo |
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| Certification Request | | CMS Signed Data, |
| no SignerInfo |
| Subject Name
| Subject Public Key Info SignedData contains one
| (K_PUB} or more certificates in
| Attributes the certificates field
| | Relevant CA certs and
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| signed with as well.
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Full PEI Request

CMS ContentInfo|
CMS SignedData |
or Auth Data
object

PKIData

Sequence of:

Full PKI Response

CMS ContentInfo|
CMS SignedData |
or Auth Data
object

PEIResponseBody

Sequence of:

<enrollment control>* <enrollment control>*

<certification request>* <CMS object>*
<CMS object>* <other message>*
<other message>*

where * == zero or more
where * == zero or more

All certificates issued

| Certification requests | | as part of the response |

are CEMF, PECS #10, or are included in the
Other. "certificates" field

of the SignedData.

B it + Relevant CA certs and
| signed (keypair CRLs can be included as
| used may be pre- well.
| existing or
| identified in | tommm - Fommm e +
| the request) | | signed by the |
o —————— + | CA or an LRA |
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id-cct-PKIData ::= {id-pkix id-cct(12) 2 }

PKIData ::= SEQUENCE {

controlSequence SEQUENCE SIZE(0..MAX) OF
TaggedAttribute,

regSequence SEQUENCE SIZE(0..MAX) OF TaggedRequest,

cmsSequence SEQUENCE SIZE(0..MAX) OF
TaggedContentinfo,

otherMsgSequence SEQUENCE SIZE(0..MAX) OF OtherMsg

}
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TaggedAttribute ::= SEQUENCE {

bodyPartID BodyPartID,

attrType OBJECT IDENTIFIER,
attrValues SET OF AttributeValue
}

AttributeValue ::= ANY
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TaggedRequest ::= CHOICE {
tcr [0] TaggedCertificationRequest,
crm [1] CertRegMsg,
orm [2] SEQUENCE {

bodyPartID BodyPartID,

requestMessageType OBJECT IDENTIFIER,

requestMessageValue ANY DEFINED BY requestMessageType
¥

b

e o5 ol slyls TaggedRequest slaals

YA
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TaggedContentinfo ::= SEQUENCE {
bodyPartID BodyPartID,
contentinfo Contentinfo
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id-cmc-statusInfo id-cmc 1 CMCStatusInfo
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id-cmc-identityProof id-cmc 3 OCTET STRING
id-cmo-dataReturn id-cmc 4 OCTET STRING
id-cmc-transactionId id-cmc 5 INTEGER
id-cmc-senderNonce id-cmc 6 OCTET STRING
id-cmce-recipientNonce id-cmc 7 OCTET STRING
id-cme-addExtensions id-cmc 8 AddExtensions
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id-cmo-queryPending id-cmc 21 OCTET STRING
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id-cmc-authData id-cmc 27 AuthPublish
id-cmc-batchRequests id-cmc 28 BodyPartList
id-cmc-batchResponses id-cmc 29 BodyPartlList
id-cme-publishCert id-cmc 30 CMCPublicationInfo
id-cmc-modCertTenplate id-cmc 31 ModCertTemplate
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id-cme-identityProofva id-cmc 34 IdentityProofVz
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cMCStatus CMCStatus,
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statusString UTF8String OPTIONAL,
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}
OtherStatusinfo ::= CHOICE {
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ANY DEFINED BY failinfoOID

BodyPartReference ::= CHOICE {

bodyPartID
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}
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CMCStatus ::= INTEGER {

success (0),
--reserved (1),

failed (2),
pending (3),
noSupport  (4),

confirmRequired (5),
popRequired (6),
partial (7)
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CMCFailInfo ::= INTEGER {
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badRequest (2),

badTime (3),
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unsupportedExt (5),
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badldentity (7),
popRequired (8),
popFailed 9),
noKeyReuse (10),
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tryLater (12),
authDataFail (13)
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