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1- International Organization for Standardization

2 - International Electrotechnical Commission

3- International Organization of Legal Metrology (Organisation Internationale de Metrologie Legale)
4 - Contact point

5 - Codex Alimentarius Commission
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1- Credential

2 -Profiles

3- Trust model
4- PROHIBITED
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2-1  [DEVICE] — UPnP Device Architecture, version 1.0. Available at:

1- CONDITIONALLY REQUIRED
2- interoperability

3- Placeholder values

4- parent-child



http://www.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.0-20080424.pdf. Latest
version available at: http://www.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-
v1.0.pdf.

2-2  [DEVICE-IPv6] — UPnP Device Architecture, version 1.0., Annex A — IP Version 6
Support. Available at: http://www.upnp.org/resources/documents/AnnexA-1Pv6_000.pdf

2-3  [RAClient] — RAClIient:1, UPNnP Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-RAClient-v1-Device-20090930.pdf. Latest version
available at: http://www.upnp.org/specs/ra/UPnP-ra-RAClient-v1-Device.pdf.

2-4  [RAServer] - RAServer:1, UPnP Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-RAServer-v1-Device-20090930.pdf. Latest version
available at: http://upnp.org/specs/ra/UPnP-ra-RAServer-v1-Device.pdf.

2-5 [RADASync] — RADASync:1, UPnP Forum, Available at:
http://www.upnp.org/specs/ra/UPnP-ra-RADASync-v1-Service-20090930.pdf. Latest version
available at: http://www.upnp.org/specs/ra/UPnP-ra-RADASync-v1-Service.pdf.

2-6  [RFC 2119] - IETF RFC 2119, Key words for use in RFCs to Indicate Requirement
Levels, S. Bradner, March 1997. Available at: http://www.ietf.org/rfcs/rfc2119.txt.

2-7  [DADS-XSD] — XML Schema for UPnP RA Discovery Agent XML Data Structures
Available at:  http://www.upnp.org/schemas/ra/dads-v1-20090930.xsd.  Latest version
available at: http://www.upnp.org/schemas/ra/dads-v1.xsd.

2-8  [TADS-XSD] — XML Schema for UPnP RA Transport Agent XML Data Structures
Available at: http://www.upnp.org/schemas/ra/tads-v1-20090930.xsd. Latest version available
at: http://www.upnp.org/schemas/ra/tads-v1.xsd.

2-9  [IPSEC-XSD] — XML Schema for IPSec Transport Agent Options and Configuration
XML Data Structures Available at: http://www.upnp.org/schemas/ra/tacfg-ipsec-v1-
20090930.xsd. Latest version available at: http://www.upnp.org/schemas/ra/tacfg-ipsec-
v1.xsd.

2-10 [OPENVPN-XSD] — XML Schema for OpenVPN Transport Agent Options and
Configuration XML Data Structures Available at: http://www.upnp.org/schemas/ra/tacfg-
openvpn-v1-20090930.xsd. Latest version available at:
http://www.upnp.org/schemas/ra/tacfg-openvpn-v1.xsd.

2-11 [XML] — “Extensible Markup Language (XML) 1.0 (Third Edition)”, Francgois
Yergeau, Tim Bray, Jean Paoli, C. M. Sperberg-McQueen, Eve Maler, eds., W3C
Recommendation, February 4, 2004. Available at: http://www.w3.0rg/TR/2004/REC-xml-
20040204/.
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<?xml version="1.0"?>

<scpd xmlns="urn:schemas-upnp-org:service-1-0">
<specVersion>

<major>1</major>

<minor>0</minor>

</specVersion>

<actionList>

<action>
<name>GetTransportAgentCapabilities</name>
<argumentList>

<argument>
<name>TransportAgentCapabilities</name>
<direction>out</direction>
<relatedStateVariable>
TransportAgentCapabilities
<[relatedStateVariable>

</argument>

</argumentL.ist>

</action>

<action>
<name>GetSupportedCredentialDelivery</name>
<argumentList>

<argument>
<name>SupportedCredentialDelivery</name>
<direction>out</direction>
<relatedStateVariable>

CredentialDelivery

</relatedStateVariable>

</argument>

</argumentList>

</action>
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<action>
<name>GetCredentialsList</name>
<argumentList>

<argument>
<name>CurrentCredentialsList</name>
<direction>out</direction>
<retval/>
<relatedStateVariable>
CredentialsList
</relatedStateVariable>
</argument>
</argumentL.ist>

</action>

<action>
<name>GetProfileList</name>
<argumentList>

<argument>
<name>ProfileList</name>
<direction>out</direction>
<retval/>
<relatedStateVariable>
ProfileList
</relatedStateVariable>
</argument>
</argumentL.ist>

</action>

<action>
<name>AddProfile</name>
<argumentList>

<argument>
<name>newProfileConfigInfo</name>
<direction>in</direction>
<relatedStateVariable>
A_ARG_TYPE_ProfileConfigInfo
</relatedStateVariable>
</argument>
</argumentList>

</action>

<action>
<name>EditProfile</name>
<argumentList>

<argument>
<name>ProfileID</name>
<direction>in</direction>
<relatedStateVariable>

A _ARG_TYPE_ProfilelD
</relatedStateVariable>
</argument>

<argument>
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<name>UpdatedProfileConfigInfo</name>
<direction>in</direction>
<relatedStateVariable>
A_ARG_TYPE_ProfileConfigInfo
</relatedStateVariable>
</argument>

</argumentList>

</action>

<action>
<name>DeleteProfile</name>
<argumentList>

<argument>
<name>ProfileID</name>
<direction>in</direction>
<relatedStateVariable>

A _ARG_TYPE_ProfilelD
</relatedStateVariable>
</argument>

</argumentL.ist>

</action>

<action>
<name>GetProfileConfiginfo</name>
<argumentList>

<argument>
<name>ProfilelID</name>
<direction>in</direction>
<relatedStateVariable>

A _ARG_TYPE_ProfilelD
</relatedStateVariable>
</argument>

<argument>
<name>ProfileConfigIinfo</name>
<direction>out</direction>
<relatedStateVariable>

A _ARG_TYPE_ProfileConfigInfo
</relatedStateVariable>
</argument>

</argumentL.ist>

</action>

<I-- Declarations for other actions defined by UPnP vendor
(if any)go here. -->

</actionList>
<serviceStateTable>
<stateVariable sendEvents="no">
<name>SystemInfo</name>
<dataType>string</dataType>
</stateVariable>

<stateVariable sendEvents="no">
<name>TransportAgentCapabilities</name>
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<dataType>string</dataType>
</stateVariable>

<stateVariable sendEvents="no">
<name>CredentialDelivery</name>
<dataType>string</dataType>
</stateVariable>

<stateVariable sendEvents="yes">
<name>CredentialsList</name>
<dataType>string</dataType>
</stateVariable>

<stateVariable sendEvents="no">
<name>ProfileList</name>
<dataType>string</dataType>
</stateVariable>

<stateVariable sendEvents="no">
<name>A_ARG_TYPE_ProfileConfiginfo</name>
<dataType>string</dataType>
</stateVariable>

<stateVariable sendEvents="no">
<name>A_ARG_TYPE_ProfilelID</name>
<dataType>ui4</dataType>
</stateVariable>

<I-- Declarations for other state variables defined by UPnP vendor
(if any)go here. -->

</serviceStateTable>

</scpd>

ol 0
ol 0t ateie Cwdd pl sl 6 lobae g5l e

Yf



(ol
RATransportAgent sslo by ,LsLw

ProfileList ¢! V-l

Sl sl s, a4 a5 Cawl jlme om0 las |y ProfileList o580l oG 51 IS Gleaus p) 700
Dol adlsl (g iy sladasiin by yolic ProfileList sla oSl

590 oly 5l cw s ()15 aS lawgl oalds (i ell sl gl forum aols’ sleans g Sw )
aolS sladiys S 4 45 Wited slblond 55,5 5 wiejls bagluooly 0gi e sslizul  (RAWC)
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<?xml version="1.0" encoding="UTF-8"?>

<tads xmlns="urn:schemas-upnp-org:ra:tads"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal ocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd">
<profileList dataStructureType="client">
<profilelnfo

id="profile unique id"
transportAgentName="transport agent name">
friendly description

</profilelnfo>

<I-- Other profiles (if any) go here. -->
</profileList>

</tads>

xml
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<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal ocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd">
<profileConfig dataStructureType="client">

<profilelnfo

id=" profile unique id"

transportAgentName="transport agent name">

friendly description

</profilelnfo>

<profileData>

<I-- Placeholder for defining data specific for each transport
mechanism. Data structures defined in another namespace -->
</profileData>

</profileConfig>

</tads>

xml
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<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd">
<transportAgentCapability

transportAgentName="1Psec">

<transportAgentOptions>

<I-- Placeholder for defining data specific for each transport
mechanism. Data structures defined in another namespace -->
</transportAgentOptions>

<I-- Other transport agent options (if any) go here. -->
</transportAgentCapability>

<I-- Other transport agent capabilities (if any) go here. -->
</tads>
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<?xml version="1.0" encoding="UTF-8"?>

<tads xmlns="urn:schemas-upnp-org:ra:tads"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd">
<credentialDelivery credentialDeliveryMechanism="mechanism name">
<credential Type credentialEncoding="RSA Raw Key">
RSA

</credential Type>

<!-- Other credential types (if any) go here. -->
</credentialDelivery>

<I-- Other credential delivery (if any) go here. -->

<[tads>
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|, 098 ool gow aslylicl Jgow S gile dawg Cenl (So a5 asljlel gg .4 ;XS (g L]
credential Type ,aie G ol ools 920 Wlgh co a5 ab licl gg5 0 gl db aiS o slolils

Al 23 SRy Jels bl atils 54
@credentialEncoding

CredentialsList g5 8-l

Sl sl s 4 aS Cawl jlxo aas o olis |, CredentialsList oo G 5 IS lodus p) 708
Dol ddlal g i b S b/g nolic CredentialsList sl sSI

Db oo odlaiwl RAWC Lug ouds i oolol ioles lp forum auls slawsys Sew
Ngds oo ol VENAOr aolS gladun g S 4 a5 wizwd obcwend 10,5 5 aiejls o gjlwosly

<?xml version="1.0" encoding="UTF-8"?>

<tads xmlIns="urn:schemas-upnp-org:ra:tads"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd">
<credentialsList>

<credential scope="local”>
<credentialID>ID</credentialID>
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<credentialFriendlyName>friendly name</credentialFriendlyName>
<credentialType credentialEncoding="RSA Raw Key">RSA</credential Type>
</credential>

<!-- Other credential (if any) go here. -->

</credentialsList>

</tads>
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xsi:schemalLocation="
urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd"
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<?xml version="1.0" encoding="UTF-8"?>

<ipsecOPT xmlIns="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd"
authenticationMethod="RSA Digital Signature"
credentialEncoding="PKCS #7 wrapped X.509 certificate"
keyExchangeProtocol="IKEv2">
<encryptionAlgorithm>AES_CBC</encryptionAlgorithm>
<authenticationAlgorithm>HMAC_SHA1 96</authenticationAlgorithm>
<integrityAlgorithm>AES_XCBC_96</integrityAlgorithm>
<pseudoRandomFunction>AES128 XCBC</pseudoRandomFunction>
</ipsecOPT>

xml
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1- shared secret
2- token
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<?xml version="1.0" encoding="UTF-8"?>

<ipsecCFG xmlns="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd"
configurationType="client">

<policy>
<perfectForwardSecrecy>true</perfectForwardSecrecy>
<replayWindowLength>10</replayWindowLength>
<remoteldentity>Myldentity</remoteldentity>

<proposal protocol="ESP">

<encryptionAlgorithm keyLength="256">

AES_CBC

</encryptionAlgorithm>

<integrityAlgorithm> </integrityAlgorithm>

<lifetime>

<seconds>28800</seconds>

<kBytes>5000</kBytes>

</lifetime>

1- the pseudo random function
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</proposal>

</policy>

<ike version="IKEv2">
<remoteAddress>X.X.X.X</remoteAddress>
<sendNotification>true</sendNotification>
<idType>ID_DER_ASN1 DN</idType>
<uselPsecExpire>true</uselPsecExpire>
<useReplayDetection>true</useReplayDetection>
<uselnternalAddress>true</uselnternalAddress>
<dpdHeartbeat>600</dpdHeartbeat>
<natKeepalive>100</natKeepalive>
<rekeyingThreshold>90</rekeyingThreshold>

<proposal protocol="IKE">

<encryptionAlgorithm keyLength="256">

AES_CBC

</encryptionAlgorithm>
<integrityAlgorithm>AES_XCBC_96</integrityAlgorithm>
<pseudoRandomFunction>AES128 XCBC</pseudoRandomFunction>
<groupDescription>MODP_1536</groupDescription>
<groupType>Group_2</groupType>

<lifetime>

<seconds>28800</seconds>

<kBytes>500</kBytes>

</lifetime>

</proposal>

<authenticationMethod>RSA Digital Signature</authenticationMethod>
<credentialID>100</credentialID>

<[ike>

</ipsecCFG>

xml

S>sS By, wles XIM slewl slos 5l (5,L]

ipsecOPT
xmins slo S5y lp )lake olgie & |, “urn:schemas-upnp-org:ra:tacfgiipsec” wb . L=
e UPNP oo 5l cw s )5 aeS RATA IPseC sloas i3 ool 7 )b 4y ol ol atils
e il J8 L Wb eols Jlsle 66Xl wgd o colaiwl LSS Xmins 5l asT Sley U aes o
il gy polic g la e Juls abl sl LB Sg,50 s siluwosly lawss

@configurationType

Sl server' L "client” Sae polie i8S o e |y 0,50 £45 aslaii XS, gL

Policy
25 rebeng Jold o)ledsop 1) IPSEC S8S (oS sl ks 9590 byl 5l slasgeme s L]
]
perfectForwardSecrecy
ol 048,91 Cawds sl 1, a0 Diffie-Hellman Jols G dKE LT a5 oS oo fpuns .ailii: XS. (5L
S oo JRTIPSEC (SlaSA s ge wyaz i 05 10 sl Slge (6 IITS jslae 4y oz w5

1- session key
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<?xml version="1.0" encoding="UTF-8"?>

<tads xmlns="urn:schemas-upnp-org:ra:tads”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec”
xsi:schemaLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<transportAgentCapability transportAgentName="1Psec">
<transportAgentOptions>

<cfg:ipsecOPT

authenticationMethod="RSA Digital Signature"
credentialEncoding="PKCS #7 wrapped X.509 certificate"
keyExchangeProtocol="IKEv2">
<cfg:encryptionAlgorithm>AES_CBC</cfg:encryptionAlgorithm>
<cfg:encryptionAlgorithm>AES_CTR</cfg:encryptionAlgorithm>
<cfg:authenticationAlgorithm></cfg:authenticationAlgorithm>
<cfg:integrityAlgorithm>AES XCBC_96</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

AES128 XCBC

</cfg:pseudoRandomFunction>

</cfg:ipsecOPT>

</transportAgentOptions>

</transportAgentCapability>

</tads>
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<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<profileConfig dataStructureType="server">
<profilelnfo id="12" transportAgentName="IPsec">
IPsec configuration

</profileInfo>



<profileData>

<cfg:ipsecCFG configurationType="server">
<cfg:policy>

<cfg:perfectForwardSecrecy>

true

</cfg:perfectForwardSecrecy>
<cfg:replayWindowLength>10</cfg:replayWindowLength>
<cfg:remoteldentity>bob@home.com</cfg:remoteldentity>
<cfg:proposal protocol="ESP">
<cfg:encryptionAlgorithm keyLength="256">
AES_CBC

</cfg:encryptionAlgorithm>

<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

</cfg:policy>

<cfg:ike version="IKEv2">
<cfg:sendNotification>true</cfg:sendNotification>
<cfg:idType>ID_DER_ASN1 DN</cfg:idType>
<cfg:uselPsecExpire>true</cfg:uselPsecExpire>
<cfg:useReplayDetection>true</cfg:useReplayDetection>
<cfg:rekeyingThreshold>90</cfg:rekeyingThreshold>
<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="256">

AES _CBC

</cfg:encryptionAlgorithm>
<cfg:integrityAlgorithm>

AES_XCBC_96

</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

AES128 XCBC

</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_1536</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="128">

AES _CBC

</cfg:encryptionAlgorithm>
<cfg:integrityAlgorithm>

AES_XCBC_96

</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

AES128 XCBC

</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_1024</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>
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<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>
</cfg:lifetime>

</cfg:proposal>
<cfg:authenticationMethod>

RSA Digital Signature
</cfg:authenticationMethod>
<cfg:credentiallD>100</cfg:credentialID>
</cfg:ike>

</cfg:ipsecCFG>

</profileData>

</profileConfig>

</tads>
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<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmins:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemal ocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<profileConfig dataStructure Type="client">

<profilelnfo id="12" transportAgentName="IPsec">

IPsec configuration

</profileInfo>

<profileData>

<cfg:ipsecCFG configurationType="client">

<cfg:policy>

<cfg:perfectForwardSecrecy>

true

</cfg:perfectForwardSecrecy>
<cfg:replayWindowLength>10</cfg:replayWindowLength>
<cfg:remoteldentity>alice@home.com</cfg:remoteldentity>
<cfg:proposal protocol="ESP">
<cfg:encryptionAlgorithm keyLength="256">

AES _CBC

</cfg:encryptionAlgorithm>

<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

</cfg:policy>

<cfg:ike version="IKEv2">
<cfg:remoteAddress>129.178.89.81</cfg:remoteAddress>
<cfg:sendNotification>true</cfg:sendNotification>
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<cfg:idType>ID_DER_ASN1_DN</cfg:idType>
<cfg:uselPsecExpire>true</cfg:uselPsecExpire>
<cfg:useReplayDetection>true</cfg:useReplayDetection>
<cfg:uselnternal Address>true</cfg:uselnternal Address>
<cfg:dpdHeartbeat>600</cfg:dpdHeartbeat>
<cfg:natKeepalive>100</cfg:natKeepalive>
<cfg:rekeyingThreshold>90</cfg:rekeyingThreshold>
<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="256">

AES _CBC

</cfg:encryptionAlgorithm>
<cfg:integrityAlgorithm>

AES_XCBC_96

</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

AES128 XCBC

</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_1536</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

<cfg:authenticationMethod>

RSA Digital Signature

</cfg:authenticationMethod>
<cfg:credentiallD>100</cfg:credentialID>

</cfg:ike>

</cfg:ipsecCFG>

</profileData>

</profileConfig>

</tads>
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<?xml version="1.0" encoding="UTF-8"?>

<tads xmlIns="urn:schemas-upnp-org:ra:tads"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xsi:schemalL ocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<transportAgentCapability transportAgentName="1Psec">
<transportAgentOptions>

<cfg:ipsecOPT

authenticationMethod="Shared Key Message Integrity Code"
credentialEncoding="Pre-Shared Key"
keyExchangeProtocol="IKEv2">
<cfg:encryptionAlgorithm>NULL</cfg:encryptionAlgorithm>
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<cfg:authenticationAlgorithm></cfg:authenticationAlgorithm>
<cfg:integrityAlgorithm>HMAC_SHA1 96</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

HMAC_SHA1

</cfg:pseudoRandomFunction>

</cfg:ipsecOPT>

</transportAgentOptions>

</transportAgentCapability>

</tads>

C.2.2.2 Sample IPsec ConfigInfo for Server

<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlIns="urn:schemas-upnp-org:ra:tads"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<profileConfig dataStructure Type="client">

<profilelnfo id="12" transportAgentName="1Psec">
IPsec configuration

</profileInfo>

<profileData>

<cfg:ipsecCFG configurationType="server">
<cfg:policy>

<cfg:perfectForwardSecrecy>

true

</cfg:perfectForwardSecrecy>
<cfg:replayWindowLength>10</cfg:replayWindowLength>
<cfg:remoteldentity>bob@home.com</cfg:remoteldentity>
<cfg:proposal protocol="ESP">
<cfg:encryptionAlgorithm>

NULL

</cfg:encryptionAlgorithm>

<integrityAlgorithm>

HMAC_SHA1_ 96

</integrityAlgorithm>

<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

</cfg:policy>

<cfg:ike version="IKEv2">
<cfg:sendNotification>true</cfg:sendNotification>
<cfg:idType>ID_KEY_ID</cfg:idType>
<cfg:uselPsecExpire>true</cfg:uselPsecExpire>
<cfg:useReplayDetection>true</cfg:useReplayDetection>
<cfg:rekeyingThreshold>90</cfg:rekeyingThreshold>
<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="128">

AES _CBC

</cfg:encryptionAlgorithm>
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<cfg:integrityAlgorithm>
HMAC_SHA1_96
</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>
HMAC_SHA1
</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_768</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>
<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>
</cfg:lifetime>

</cfg:proposal>
<cfg:authenticationMethod>

Shared Key Message Integrity Code
</cfg:authenticationMethod>
<cfg:credentiallD>100</cfg:credentialID>
</cfg:ike>

</cfg:ipsecCFG>

</profileData>

</profileConfig>

</tads>

4igod IPSEC (gudy ) Sn OleMbIY-Y-V-o
$i S IPsec 5L IS LT IPsec Jlasl b o5le so 08 1) IPSEC olgz IS G LConfiginfo ousg sy )]

<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmins:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<profileConfig dataStructure Type="client">

<profilelnfo id="12" transportAgentName="1Psec">

IPsec configuration

</profileInfo>

<profileData>

<cfg:ipsecCFG configurationType="client">

<cfg:policy>

<cfg:perfectForwardSecrecy>

true

</cfg:perfectForwardSecrecy>
<cfg:replayWindowLength>10</cfg:replayWindowLength>
<cfg:remoteldentity>alice@home.com</cfg:remoteldentity>
<cfg:proposal protocol="ESP">
<cfg:encryptionAlgorithm>

NULL

</cfg:encryptionAlgorithm>

<integrityAlgorithm>
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HMAC_SHA1 96

</integrityAlgorithm>

<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

</cfg:policy>

<cfg:ike version="IKEv2">
<cfg:remoteAddress>129.178.89.81</cfg:remote Address>
<cfg:sendNotification>true</cfg:sendNotification>
<cfg:idType>ID_KEY _ID</cfg:idType>
<cfg:uselPsecExpire>true</cfg:uselPsecExpire>
<cfg:useReplayDetection>true</cfg:useReplayDetection>
<cfg:uselnternal Address>true</cfg:uselnternal Address>
<cfg:dpdHeartbeat>600</cfg:dpdHeartbeat>
<cfg:natKeepalive>100</cfg:natKeepalive>
<cfg:rekeyingThreshold>90</cfg:rekeyingThreshold>
<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="128">
AES_CBC

</cfg:encryptionAlgorithm>

<cfg:integrityAlgorithm>

HMAC_SHA1_96

</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

HMAC_SHA1

</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_768</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

<cfg:authenticationMethod>

Shared Key Message Integrity Code
</cfg:authenticationMethod>
<cfg:credentialID>100</cfg:credential ID>

</cfg:ike>

</cfg:ipsecCFG>

</profileData>

</profileConfig>

</tads>

C.2.3 Sample IPSec based on shared key advanced policy
C.2.3.1 Sample IPsec TransportAgentCapabilities

This simple TransportAgentCapabilities file describes the capability of the IPsec engine.
<?xml version="1.0" encoding="UTF-8"?>

<tads xmlns="urn:schemas-upnp-org:ra:tads”
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
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http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<transportAgentCapability transportAgentName="1Psec">
<transportAgentOptions>

<cfg:ipsecOPT

authenticationMethod="Shared Key Message Integrity Code"
credentialEncoding="Pre-Shared Key"
keyExchangeProtocol="1KEv2">
<cfg:encryptionAlgorithm>AES_CBC</cfg:encryptionAlgorithm>
<cfg:authenticationAlgorithm></cfg:authenticationAlgorithm>
<cfg:integrityAlgorithm>HMAC_SHA1 96</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>HMAC_SHA1</cfg:pseudoRandomFunction>
</cfg:ipsecOPT>

</transportAgentOptions>

</transportAgentCapability>

</tads>

C.2.3.2 Sample IPsec ConfigInfo for Server

<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmins:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<profileConfig dataStructure Type="client">

<profilelnfo id="12" transportAgentName="1Psec">

IPsec configuration

</profileInfo>

<profileData>

<cfg:ipsecCFG configurationType="server">

<cfg:policy>

<cfg:perfectForwardSecrecy>

true

</cfg:perfectForwardSecrecy>
<cfg:replayWindowLength>10</cfg:replayWindowLength>
<cfg:remoteldentity>bob@home.com</cfg:remoteldentity>
<cfg:proposal protocol="ESP">

<cfg:encryptionAlgorithm keyLength="128">

AES _CBC

</cfg:encryptionAlgorithm>

<integrityAlgorithm>

HMAC_SHA1_ 96

</integrityAlgorithm>

<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

</cfg:policy>

<cfg:ike version="IKEv2">
<cfg:sendNotification>true</cfg:sendNotification>
<cfg:idType>ID_KEY_ID</cfg:idType>
<cfg:uselPsecExpire>true</cfg:uselPsecExpire>
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<cfg:useReplayDetection>true</cfg:useReplayDetection>
<cfg:rekeyingThreshold>90</cfg:rekeyingThreshold>
<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="128">

AES _CBC

</cfg:encryptionAlgorithm>

<cfg:integrityAlgorithm>

HMAC_SHA1_96

</cfg:integrityAlgorithm>

<cfg:pseudoRandomFunction>

HMAC_SHA1

</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_1536</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

<cfg:authenticationMethod>

Shared Key Message Integrity Code
</cfg:authenticationMethod>
<cfg:credentialID>100</cfg:credentialID>

</cfg:ike>

</cfg:ipsecCFG>

</profileData>

</profileConfig>

</tads>

C.2.3.3 Sample IPsec ConfigInfo for Client

This ConfiglInfo file allows a IPsec client to establish IPsec connection with the IPsec server
configured in clause 0.

<?xml version="1.0" encoding="UTF-8"?>

<tads

xmlns="urn:schemas-upnp-org:ra:tads"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:ipsec"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-ipsec-v1.xsd">
<profileConfig dataStructure Type="client">

<profilelnfo id="12" transportAgentName="1Psec">
IPsec configuration

</profileInfo>

<profileData>

<cfg:ipsecCFG configurationType="client">
<cfg:policy>

<cfg:perfectForwardSecrecy>

true

</cfg:perfectForwardSecrecy>
<cfg:replayWindowLength>10</cfg:replayWindowLength>
<cfg:remoteldentity>alice@home.com</cfg:remoteldentity>
<cfg:proposal protocol="ESP">
<cfg:encryptionAlgorithm keyLength="128">
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AES CBC

</cfg:encryptionAlgorithm>

<integrityAlgorithm>

HMAC_SHA1_96

</integrityAlgorithm>

<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

</cfg:policy>

<cfg:ike version="IKEv2">
<cfg:remoteAddress>129.178.89.81</cfg:remote Address>
<cfg:sendNotification>true</cfg:sendNotification>
<cfg:idType>ID_KEY_ID</cfg:idType>
<cfg:uselPsecExpire>true</cfg:uselPsecExpire>
<cfg:useReplayDetection>true</cfg:useReplayDetection>
<cfg:uselnternal Address>true</cfg:uselnternal Address>
<cfg:dpdHeartbeat>600</cfg:dpdHeartbeat>
<cfg:natKeepalive>100</cfg:natKeepalive>
<cfg:rekeyingThreshold>90</cfg:rekeyingThreshold>
<cfg:proposal protocol="IKE">
<cfg:encryptionAlgorithm keyLength="128">
AES_CBC

</cfg:encryptionAlgorithm>
<cfg:integrityAlgorithm>

HMAC_SHA1_96

</cfg:integrityAlgorithm>
<cfg:pseudoRandomFunction>

HMAC_SHA1

</cfg:pseudoRandomFunction>
<cfg:groupDescription>MODP_1536</cfg:groupDescription>
<cfg:groupType>MODP</cfg:groupType>
<cfg:lifetime>

<cfg:seconds>28800</cfg:seconds>
<cfg:kBytes>5000</cfg:kBytes>

</cfg:lifetime>

</cfg:proposal>

<cfg:authenticationMethod>

Shared Key Message Integrity Code
</cfg:authenticationMethod>
<cfg:credentiallD>100</cfg:credentialID>

</cfg:ike>

</cfg:ipsecCFG>

</profileData>

</profileConfig>

</tads>
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<?xml version="1.0" encoding="UTF-8"?>

<openvpnCFG xmlns="urn:schemas-upnp-org:ra:tacfg:openvpn"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tacfg:openvpn
http://www.upnp.org/schemas/ra/tacfg-openvpn-v1.xsd"
configurationType="server">

<protocol type="UDP">

<dev>tapO</dev>

</protocol>

<ss|Tls>

<cipher>AES-128-CBC</cipher>
<credentialID>100</credential ID>

</ssITls>

<client remoteHost="vpn.mydomain.org" remotePort="1194">
<resolveRetry seconds="-1"/>
<devNode>MyVPNInterface</devNode>

<httpProxy proxylP="10.0.0.40" proxyPort="7788"/>
</client>

<server listeninglP="10.0.0.10" listeningPort="1194">
<persistPool>pool.txt</persistPool>

<bridge ip="10.1.1.10" netMask="255.255.255.0" startinglP="10.1.1.20"
endinglP="10.1.1.30"/>

<routedIP ip="10.1.1.0" netMask="255.255.255.0"/>

<push>

<route ip="192.168.1.0" subnetMask="255.255.255.0"/>
<gateway redirect="true"/>

<dhcpOption name="DNS" data="10.66.0.4"/>

</push>

<clientToClient>true</clientToClient>
<duplicateKeyPairs>0</duplicateKeyPairs>
<maxClients>5</maxClients>

</server>

<options>

<keepAlive interval="10" timeout="120"/>
<enableCompression algorithm="1zo">true</enableCompression>
<status update="1" filename="status.txt"/>

<log enabled="1" append="1" filename="log.txt" verbosity="4"
silenceAfter="5"/>

</options>

</openvpnCFG>
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openvpnCFG
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<?xml version="1.0" encoding="UTF-8"?>
<tads
xmlns="urn:schemas-upnp-org:ra:tads"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:openvpn"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:openvpn
http://www.upnp.org/schemas/ra/tacfg-openvpn-vl.xsd">
<profileConfig dataStructureType="server">
<profilelnfo id="12" transportAgentName="OpenVVPN">
OpenVPN configuration
</profileInfo>
<profileData>
<cfg:openvpnCFG configurationType="server">
<cfg:protocol type="UDP">
<cfg:dev>tapO</cfg:dev>
</cfg:protocol>
<cfg:ssITls>
<cfg:cipher>AES-128-CBC</cfg:cipher>
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<cfg:credentiallD>100</cfg:credentialID>
</cfg:ssITls>

<cfg:server listeningPort="1194">
<cfg:persistPool>pool.txt</cfg:persistPool>
<cfg:bridge

ip="10.1.1.10"

netMask="255.255.255.0"
startinglP="10.1.1.20"
endinglP="10.1.1.30"/>

<cfg:push>

<cfg:gateway redirect="true"/>

</cfg:push>
<cfg:clientToClient>true</cfg:clientToClient>
</cfg:server>

<cfg:options>

<cfg:keepAlive interval="10" timeout="120"/>
<cfg:enableCompression algorithm="1z0">
true

</cfg:enableCompression>

</cfg:options>

</cfg:openvpnCFG>

</profileData>

</profileConfig>

</tads>

olgs )15 (5l diged (g, S Y-Y-0
<?xml version="1.0" encoding="UTF-8"?>
<tads
xmlns="urn:schemas-upnp-org:ra:tads"
xmlns:cfg="urn:schemas-upnp-org:ra:tacfg:openvpn"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalL ocation="urn:schemas-upnp-org:ra:tads
http://www.upnp.org/schemas/ra/tads-v1.xsd
urn:schemas-upnp-org:ra:tacfg:ipsec
http://www.upnp.org/schemas/ra/tacfg-openvpn-v1.xsd">
<profileConfig dataStructureType="server">
<profilelnfo id="12" transportAgentName="0penVPN">
OpenVPN configuration
</profileInfo>
<profileData>
<cfg:openvpnCFG configurationType="client">
<cfg:protocol type="UDP">
<cfg:dev>tap</cfg:dev>
</cfg:protocol>
<cfg:ssITls>
<cfg:cipher>AES-128-CBC</cfg:cipher>
<cfg:credentialID>100</cfg:credentialID>
</cfg:ssITls>
<cfg:client remoteHost="vpn.mydomain.org" remotePort="1194">
<cfg:resolveRetry seconds="-1"/>
<cfg:devNode>MyVPNInterface</cfg:devNode>
</cfg:client>
<cfg:options>
<cfg:keepAlive interval="10" timeout="120"/>
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<cfg:enableCompression algorithm="1zo">
true

</cfg:enableCompression>

</cfg:options>

</cfg:openvpnCFG>

</profileData>

</profileConfig>

</tads>
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