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1- International Organization for Standardization

2- International Electrotechnical Commission

3- International Organization for Legal Metrology (Organisation Internationale de Metrologie Legals)
4- Contact point

5- Codex Alimentarius Commission



9l ¢ gai' (59 (ygrmmnnas
«Oe e ) Coond - Jloj o Olovs — ool (ye8 — Sledbl (6 ,9L8»
« Jol i g

Jxdl Joxo b 3 ams oy
Olrleosbye g el lejle NVUC F 4
—olbly,l g oledsl (6,5 58 ad)l bl )5)

(Sotel

Do

Al sl o lasbwl S 6, Lol s wibe o

138 35 = i gealS (gt ol (ol )5

310500y (i S50 sl e 15,31

Ol 5~ FgalS (gwiigee 08| (ol )15)

Sl il an! Pl el e s ST

(S SI3 0 (ot (oleB)15)

! axly oSl oljT olKisls sole Cain gie s 5 0l
Ol 5~ FgepelS (i 08| (ol )15)

! axly oSl ol5T olzsls cole ol guae D5 ey
Ol p 5 = Fgaels (i w )] (ol )15)

(FoelS (g (ol )5)

! alSails slyz it IS |l g

(eSS O (o2 oo (ol )15)



—

Lo o > > << << < <«

AR
AR
\Y
\Y
\Y
\f
\¥
\¥
\¥
\V
\V
VA
Yy
Y'Y

Sl o S i

olghe

Al s litinl Lo losles b glus]
S llinl (2995 (B (ygrmesS
3,5 aels § Bua )

ol azlye ¥

il g SMaol ¥

Chizee &l )le g looles

LS O

AN g din)y ow V-0

Sboj o b S 0 Sl Y-0
Sl e wnlp sl e Y-0
Sl e 5l eolal ¥-0

oy e Ol adgs 0-0

Sy e lis Braas £-0

oy o S V-0

2550 sl s o Slbls ) F
Sl e Cuwlg o iS5V -F
oy e syp S5 V-F

el slacJB Y

Sbo) se Camlgs 0 V=Y

Sloy o Gl Y-V

S e Browal Y-V

oS glaals TV

ExtHash as.gs V--Y
ExtMethod ax.gs Y-F-V

drwgs Y-F-V

Sleg s sl ASNLL losgy (oolyll) Al Censgy
S50, ply welsd (35 0 (o) © Covgn
abols



10 b o 4 gz le ) Cand — oo pge loas - teial 9 — oMbl (g5l 5l
1y byire SogygmaneS anl g (gm)p g (b0 Sladliitin ol » b piiie g g VYAV L
Sy9b3 3 labial (o aieS (rogw 9 09 g arw (] 0 9 <85 18 Jlanaad 8550 5k (sl
5 olyd 2ol 5 ¥ sole Ky o sl @ o uilind cpl Sl b g VENY/E £50 ledlll
Olpl e ojlailinl flgeas AYYY obo paps caas olpl daio Clados o labinl aunge Ol 180
Dyl g0 yuiiin

Wloas g psle mlio ane) 3 Sl 5 o slocdying 5 SYed b (Sl 5 (olon Lai> sl
Ol JeoSS g el sl &5 e3leiitay s2 g 0D wales Sl waad e @lge o (lnl (e slas st
(rlpl (23,5 dales 5 azgi 0y90 banye (1 (gmaneS j0 Sl dpao plie 5l )l Las sl
5,5 oolitl Lo (slos kil a5 T 5l olgan sl

Sgdige VWAY Jlo VY01 o)l ol o o il 12 3ols o Jaitial ol

el 2 i s 4135 )13 0alianls yge 5kl ol dag (gl 4 635 Le 5 pte

ISO 18014-1:2008, Information technology - Security techniques - Time-stamping services
Part 1: Framework
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2-1 1SO 8601, Data elements and interchange formats - Information interchange -
Representation of dates and times
2-2 ISO/IEC 10118 (all parts), Information technology - Security techniques - Hash-functions

1- Time-stamping
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1- Certification authority
2- Hash-function
3- Collision-resistant
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5- Data items representation
6- Cryptographic
7 - Digital signature
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1- Entity authentication
2- Hash value
3- Private key
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1- Public key

2- Certificate

3- Sequence number
4- Renewal

5- Token
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1- Requester

2- Time-stamp token

3 -Binding

4- Verification

5- Time-stamping authority
6- Time-stamping service
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1- Trusted third party

2- Time referencing scheme
3- Time-signal emission

4- Time-stamping policy
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1- Two-way handshake

2- online

3- offline

4- Store-and-forward protocol
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TimeStampReq::= SEQUENCE {
version Version,

messagelmprint Messagelmprint,
regPolicy TSAPolicyld OPTIONAL,
nonce INTEGER OPTIONAL,

certReq BOOLEAN DEFAULT FALSE,
extensions [0] Extensions OPTIONAL

}
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Messagelmprint::= SEQUENCE{
hashAlgorithm DigestAlgorithmldentifier,
hashedMessage OCTET STRING

}
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TSAPolicyld::= POLICY.&id({TSAPolicies})
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TimeStampResp::= SEQUENCE{
status PKIStatusInfo,
timeStampToken TimeStampToken OPTIONAL}

109 on iy yxS gy O yeod TiMeStampToken [LsLo
TimeStampToken::= SEQUENCE {
contentType CONTENT.&id({Contents})
content [0]
EXPLICIT CONTENT.&Type ({Contents}{@contentType})}

@25y Oye0dy TSTINFO Ll 0gd oo 00lazwl TSTINFO [Lsle 0 5 dgunS (ol JLSLu oyl
1wl 00

TSTInfo::= SEQUENCE {

version Version,

policy TSAPolicyld,

messagelmprint Messagelmprint,
serialNumber SerialNumber,

genTime GeneralizedTime,

accuracy Accuracy OPTIONAL,

ordering BOOLEAN DEFAULT FALSE,
nonce Nonce OPTIONAL,

tsa [0] EXPLICIT GeneralName OPTIONAL,
extensions [1] Extensions OPTIONAL}
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id-ct-TSTInfoOBJECT IDENTIFIER::={
1S0 (1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
smime(16) ct(1)4

¥
wlocin 4, SG lsied ouls 5,l0505 DER 4 TSTInfo Ll Jls eContent als cogdleas

Celw gl al LB g JolS IS 4y o0 slogo ,b gl p alh LJB 51 oS 5 GeneralizedTime ols
Jols — Jols slacs § Laosls sliz! 55550 L) 1SO 8601 o lsbiwl L gilhas o Slo> Kinlon

YYYYMMDDI[T]lhhmmss[,ffflZ

sl (S5 08y S Gl (oA e drany L Sy e oS

(A98-e v e o) aoo oo lis |y JLLYYYY

(VY=+1) asse L5 |, ole MM

(YV=+) a2 0 oylii |y obe 39, DD

033l Cwsl (y o b cnl b aad oo i 1) 59, oy sadlEe 0,5 et sln Sloj aFLAITI
(Y- ) aoo o lis 1y 39, celwhh

9 (B%=++) a2 o L | cels gag 8o mm

(B-++) o2 oo plid 1) adds slaagliss

el Gyl sl she (538,551 55 e 4l 5l 68 sl s L T

ol (UTC) Sl Saler celu Silo (ZUluTime) Z as o

Accuracy::= SEQUENCE{

seconds INTEGER OPTIONAL,

millis [0] INTEGER (1..999) OPTIONAL,
micros [1] INTEGER (1..999) OPTIONAL

h
(ALL EXCEPT ({- none; at least one component shall be present-}))
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VerifyReq::= SEQUENCE {
version Version,

tst TimeStampToken,

requestIiD [0] OCTET STRING OPTIONAL
¥

VerifyResp::= SEQUENCE {
version Version,
status PKIStatusInfo,

tst TimeStampToken,
request|D [0] OCTET STRING OPTIONAL
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ExtHash::= SEQUENCE SIZE (1..MAX) OF Messagelmprint
tsp-ext-hash::= OBJECT IDENTIFIER { tsp-ext 1{

extHash EXTENSION} =::

SYNTAX ExtHash IDENTIFIED BY tsp-ext-hash

}
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Method::= METHOD.&id ({Methods({

ExtMethod::= SEQUENCE SIZE (1..MAX) OF Method
tsp-ext-meth::= OBJECT IDENTIFIER { tsp-ext 2 }
extMethod EXTENSION =::{

SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth

}
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extRenewal EXTENSION::= { SYNTAX ExtRenewal IDENTIFIED BY tsp-ext-renewal }
ExtRenewal::= TimeStampToken
tsp-ext-renewal OBJECT IDENTIFIER::= {tsp-ext renewal(3)}
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TimeStampProtocol {

iso(1) standard(0) time-stamp(18014) modules(0) tsp(1)}
DEFINITIONS IMPLICIT TAGS::= BEGIN

-- EXPORTS All ; --

IMPORTS

-- ISO/IEC 9594-8 | ITU-T Rec. X.509 AuthenticationFramework --
EXTENSION, Extensions

FROM AuthenticationFramework {

joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 4 }

-- ISO/IEC 9594-8 | ITU-T Rec. X.509 CertificateExtensions --
GeneralName

FROM CertificateExtensions {

joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 4 }
AuthenticatedData, SignedData

FROM CryptographicMessageSyntax {

is0(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9) smime(16)
modules(0) cms(1) };

time-stamping-services OBJECT IDENTIFIER::=

{ iso(1) standard(0) time-stamp(18014) }

modules OBJECT IDENTIFIER::= { time-stamping-services modules(0) }
tsp-ext OBJECT IDENTIFIER::= { time-stamping-services ext(1) }
TimeStampReq::= SEQUENCE {

version Version,

messagelmprint Messagelmprint,

regPolicy TSAPolicyld OPTIONAL,

nonce Nonce OPTIONAL,

certReq BOOLEAN DEFAULT FALSE,

extensions[0] Extensions OPTIONAL

}

Messagelmprint::= SEQUENCE {

hashAlgorithm DigestAlgorithmldentifier,

hashedMessage OCTET STRING

¥
DigestAlgorithmIdentifier::= AlgorithmIdentifier {{ DigestAlgorithms }}

1- checker
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DigestAlgorithms ALGORITHM:: = {

{ OID shal PARMS NULL },

... -- Expect additional digest algorithms --

}

TSA Policyld:: = POLICY.&id({TSAPolicies})

TSAPolicies POLICY::={

... == Any supported TSA policy --

¥

TimeStampResp::= SEQUENCE {

status PKIStatusinfo,

timeStampToken TimeStampToken OPTIONAL

¥

PKIStatusInfo::= SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL,

failnfo PKIFailurelnfo OPTIONAL

}

PKIStatus::= INTEGER {

granted (0), -- the request is completely granted

grantWithMods (1), -- modifications were necessary, the requester is responsi
ble for asserting the differences

rejection (2), -- the request could not be fulfilled, the failure code
delivers additional information

waiting (3), -- the request is not processed

revocationWarning (4), -- a revocation is imminent
revocationNotification (5) -- notification that a revocation has been occurred
}

PKIFreeText::= SEQUENCE SIZE(1..MAX) OF UTF8String
PKIFailurelnfo::= BIT STRING {

badAlg (0), -- unrecognized or unsupported Algorithm Identifier
badRequest (2), -- transaction not permitted or supported
badDataFormat (5), -- data submitted has the wrong format
timeNotAvailable (14), -- the TSAs service is not available
unacceptedPolicy (15), -- the requested TSA policy is not supported
unacceptedExtension (16), -- the requested TSA extension is not supported,
addInfoNotAvailable (17), -- the requested additional information is not
available,

systemNotAvailable (24),-- system is not available

systemFailure (25), -- System Failure

verificationFailure (27) -- verification of time stamp has failed

¥

TimeStampToken::= SEQUENCE {

contentType CONTENT.&id({Contents}),

content[0] EXPLICIT CONTENT.&Type({Contents}{@contentType})
¥

Contents CONTENT::={

{ SignedData IDENTIFIED BY id-signedData } |

\9



{ AuthenticatedData IDENTIFIED BY id-ct-authData } |
{ ETSTInfo IDENTIFIED BY id-data } |
{ DigestedData IDENTIFIED BY id-digestedData },

... -- Expect additional time-stamp mechanisms --

¥

TSTInfo::= SEQUENCE {

version Version,

policy TSAPolicyld,

messagelmprint Messagelmprint,

serialNumber SerialNumber OPTIONAL,

genTime GeneralizedTime,

accuracy Accuracy OPTIONAL,

ordering BOOLEAN DEFAULT FALSE,

nonce Nonce OPTIONAL,

tsa [0] EXPLICIT GeneralName OPTIONAL,
extensions [1] Extensions OPTIONAL

b

Version::= INTEGER { v1(1) }

SerialNumber::= INTEGER -- Expect large values
Accuracy::= SEQUENCE {

seconds INTEGER OPTIONAL,

millis[0] INTEGER(1..999) OPTIONAL,

micros [1] INTEGER(1..999) OPTIONAL

¥

(ALL EXCEPT({ -- no components present -- }))
Ordering::= BOOLEAN

Nonce::= INTEGER -- Expect large values

-- Time-stamping extensions --

TSExtensions EXTENSION::= {

extHash |

extMethod |

extRenewal,

... -- Expect additional extensions --

}

extHash EXTENSION::= {SYNTAX ExtHash IDENTIFIED BY tsp-ext-hash}
ExtHash::= SEQUENCE SIZE(1..MAX) OF Messagelmprint
extMethod EXTENSION::= {SYNTAX ExtMethod IDENTIFIED BY tsp-ext-meth}
ExtMethod::= SEQUENCE SIZE(1..MAX) OF Method
Method::= METHOD.&id({Methods})

Methods METHOD::= {

... -- Any time-stamping method --

¥

extRenewal EXTENSION::= { SYNTAX ExtRenewal IDENTIFIED BY tsp-ext-renewal }
ExtRenewal::= TimeStampToken
EncapsulatedContentInfo::= SEQUENCE {
eContentType CONTENT.&id({EContents}),



eContent [0] EXPLICIT
CONTENT.&Type({EContents}
{@eContentType})

¥

EContents CONTENT::={

{ ETSTInfo IDENTIFIED BY id-ct-TSTInfo },

... -- Expect additional content types --

}

-- Supporting definitions

Algorithmldentifier { ALGORITHM:10Set }.:= SEQUENCE {
algorithm ALGORITHM.&id({IOSet}),

parameters ALGORITHM.&Type({IOSet}{ @algorithm}) OPTIONAL
}

ALGORITHM::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

}

WITH SYNTAX { OID &id [PARMS &Type] }

CONTENT::= TYPE-IDENTIFIER-- ISO/IEC 8824-2, Annex A
OIDS::= CLASS {

&id OBJECT IDENTIFIER UNIQUE

}

WITH SYNTAX { OID &id }

POLICY::= OIDS -- Supported TSA policies

METHOD::= OIDS -- TSA Methods

-- Information object identifiers

tsp-ext-hash OBJECT IDENTIFIER::= { tsp-ext hash(1) }
tsp-ext-meth OBJECT IDENTIFIER::= { tsp-ext meth(2) }
tsp-ext-renewal OBJECT IDENTIFIER::= { tsp-ext renewal(3) }
der OBJECT IDENTIFIER::={

joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1) }
shal OBJECT IDENTIFIER::={

iso(1) identified-organization(3) oiw(14) secsig(3) 2 26 }

pkcs7 OBJECT IDENTIFIER::= {

1s0(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes7(7)
}

id-data OBJECT IDENTIFIER::={

pkcs7 data(l) }

id-signedData OBJECT IDENTIFIER::= {

pkcs7 signedData(2) }

id-ct-authData OBJECT IDENTIFIER::= {

iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smime(16) ct(1) 2 }

id-ct-TSTInfo OBJECT IDENTIFIER::= {

is0(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) smime(16) ct(1) 4 }

-- verification of a timestamp token

R



VerifyReq::= SEQUENCE {

version Version,

tst TimeStampToken,

requestID [0] OCTET STRING OPTIONAL
}

VerifyResp::= SEQUENCE {

version Version,

status PKIStatusInfo,

tst TimeStampToken,

requestID [0] OCTET STRING OPTIONAL

}
END -- TimeStampProtocol --
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id-ct-contentinfo OBJECT IDENTIFIER::= { iso(1) member-body(2)(
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